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Abstract With the development of Internet, privacy-preserving has become an increasingly prominent
problem. Existing anonymous communication systems, such as Tor and Freenet, can conceal who
communicate with whom. However they can’t hide the fact that the users are using the anonymous
communication technologies. File share software, such as BitTorrent and emule, has become the most
popular application in Internet with users all over the world. In this paper, we present StegoP2P, a
peer-to-peer based hidden communication method, which doesn’t rely on a single system or a set of
entry points. It is based on embedding the steganographic marker in the peer-to-peer meta-data
exchange protocol, unlike other existing covert communication methods that rely on timing channel,
and requires time synchronization. An efficient covert handshake protocol with steganographic marker
techniques over peer-to-peer networks is proposed for unobservable communications, which allows
users in peer-to-peer networks to exchange information secretly for circumventing Internet censorship.
The steganography makes it easy for users to find the targeted content and difficult for a censor to
identify them. Experimental results and security analysis show that our system has high performance

and can defense against certain traffic censorships.
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Fig. 1 System architecture.
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PIECE SIZE | B 1024 Pieces size

R
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iZA5 5.

HK & Ge 0 AT AR R B ke T 1 1 s 2
SRR H S B A L3 o B SRR T
PASE A 52 G0 0 n] JE k. Gl R 3G 04 i B BUE R R
o L LG R AT DL i 2R e i R v L H 2 3 4y
B AN R G B BRI T A

BF . B E WA TREM T HERSA
AW, f£ DHT W48 FUB R /N — & 15 3L T, 1l LA
1252 W X i 35 RS DA K2 i D WO AR B A 43 e 1
RS — IR SCERANTE 76X IR AT HAOE M
AT IR T A AR K (T e R — ik A AR
e Z2 A By 0 sybil Mok o 5 G0 iy AT A Al B AT
5.3 ERPmBATHE

FRGEHY 322 H o O ) 2% B A R R R B
s FZ R Ge i P B At — 5 A T AR AN R R
P AT R AR M S Ak 43 B AR A S N RE S I
TE B A8 A5 AT A B A5 U X A3 A A 5 T
I AEAT A FRATHE N i & P i (9 38 15 47 O 2 AT
HCH R IFRATE TS R G2 AT BE T I ) A& A BT X
P vty ] JE A P 1) T DA RO T O s

Y F T RE M A P2P W 4%, Ph il — A4~ P2P H
F o W At X6 A5 05 B Bl DA R B O R
Bk # . WO AU (4 ISP AT BB BT A 484 (1) P2P

SRR M. Sy B v P A AT AR L FRATT T
DA BE B 3 55— S ] HOM I (Y P 25 s R T AR
17 R L% R ] BB M A A 1E B A5 AT O, W (AT
S B AN HA TR, AT A O R AT
(1 1 L 3% il N P2P I 4% 1Y) 3k B 0 A R AR B S
frERGIME BN AT R A BEHL . H 73 SC7E 72815
FURY B S ]

5.4 WM

AT FRATRE TS R G AE R W Bl T AT RS
WAE  H T X 02 o] Be W L T AT R BE Y a5 Y 8 (5 AT
R o 3B R I BT A RT BE B S DR, DX B A
JEKE Yo # mTRE R AL 43 B 45 7 vk HU0 A iR
TSI AR KEY. G55 4T 2 A% 2% £ 0 =X i
A d AL % KEY 509 8 502 — 4
A Z 0% A e o BIABE 28 22 30 = B[R] (9 X s 3 A 2l
BRI Z 8. AN I T Bl R &4
B, BIAFFRic AL 2% KEY BB AT X 0. B K1k
JESLINE

XFTAT MR 2 it A g i B AL L
KEY W= M LA BS AR iC KEY 1Y fE 2
B2 D, B D&M, Q2R A7 AE — A0l L2 ) {8 e
ﬁﬁ%:

Pr(d—M:indistinguishable,.,—1)<e. (4)
Yt FAEE d€ D,ig indistinguishable, , =1 ~ I i
H A B — A XA PESL S XA d AT DL X 43 i AR
e JMEEHT e 0.

FERCHE A B B G A v BRI o 2 AR
(sybil attacks) 77 W5 73 7o 45 B B — 4> 2 ik #%
[F] s A K i (1 sybil 35 g i A P2P R 4%, 5@ i 3
SR B E W8 55 1 7 R o0 45 . HHE AR
RUA] LS TR SRR A AR

A AR B — 73 i B R SO p o g
— A0 B B MR SR AT DL R I B AL AR £ R I R AT
AT DA SCHCE R — A JE SO B A R 4 0 T sybil 12
i H IR £ A5 B (5 B AR
Pr(recover original file) = 2 (Zz)pi(l —p).

i=n—k

&))

RV EEAS sybil T G-FR AT AR E ¢ Do . 6

A m A~ sybil 3550 W sybil ey A B3 AT LU

B em Doy . — B oem 3KB) —5E B9 H A i 4R 2

B R R SR R BN A IR L sy bil T e 0 3
o3 v Ve A9 ) 3 R A

E(pieces detected) =1—e ™. (6)

o s= =

n
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R b T8 8 20 A 2% S 8 TR IO e T
DR R B TR R R T B RS ARl i B
X 10 AT X400 L an 2R KEY 9 0] X 43 1 L 3% s 0
Wi B A AR S W D 20 B % 29 23 b m,,\{/\,%%

F4 22 A P 30 T TR T I B 8

MYt # A B el se g A AR Eh?j:%ﬁ%}
ISP FIZH L)z i I NAT BRIk, A 1)
Kad %% 1 Vuze DHT, OpenDHT! 25 5 & W 48 #5 70
VIR —A TP A 24 5y B TE sybil 95 8 %= I
WA —ERERRE , L in Vuze DHT BR il [/ — 4~
IPEZ A UIA 64 DEENS M, i REEHH A
A R TP Mtk W) 2k B3 & A>3 0 Al g
P U] e v 5 PRI L SR T AR UE 2 A MR T DUTE N 2 I B
BT G5 2 85 J5 16 43 vl DL 4y B8 £ DHT
I % DA 1 3R G0 28 Ak

6 # B
ARVE S — Bl B T P2P 9 45 1 Beulom i Ty

207 R DHT P48 2 57— Bl 48 T B s,
B DAy B T 2R R TR B9 P2P O RE 5 B M S
A7 2o DT 206 3 00 20 . A L0 A R I
e SRR I 8 IR T%Luﬁ%%mu
CEN2A 2 9 1 50> AT 20 3k A M 52 B 28 1) e AT
S @Z?R%’Jﬁ?ﬁ/\imm»iz | t*Iﬂ?B\ﬁ%ﬁan}l
B H A 2 A B AR I, I P 5 400 T 0 0 2 2
Mo a5 4R T LS A5 B AT 2 RS SO 2 i
Ja BE DHT [ 46 b, 9851200 B 4 A 21 B fg 4f
UESESS WS EPSY R A€ B Pul Tk a DR Rr PRI ]
T ) B 78 240 2 Ml s R ORI 9 A A S, L O T A
IG5 B LU A R ML A R W X R G A
A B R RE 0T H B A AR Y 4 A O RES R
"R I o R A

2 X% X #
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