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Abstract The existing fragile watermarking algorithms based on blocks can’t drastically avoid the
independence between the blocks. A novel variable-payload self-embedding fragile watermarking
algorithm is proposed. Firstly, the original image is divided into blocks with the size of 2X2 and the
average value of each block is calculated. Then a new image called average-image can be composed of
the obtained average values. The watermark is not generated for every signal block, but encoded
statistically according to the correlation between the pixels of average-image. The watermark is
embedded into 2-LLSB (least significant bit) of the original image. As a result, the length of the
watermark is variable due to the correlation of the image. That is to say, for a texture complex image
the watermark is longer, but for a smooth image the watermark is shorter. And moreover, the
independence of the blocks can be broken, so it has a better ability to resist attacks. As the
authentication, string matching is used to match the blocks and the watermark. For the blocks which
are not matched, group matching is used to re-match. The theoretic analysis and the simulation
results show that the proposed algorithm can not only thwart the collage attack and locate tampered

blocks accurately, but also has better non-visibility.
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Table 1 The Length of Watermark Generated by the

Proposed Scheme for Different Images

F1 ANHEZERBKENKE

Theoretical Experimental

Images po Length/b Length/b
Lena 0. 25 90325 89232
Airplane 0.32 82980 80880
Bird 0. 54 59223 59128
House 0.41 73391 72544
Pepper 0.22 93443 92808
Boat 0. 38 76 606 76584

Table 2 The Watermarking Payload Comparison Between
the Proposed Scheme and Ref [9]
®2 ANEESXEIIMKENBFEEE bpp

Images Proposed Ref [9]
Lena 1. 36 1. 83
Airplane 1.23 1. 86
Bird 0.90 1.59
House 1.11 1.73
Pepper 1.42 1.91
Boat 1.17 1. 83

Table 3 The PSNR Comparison Between the Proposed
Scheme and Ref [9-10]
®3 AXSXEH-10]EEESKENEGIIEBEFSEL

dB

Images Proposed Ref [9] Ref [10]
Lena 47.31 45. 67 44,31
Airplane 47.23 45.16 44.08
Bird 48.90 46. 48 44.16
House 48. 22 45. 80 44.23
Pepper 47.23 44.52 44,34
Boat 48.17 45. 88 44.27
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J B4 1 PSNR 43514 43. 85 dB F1 25. 41 dB, ifii 3¢
WRL7 TR B 45 43 B R 25. 43 dB i1 21. 08 dB,
WA SCR o B 4 i A T i

(a) Original image (b) Watermarked image

(c) Insert “LENA” (d) Replace face

Fig. 2 The watermarked image and it’s tempered images.

K2 FoKEn R R B A

.

(a) Authentication result
for Fig. 2(c)

(b) Authentication result
for Fig. 2(d)

(c) Recovery result
for Fig. 2(c)
(PSNR=43.85dB)

(d) Recovery result for
for Fig. 2(d)
(PSNR=25.41dB)

Fig. 3 The authentication and recovery results of

proposed scheme,
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(a) Authentication result (b) Authentication result
for Fig. 2(c) for Fig. 2(d) i

(a) Image under collage attack (b) Authentication result for (a)

(¢) Recovery result (d) Recovery result for Fig. 6 Experimental results against collage attack in the
for Fig. 2(c) for Fig. 2(d) same image
(PSNR=25.43 dB) (PSNR=21.08 dB) ' ’

K6 HIHL R RO I ot

Fig. 4 The authentication and recovery results of

Ref [77. 4.4 RN
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(a) Shearing 5% of the image (b) Authentication result for (a)

(c) Shearing 15% of the image (d) Authentication result for (¢)

Fig. 7 Experimental results of false acceptance.

K7 A i 2

5 HRIE
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