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Abstract To solve the problem that VMM can not monitor and control some Guest OS specific
behavior due to its non-trapping feature in virtualized computing environment, an idea has been
proposed to make those non-trapping instructions trap into VMM through modifying their normal
execution conditions so as to cause system exception. According to the idea, special methods have
been explored on how to intercept and identify the three different non-trapping system call instructions
of x86 architecture from Guest OS within VMM. The int and sysenter instructions trap into VMM
through causing GP system exception, while syscall instruction trap into VMM through causing UD
system exception. They are identified with the virtual CPU context information within VMM. The
Qemu&-Kvm based prototype indicates that VMM can successfully intercept and identify all the three
system call behaviors from Guest OS, and the performance overhead is within an accepted range for
normal applications. For example, in unixbench shell test case, the performance overhead ratio is
range 1. 900 to 2.608. Compared with existing methods, they are all based on the architecture
specification, so the advantage is that they are transparent to Guest OS and need not any modifications

to Guest OS.
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Fig. 1 The interaction between Guest OS and VMM.
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Fig. 2 The interception of Guest OS non-trapping
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Fig. 3 The identification of Guest OS non-trapping

instruction.
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Fig. 4 Interception and identification of int-based system call mechanism.
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Fig. 5 Interception and identification of sysenter-based system call mechanism.
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Fig. 6 Interception and identification of syscall-based system call mechanism.
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The definition of system call processing rule.

K7 ZGE0E A A I E X

— 2% F o R Ab BE RN AU R OUE B A 1
condition: . J1 £ 5 & 1 #§ register K H &4 H
value; 75 B2 S BOSUHE 09 b 3k 15 B location : £ 15 3% Ml
hkZF A4 register LA RAmAS offset; [R] B2 2 45 &7 5
B9 15 B g A A i action, AT RL S+ 75 HE ] hex
LK+ gt int A1 uint.

3 RHEX|M

o AT S e N RS € R N T B U
F Qemud-Kvm F & () R S B, 7656 4 45 oot
HI 85 M B8 IF 8 E 47 PEA .
3.1 REBELEN

Qemud-Kvm J&—Fh 15 32 8 2 LT3 0L R 4
ZH# R AP A Qemu-Kvm!'™ Fl g i 4 KVM!
PR 4320 . Horh KVM 17 55 A A7 F Ak B 25 (9 1 40
&, Qemu-Kyvm W 11 57 1/O & £ 1Y /g L4k, Z Jir A
PPt Qemu & Kvm , RAXH KT FF U, 5 A 5 0 2
BA A R 77 B I 4F Qemu Monitor. B
AT B 278 Qemu b Kvm ) & 4 ik B, il 5
Qemud-Kvm F AL #E 17 3h 25 58 B, i) 4n v L4 o
B RUHLE 45 sk & 3R B A7 RS 8 ol 17 B
A4, I A A Qemu Monitor £ 2 J5 R & 45 1 452
A4 i S T S BT A

Kl 8 ARG A5 45 3 ¥4 : Qemu
Monitor #:1E 45 Hl #5 5 (gemu monitor user control
module) . 2t T KVM B I g ¥ & K& P (KVM
extension) PA 3T netlink F X R FE I FHAAFR(E
B A e (netlinkclient).

Qemu-Kvm Netlinkclient
Qemu Monitor
User Control Module L
Guest Application
Instruction int/sysenter /syscall Trapping Linux Native Application
netlinkclient
ioctl Commands Routing Guest OS Kernel (Linux)
/dev/kvin
X
start_system_call _monitor, v
stop_system_call_monitor,
» System Call Interception || System Call Identification netlink
( System Call Processing System Call Information

Rules Management

Output Sevice

KVM Exetention

KVM Kernel Module

Native Linux

Kernel

Fig. 8

Logic structure of the prototype.
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Fig. 9 The do_start_system_call_monitor control
command.
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Fig. 10 The do_start_system_call_monitor command
template.
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Fig. 11 Setting GP fault to VM exit.
K11 BB GP i FAR A VM exit
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kom_arch_vepu_ioctl_set_sregs(vepu, &.sregs) ;

Fig. 12 Setting interception for int trap.
B 12 % int AR

© W HE sysenter fA

4% 9 4 & #1 VCPU [ MSR _1A32
SYSENTER_CS ) 4 fij {8 . 2R J5 ¥ Hix # 4 0. X
4 Guest OS $U47 2 T sysenter J7 2 R 480 H
B, 23R n#k MSR_1A32 SYSENTER CS f# 0
(NULL)E#| CS FFf£ 4% GP 8 FI R4 45 =%
LA AR B B 13 iR

kum_ for_each_vcpu(i, vepu, kom) {

| * Save the current values of MSR_IA32_SYSENTER_CS for
every VCPU * |
kum_x86_ops— = get_msr(vepu, MSR_IA32 SYSENTER
CS, & (kvm—>> data. sysenter_cs_val));

| % Reset MSR_IA32 SYSENTER_CS to 0(NULL) |
kom_286_ops— > set_msr(vcpus MSR_IA32_SYSENTER_CS.,
0);

Fig. 13 Setting interception for sysenter trap.

K 13 % & sysenter [ AR IE

@ W HE syscall f AR

Xt F AL VCPU, 6 H EFER ) SCE 45
AL A UD ke L4 SR B A AR Bon
P 14 iR,

2) F G5 N Ak 2

TC e A2 WF— i 25 G2 8 S AL, 78 T 8 Ak
JEEMEE T EREREHA L RIGHE VMM iR

kum_ for_each_vcpu(i, vepu, kom) {

| % Set MSR_EFER. SCE to 1.make it cause UD exception * |
kom_get_msr_common (vcpu, MSR_EFER, &. (kvm—>> data.
efer_val));
kum_set_msr_common(vcpu, MSR_EFER, kvm—">data. efer_
val & ~EFER_SCE);

Fig. 14 Setting interception for syscall trap.

B 14 1% syscall fE A B3k

i HE LA PR ES bR SO 05 R AT U AL B R AR
ABRAE . E AR EAE VMM AR A7 2 SUHLIG A R
A% F KVM Bl vmax_handle _exit; HL IR AR #
BB ATE A RIS AT 45 10 i 28 7 A 10 53 A BN 1
handle exception, . 3T int Fll sysenter 52 J7
AW A8 R 5 handle_gp 53320 syscall
W 2x kA handle _ud ; e Ja F) ] g fU0AL B 4% B K 3C
W15 BRI 2 K AR B A A 4 7 Az i 2 38 15 DL
A G R R R O DR S R R T A
Guest OS 4b B, 75 W, 75 AR 4 I H] 75 5K 2547 45 €
A B JE R I Guest OS. 15 iR 7 VMM Hr 3k
B AT 2 PN BEA i A

v

| vmx_handle_exit |

| handle_exception |

gp fault exception occurs l ud fault exception occurs

| handle_gp | | handle_ud |

The exception
The exception sysenter instruction

Int instruction | sysenter based mechanism |

A
| syscall based mechanism |

| int based mechanism I

Fig. 15 Identification of three Guest OS system call

mechanisms.

15 Guest OS 3 Ff 2 G 18 HI ML HU01) 4b 2

3) ZRGE I FH M 4 R A B

TP Guest OS R e H J5 75 24 AR 4 A0 )
PEAT AL B, AR B SR 2R S I8 FH A0 0% % L A B
EF R, AT FR G H R B2 &
DIAR 3. 5 R p A AR RGO R SUFE R
okt (VCPU Bl %5 £ 48D » X — dL #4F LA/ dev/
kvm A9 ioctl % M 244 Qemu Monitor ¥E47 #:1E .
AT T 368 3 i 4 o 3l 285 18 A& B50B i 2= S0 9 Ak 2
Fu).
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4) ZGER WA A R b A B

RT R G H AL B SR AE B T R AR S
JR A AE KVM N % 8 3k ) 46 Ak B A & 7 — 4>
netlink 4% SR J5 ¥4 Br A 5 B84 4 0 15 2 of B i
K45 T Y netlinkelient iy 488 B, o5 ¢l H S 5t
SHPAE.
3.2.3

netlinkclient J&— /> 3% 38 (9 Linux W & ¥,
EHETIF KVM g e B H ) 2 (19 netlink [
ZRBE L DR IBOT R AR B

netlinkclient

4 Thee 5 MEREFFHLIITAL

A X R R G VMM K5 Guest OS
3 AN [ R e ] I BILA 0%  fE B HG i i ok i) P g
TE4H BEAT 50 GE E AR

JIr A I3 T B A - 5 A Intel 17 930 2. 8 GHz,
WA 12 GBLHH int Bl sysenter J7 sURY i 48 4F
RS KM 32b ) Fedora 13,1 syscall B 15 =¥ 4F
ZG KR 64 b ) Fedora 13, VMM % A 14 it A<
Qemu-Kvm 0. 13 F1 KVM 2. 6. 38-rc7, Guest OS 4y
WK 32b 1 Fedora 13(FH T3 int 5 sysenter J7
) .64 b B Fedora 13T syscall 2.
4.1 INREWIE

1450 7TIHEE Guest OS =F A6 R 484 H
B QemudKvm K UHLIE 8 75 %, Hovh sysenter
T RFEIERE IS fil-cpu gemu64, model = 3
AATEEI , L# Guest OS A HIZ1T#E H A sysenter
FEHERIALAS b AT IE ML sysenter 784 S 1 &R 4¢
P4 B

Table 1 The VM Startup Methods of Three System Call
Mechanisms
x1 ERNIMRZFARANENEFE

System Call

The Startup Methods of Qemu& Kvm VM
Mechanism

) # gemu -hda fedoral3-x86-32. img -m 1024
int
-monitor stdio

# gemu -cpu qemu64,model=3 -hda fedoral 3-
sysenter
x86-32. img -m 1024 -monitor stdio

# qemu-system-x86_64 fedoral3-x86-64. img
syscall
-m 1024 -monitor stdio

AL int AR 3B Guest OS & 4218 H
Ak 5N aE
1) 7£ Linux K shell (& f7HEEA T i 4

Ja 3 Qemul.Kvm E#IHL, AT Guest OS 2RIA R
HAET int RGP LS -

# gemu -hda fedoral3-x86-32. img -m 1024 -

monitor stdio,
Horp, % Ti-hda fedoral3-x86-32. img & % 32 fi
Guest OS-Fedora 13 (I RE 5514 ,-m 1024 Fn B
M) BRI Z S B AN 1024 MB,-monitor stdio /£
F i BB A A2 1T Qemu Monitor 3 i Bk I 58
Kbl VMM i1y 22 48 98 180K 5 U AL

2) TERMALE 3 Z )5 Y14 3] Qemu Monitor
AT O, 4542 add_system _call _monitor
rule 7 £ Gt 8 A AL BRI, BRAE AN T .

(gemu) add _system _call _monitor _rule rax 3
any 0 hex.

TEIX SN S5 T A7 452 rax (FE Linux #
ERGE T EFRREMHS) Y rax=3 B L3
IR read RGP, any 0 KR iy th BT A7 18 ] 35 47
I B T hex FI/R L 16 HEHIH . F & AR
AU E R G0 I A ELIE XS B A9 2R 48 0 IR R 1 ik
B, HJE 80K B AR G 0 A A 3 S YA A
15 B S il HIS R 3 b 3R 48 1 AR 1)
75 2 B IE A . S B 0 TR il A B ER ]
AE 142 8 4 UM 2T AR 4l 45 R ik — 20 Ab B, Lt A BH
1EHEANHRE R G A ] B9 ST L A FE BUH &t &R 48
FH i Guest OS 245,

3) 58 ML A gt A ] A B ) b Ak 2 5 i i
Qemu Monitor fiF %> start_system call _monitor JF
AT VMM i) £ e i i EGR AL, BARInE .

(gemu) start_system_call_monitor 128 rax,
Horp 128 J& Linux £ 488 H i FH &9 8 W5, 38R
SN H AT T 7F Windows T h 46, 24594 H
S5 rax WAFAAF I X Sk A A 2l i joct] J7 21w
KVM Jfig " e #E He ki ol Hok SE BRI R Br A
3 FhFR GE I R AL B ED Guest OS Hh AR5 L
kAR 7 =R B & g8 E AL Z )5 &8 2t VMM
k.

4) R A AL IS 8RS . VMM 23 % 3k
BN FR G ARG 55 2 20 19 b B3R 0 3 A7 ik 2, O
A 45 2RO W Hh i i netlink JE4E R K, Z )5
netlinkclient ¥ 22T Hy H . an 20 F .

# netlinkclient.

b T A58 DA 3l J5 ik A 2 A [H, sysenter 5
syscall #R I UERRAE L BEA int Iy =0 —HE. & 16 &
AN 3 TP A REUALIE 3 7736 T Guest OS 3 F



AR 25 . VMM H Guest OS HE [ A R G0 8 4 103k 5 151

2357

E R IR R AR i A I N S O
Qemu Monitor 452 % 11 fil netlinkclient £ 3 Fr AN
[ & e 7 20 F B9 05 B . 3 Al i 45 1 s

A sycall mode: interrupt based, sysenter based DL

J syscall based, e A] UL, LAIAS SCE 2 745 S0 3L Al
FHAR T EAE QemulKvm VMM - & |- 52 BH (1) Ji7 7
RE LI B 5] Guest OS thfir gy 3 FhA R R 48
P TR, B int 772 sysenter J7 =LA M syscall FF=.

File Edit View Terminal Help

(qemu) add_system_call_monitor rule rax 3 any 0 hex .
(qemu) start_system_call monitor 128 rax l

(a) Qemu monitor console

L= 3 root@xionghaiquan: /research/xionghaiquan = o X1
LAH(E) #®RI(E) &A(Y) #a(D) (B

kvm:syscall mode:interrupt based: rax == 3 occured: any+0 hex = rax=0x3 rcx=0x83 -

4AFAD rdx=0x1000 rbx=0x3 rsp=0xBF958740 rbp=0xBF9587C8 rsi=0x834AF48 rdi=0x0

kvm:syscall mode:interrupt based: rax == 3 occured: any+0 hex = rax=0x3 rcx=0x18

024B0 rdx=0x400 rbx=0x6 rsp=0xBFFF6CA4 rbp=0xBFFF6CC8 rsi=0x5EDEIC rdi=0xBFFF6D2

8

kvm:syscall mode:interrupt based: rax == 3 occured: any+0 hex = rax=0x3 rcx=0x83"

28TA0 rdx=0x1000 rbx=0x3 rsp=0xBFAF2B34 rbp=0xBFAF2BBS rsi=0x8328748 rdi=0x0

(b) Interrupt based system call

- root@xionghaiquan: /research/xionghaiquan =rarx]
LMH(E) WM(E) &A&(Y) (D) Ha(H)
kvm:syscall mode:sysenter based: rax == 3 occured: any+0 hex = rax=0x3 rcx=0x954 ~
B7B0 rdx=0x1000 rbx=0x1E rsp=0xBFFI1C7C4 rbp=0xBFFI1C7E8 rsi=0x954B790 rdi=0x0
kvm:syscall mode:sysenter based: rax == 3 occured: any+0 hex = rax=0x3 rcx=0x954
B7B0O rdx=0x1000 rbx=0x1E rsp=0xBFFIC7TC4 rbp=0xBFFI1C7E8 rsi=0x954B790 rdi=0x0
kvm:syscall mode:sysenter based: rax == 3 occured: any+0 hex = rax=0x3 rcx=0x81B
C3CO0 rdx=0x1000 rbx=0x3 rsp=0xBFC20854 rbp=0xBFC208D8 rsi=0x81BC368 rdi=0x1l
kvm:syscall mode:sysenter based: rax == 3 occured: any+0 hex = rax=0x3 rcx=0x81B
C3CO0 rdx=0x1000 rbx=0x3 rsp=0xBFC20864 rbp=0xBFC208ES8 rsi=0x81BC368 rdi=0x0

kvm:syscall mode:sysenter based: rax == 3 occured: any+0 hex = rax=0x3 rcx=0x81B™
C3C0 rdx=0x1000 rbx=0x3 rsp=0xBFC20934 rbp=0xBFC209B8 rsi=0x81BC368 rdi=0x0

(c) Sysenter based system call

Eile Edit VYiew

Jerminal Help

D95CT rdx=0xTFFFFFFF rbx=0x0 rsp=0x7FFF3D3DAB38 rbp=0x5 rsi=0x5326 rdi=0x5 r8 =0x =«
1 r9 =0x0 rl0=0x0 rll=0x246 rl12=0x1 rl13=0x25A0080 rl4=0x3F412FAD30 rl15=0x259E890
kvm:syscall mode:syscall based: rax == 3 occured: any+0 hex = rax=0x3 rcx=0x3F3F8
D95CT rdx=0xTFFFFFFF rbx=0x0 rsp=0x7FFF3D3DAB38 rbp=0x5 rsi=0x5326 rdi=0x5 r8 =0x

1 r9 =0x0 rl0=0x0 rll=0x246 rl12=0x1 rl3=0x25A0080 rl4=0x3F412FAD30 rl15=0x259E890
kvm:syscall mode:syscall based: rax == 3 occured: any+0 hex = rax=0x3 rcx=0x7FFF7
FD30290 rdx=0x7FI9D39EEF3C0 rbx=0x0 rsp=0x7FFF7FD30348 rbp=0x1 rsi=0xFFFFFFFE rdi=
0x6 r8 =0x0 r9 =0x401 rl0=0x0 rll=0x7FFF7FD2FD98 rl12=0x7F9D39EF2560 r13=0x7FI9D39E

AA140 rl4=0xFFFFFFFF rl15=0x7FO9D39F33A60

kvm:syscall mode:syscall based: rax == 3 occured: any+0 hex = rax=0x3 rcx=0x3F3F8

(d) Syscall based system call

Fig. 16 Qemu monitor and the functional verification of three system call mechanisms interception and identification.

Bl 16 Qemu 4R AE K 3 F & ST iR A AL 1 #R3R 5 U 2 BE 46 iE

4.2 MEEFHIWITEMR

J T VAL Guest OS =R A R 48 A VMM
rPBCER 5 TR BT A Ok B M RE T 4 . A< AL unixbench
gkt T 3 Bl ik B 6 : syscall, arithmetic A M
shell. Hrr syscall 3 3 1451 $401 7 39 6] 23 1 24 98 ] &
e B — R R BRI 5 I R g
i KPEREFF 4 5 arithmetic W] J& T 353 AL 2 H 1]
HIa W10 Lhig 550 3. B Guest OS JLF- A K
RGP R X AT AR S syscall A 75 —Fh
W BRI 57 55 T I 78 A 2R G0 I B ok 1
PERETT 5 5 10 shell WAy 5 Z 18], Bl iz 47 8 [4] 25
KRGV W& A AT IR E E 2 I
N R ER.

IR 3 AR M £ 4l 78 2 7E Guest OS iR
B, BAFEBEET 3 MAFRREHHELHS
TE 5 MR S 00 P RE 48 5, v M BB T 4 L S e Y
S R PRI R AR B P AE . be ORI A R
R 2 (1 syscall ML), T int 5 A8 G HA
AR MEREHE BN 538, HF 3 Z S5 R 38. 9, it H M R
JT55 He il i 13. 830=1538/38. 9.

Table 2
% 2 syscall izt F 46

syscall Test Case

e Disled Emabled TR
int 538 38.9 13. 830
sysenter 1245.3 12.4 100. 427
syscall 1229.9 20. 3 60. 586
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TEF 2 syscall M3 #) o, £ F int, sysenter
LI K syscall = 2 G2 8 H # 3k T I8 i e i 1 g
£ L4y ) 2 18, 830, 100. 427 Lh K 60. 586, iX i
S5 RFHITE VMM 4k Guest OS 2488 147>
3 PR AR R MR R IT B o AN 3k 4 i AT 3 3K o — A PR
18I« B H s 47 0 1] 46 24 =8 R AT R G . 53 4b
3 Aoy A Pk R A B K Y & sysenter J7r o, £ %
Jir PRS2 N ACHS I 1 B AR TR I 4 L R B R
WL LA LIRS & 3 A LLE AR I W
T . PERE T4 Lh 4351 R 1. 900, 2. 608,2. 195, i Fif
SRR WILE L BRI H] b 2 G2 98 R AR OF v A i B
B TR R S e v 2 W 2 N s R 4
T2 g —Fp i BR AR JE & BV iz 17 3 ) LT R & A AT Ao
RGEWHALL I VMM e ig 2 01 a8 i 2 G H]
Guest OS " Z G0 0 FH IR AR A 23 7= R PR e 40 2%
S5 EHER YA B AR Guest OS A HAT &R 44
FHREAS B 32 7 A 1) Pk RE T .

Table 3 shell Test Case
*& 3 shell Ulix A 1

System Call Performance
Disabled Enabled
Mechanism Overhead Ratio
int 1203.3 633.3 1. 900
sysenter 1238.8 475.0 2.608
syscall 1213.3 552. 8 2.195

Table 4 arithmetic Test Case
* 4 arithmetic Uik A 5]

System Call Performance
Disabled Enabled
Mechanism Overhead Ratio
int 545.2 545.3 0.9998
sysenter 548.1 548.0 1.0002
syscall 635. 2 634. 2 1.0016
5 45 %

AR SR Y R TR A R A R ke el
AAE L BAT SR H ™ AR B A B A L A T
BRERAB VBV ETFB U Guest OS B A
P e AR T 2 Y x86 224 R Guest OS 3 gk
(NS I KR = /I T U 3 N v ¢ 2
Qemud-Kvm - & 52 B0 J5 0 2 48 45 8] T 50,
FFAEIE H 4G G0N B = AR 00 PR 58 45 A 78 S Bs i FH AT
FESZ 1G22 AR DT B AU T &R G2 H 2

T A 5 22 2Rl 5 AT R AT X Nz AL B 5 H
AR R 5 RS T VMM H Guest OS & 4814
FHA R 5 TR0 b 395 A HE BRI 5 76 32— 20 i F 5%
o S SR R EE AR K E LR G
HL A b BRI X A gt AT DL AE R AU AL 2 Ah S B
Guest OS i FEGAT Ay 4R EE 1 W42
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