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Abstract Cloud computing is developing rapidly, and the trustiness of cloud platform is the key issue
relating to its success or failure. The authentication of the trustiness of user behavior is an important
part of ensuring the credibility of cloud platform. In order to solve the problem of trustiness of cloud
users’ behaviors, a cloud user behavior authentication model based on multi-partite graphs (BAM) is
proposed. It includes the layer of user behavior evidence, the layer of building behavior multi-partite
graphs and the layer of behavior authentication. The behavior evidence is the basis, the multi-partite
graphs is the method and the behavior authentication is the purpose. In the layer of user behavior
evidence, the model determines the type of evidence, collects behavior evidences and analyzes user
behavior quantitatively; in the layer of building behavior multi-partite graphs, the model builds two
multi-partite graphs based on the layer of behavior evidence and the knowledge of graph theory; in the
layer of behavior authentication, the model builds the cloud user behavior authentication module to
verify that users are trusted. Identity re-certification and risk game are introduced to enhance security
and accuracy of the model. The analysis of small-scale cloud user behaviors in simulation experiments
show that, the model is accurate and effective in measuring the normal behavior of cloud users and in
distinguishing malicious user with the risk user, and it has higher detection ratio and lower false

positive ratio.
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Fig. 1 Logical framework of the model.
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Fig. 2 Cloud behavior multi-partite graphs.
Bl 2 =WRS5ATHZHE

SRS 2 W e — B 7 B WL s Ab
FOSCR WO T P B9 AT 9 UE A » fie Je 4 A 48 WL 2%
AN R AR I AT o 2 EL s AP AT
22 P 0 5 N BN T8 T = 55 A7 o 2 IR
19 95 a5 KON 5K

= P B ARAT g B AR A B ST 2o R R R K
1 o 220 P 4% A A P AT D 23 M (LB R B 1Y AT i
B e R AR B EAAE LG Pl T RE AR B AR TE).
e H R 7 P B AT R AR M = I 55 B AT A i
o AR B AT O D 15 52 5 DT 4 FH P 43 DA < 2R
PR R [ B3k T AT S T B E A B

Start Cloud Services

Monitoring User Behavior and
Analyzing Behavioral Evidence

Is the Deviation Larger
than the Threshold

Whether Success of Y
ID Recertification

TESEbriztr e i R b BEE 5 = Rk 55 1)
A HLUCKU SE T 227 TRT A IUASE 23 O W A1) 49 O A it
BEUE AT B G YT S AT R A4 5 B LA 20047 i) 22 356 2
9 HLASE . 2555 5 FR I [a] P22 A0 45 R0 1 L B 2
TR TET P A 2 T e S B 2 TR PR B Bh A PR R 9 X
SEBR AT S B9 B Bt AN [R) A9 B 1) B 7 A7 O Y
ESEA— AR R SE AT 5 B9
4.2 ZRPITATEMRINE

=55 AT R Z TR M = M A7 o 23R B =
FUTRIAGE Y BE Rl RS BT m 0 AT R
WEREH, TAERPEWIE 3 R

Whether Success
N of Risk Game

A

| Termination of Cloud Services |

A
| Complete Cloud Services |

Update CG and UG

Fig. 3 The cloud user behavior authentication flowchart.

Kl 3

= AT A E AR



HIAR 4 25 BT Z B IR 2 P 47 ok e R A

2313

MRS HEAT R P AT A E BAR S BR I

BRI S R S5 BRHE A 2 R 55 2 B ik
BN AW L RIS 3 WA= P AT o b
EHET 4 B RN MR S E o, (1<G<ND.

IR 2. AEBA WS SR = AT Rl
TEREEE G IR B L A = P AT O 2 R o 5
= FPAT RAHHE V, A<G<<N).

PR 3. FEREA WL AN TS P AT R A M E
SRR UEAT R o BT (R AR AT Ry I 4 v 45 L A5 Ak
SR A MED 25 19 4 X, 25 1 T LAUW 2% 05 i A
JIT AR B SR 12 W 5% s A 9 P 47 8 i B8 B D, = |
V=V | X, (V] RERAET R HTE  1<i<<ND.

IR A BT A E i AR AR 0 AT R

,
TRESHE B D= > D, Ck Sk B Ik i i W52 245 34
1

O M HAG KT H A7 0 G BE o B, X H P 2R 1T
S 0 PRI o 40 2R 2R D ) 28 1k R 55 2R ) W) i A7
JRURSE T 0 G SR R DO 2% 1 IR 55 5 4 SR
Ty )2k B2 A 55 K i 125 3 VA % H R REAR AT R AT A
B AFL o JF R FCHEAT BR 1T o 7 PR OCHE Hh 1 R0 ST B
Ik 55

IR 5. I TE I = R 55 BB = IR S5 AT 2
FIF P AT Z2 0.

PP AT R AE R I 2 0 4008 o R S 6 ST
T m 55t 2w IE L BEANE N 2 AP BL: Wl iR
W B G E B Be. ZERD AR BB, i T P ARl =
W55 U AT AR B2 JH P AT Z A 2
ST P 2R R W L B DL ] = IR 55 AT 28
P b i de A AT O AR A DA T P AT O B AR U L
FEAR EAG Y SR bR HEAT S BT AL AR E B
MPreaSaksdtir T2Z2REHERTHEW
P AT 28BS0 T A O R AT A iy
P AT R 2238 b i s R AT D A=A S P AT Rk
7E AR .

AT R AR BE R A6 B2 = R 5517 2
A ) e K 25 %, B @p = max (D, , D, , Dy, +ov,
D) Hor o AR Pl 2= i 55 19 6 U8 (B
IR 55 SR BE R L 2% 2 4L SR P P R A E
). TERSE BB P AT A A BIE o0 B DLTF 2

ﬁﬁfﬁ%:ﬂl =a, T 2 ‘VUzivcl ‘ le,/ﬂ\:q:l Qo ﬂ‘j
i—1

AR BERI UGB s n HLEE S BB VU, S P AT
Z R K B B AT AR TR AR ¢ A WLEE RUAL B P AT
MR VO, oAz W 55 17 2 22 380 P 10 o AR AT D

s o AW S AT R T s 0 5
AN WEE KRR, Y AT i XU 1 9% 5 A7 O R A

{E@Ii‘j az —ao 2 ‘VU,_VCI ‘ Xaw;.
i=1

5 HEGTERERSH

5.1 fHE#HE

S5 B Ok IR T B B B AR BT 55 Web Ik 55
#& MyNonCS2KSrv (19 H & 30 1 58 B s 46
HREBL NS L P P 4 A S DSL ORI
DS2, H DS1 i FH 3 = k55170 23K s DS2 A
TRV, T B AR O A AR
W FH P R T SRR R R X 2 RO PR IR B EE L AT
FRAYE AR IR L T ax 2 R SR P AT h
AR Ty 60 T % M P B L DDoS 3 i, & ik
GET 1i# 3K 1y i [|] [8] B 3% S B {E 20 ms (1% Bl L %%
(HTTP 53R 1Y % 36 3 R 24 0 5 FP 50 4>, oo i
[ B Ry = MRk 55 iz 4Tt ], GET iR N & F 2 Fp
Tk Az i D B — B w A A i) HTTP 33K 7 51
FBE 2O BEHLAE LA GET 33K 19 4 25, XRS50 1]
FUTE R Z U B0 B9AT 2 05 0, {H 7E Bt 20 i) %)
AR B S R AT O o S 0 e AR B I 2 K R R
HTTP i 3K (1 75 2B P ATk, 5% S H
FAAARL L AH A ) AR S
5.2 MERBREZITAHSZEE

FEZ RS AR 5 A WS A5 AR DST o (1 55
it o3 BT AW SR 0 P AT R, AR AR P 1 4% T
F1 M ESE A7 MRS 244G - D MR8 &8 M 14T M IR
it A 4% A ki | TP A A% i A B TP U % AR
R ) BRI AT B A S B U ) T
T 50 R T TR 7 [ 50RO T 5 A S [R) . 2R T
B T P T Ak T 4 B R A A A LIE R
PP I e SRR E S [ P 3 A A I 4 (Bl M A
F2 1) I 808 £ B W 1 22 i R0 4% 00 D 5 A% A
R TP AL 7 A% A 5T v % i BT FH A Ik ) 5 25 40 2%
SRR A 2R B 43 5 P AL B A S Y L B
F18 J5L R = A A P I R R A I o R T
A B IR . BE R R T AW P AT R
SR A AT R 2 o R EGER R P Ui ()
AR E GEUR CAn DU b A T R R A A B T ()
U THT A0S W P A 25 R R ] PN 300 Y T £ A
B s U T T U (] 8O A P AR W55 A5 A 1 ) R
TR CH A NG B SO B4 MR DU B2



2314

ENR S &R 2014, 51(10)

PP [¥1) J52 e JHT 00 8 5% L T T D R (). AR 4 26 3 1 A
ZRB 0 AT 05 1T B LS R AR B9 = P AT R 23 A AL

FHPAT R 3 B R R S5 A8 Q1 4 Ji s o & A7 e
AIALE A& 5 BT .

| Cloud User Behavior

| Layer of Behavior

!

| Environmental Attributes |

}

| Operational Attributes |

Layer of Attributes

| , ' .

|
' ' '

Netwoek Transmission IP Loss Number Pages In;)p;or;zsmt Time on L £ Evid
Throughput Delay Ratio of Hits Accessed & Page ayer ot tvidences
Accessed
Fig. 4 User behavior hierarchical structure.
P4 P AT A3 B J2 R A 1R

1P SERER 0.0327

R 0.1079

IPEEAX 0.0594

W R i 0.0784

BB W ) S 0.3472

SERE 0.1460

RmfeanE 0.2284

Fig. 5 The weights of cloud user behavior evidences.
K5 =M P AT MR E

i 6 EHE S DS /4381, 29 95 Yo H AT
AR E BN B A 1~5 B P AT R HTE
(I Fa 7 Y PR IR S 0.56 ~ 0. 63, 0.69 ~ 0. 80,
0.44~0.52,0.49~0.59,0.48~0. 55, 15 F| 1F % H
FHAT R 23 E L i 6 B s th TR P AT R AT E
AT R S E KRR B 6 th i) — & AR ROR
P — R = k55 BT AT R 4 i {8 K 3%

0.9

7N AT R AT A DAL I i 2 45 WL A Y g AR
P B AT R B AR AN B 6 rp R KL KR 4R T . B 6 i
EMEER M AR E. R S s
2 55 28 e i s b T B R R R AN 3R IR g
11 0 A

TR AT O AR B TR A
SR L 25 R AN R 7 .

” N\

0.6 / &\\

Value of User Behavior Analysis

3 4 5 6

Observation Point

0.5
0.4
0.3
0.2 . L
0 1 2
Fig. 6
& 6
ARS1 0.1181
AR5 2 0.3834
ARSE3 0.2230
ARs4 0.2106
AR5 0.0849

Cloud behavior multi-partite graphs.

Py & PSS L

Fig. 7 Weight of each observation point.

[ 7

WL 15 AL



HIAR 4 25 BT Z B IR 2 P 47 ok e R A

2315

Be 4% W52 i Ak 1) f K A 5 BE 43 5l Ry < 0. 07,
0.11,0.08,0.10,0. 07, iNALR A, Fe 45 5] = FH
11 A5 B AE A 0. 09.

5.3 HMEBIESHH

ARG % FH RS 55 DS2 ik = F M AT A E
FERL, IR AR A 5 Hofh 2 SRR PR AT T X L. 7
DS2 3y P 100 A4S HAUEE - P 2 A4 A H
FULAS HA MIEW H . MULGE 1B
KA 10 DDoS Mty F Bt 76 2 iRk 55 B ] 9 35 42
KRR &R Index. asp BUTANE K » B A ok & L D5 (7]
VU TTAR L A OB AT e s R B R s MU2 R
52 Mk T B 7R IR S5 B RN R 22 ik R i
HTTP &K . 75K W4 R BEHL U1 3 Ak i L 1
[7) DT K e ol UK BR L BIURR DT T ) IR B AR AT R E A R
S XURS P (risk user, RU) f 2 B 78 HE A~
BEMLES 20 K 2% R B BEHLN 2R HTTP 35K, i 58
T34 DS2 b2 P AT R o (e an il 8 s

2 03 r.
: RN
=
[

g 0.6 o T,
<
= *
£ L}
2 0.4

N
8 0.2 AN
Q \
2 ‘
S

0 1 2 3 4 5 6

Observation Point

=)= Cloud Services Best Behavior Path
—— MU1

—— MU2

—— RU

Fig. 8 The values of user behavior analysis in DS2.
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