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Abstract A common way to build hash functions is combining a secure block cipher with an
appropriate chaining structure. When the block cipher used has strong security properties such as
AES, the security of this kind of hash functions mainly depends on the security of the certain chaining
structure. HTBC is a hash function design which uses a special triple-block-chaining structure to be
combined with a secure block cipher. The triple-block-chaining structure used by the HTBC hash
function is not secure. Based on the serious flaws of the chaining structure, using particular properties
of related operations, the collisions of the HTBC hash function can be directly constructed, and the
time complexity to find a single collision is only 1. For the messages with certain length, a second
preimage can be constructed as well. When AES-256 is used as the block cipher, the maximum time
complexity to launch a second preimage attack is 2!, which is lower than the brute force attack bound
2% For the particular weak messages, the overall time needed to find a second preimage is only 1. If
the message is randomly chosen, the average time complexity to launch a successful second preimage

attack is 2%%°%,
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Fig. 1 Inner collision for 3 round HTBC.
Bl 1 HTBC B 3 4 i Al i

BT Pyoss Py Phogs Plyo s 0T LLA

WA QD AR 5y /2. A Py Py WU

MFEEERXAD. BT Y. .5 Y. MEEHLE. IF

FLB PR 2 4 T S 256 ik, Bt LLSK i
2 12) BN TR S -

a+ﬂ:(a@7)+(ﬂ@7), (13)

Ho,y B 1AV R 8b (3% o FI B JE AT

PLA M B KN 8 b BB gt A R A

512 XF Cas @ WU 45 X5 F ¥ M BTA 256 FHU(E

LD EBWE . W (Pyy s Poyo ) AN 735 09 BUE

I 7 R AR 1R (o ) Y B JU) 2 C12) 8
SR PR T PR (Pais s P Poios s Paioy s
Pl Phis s Pl s Ph ) R 7T LA & HTBC
LW 3 RSN TR fE. AL R T T
LAWK 1o & (ax )RR (as B 1Y BAE XS
B, 2y o AR 2 33 By B IBUE B4R
£ (s FT A TCR AN Z AIESF XS T Cas ) B BT AT
65536 A AJ fE 1 HL(H.

Table 1 The Distribution of Equation (13)
&1 X(13)WN%H

#(a: #r # (as ) Hy

512 256 17920 16
3584 128 10752 8
10752 64 3584 4
17 920 32 512 2

3 X HTBC %% R H Al E &

FIH HTBC 8351 3 %6 P filf 4 nT LAY 1
HTBC 53 w4 , B0k i i i) 42 2 BE AR 1, Hoik
I AL R INE

D) BEALA B 1 AN B 384 m (BLA7 b) 1T B
P m=5 4148 P orlim HKJEN 384 b 1)
KA A BA KA 5 i 3 KR 128 b (/)
A4 Pyioy s Py s Py

2) ¥ Po, o5 Py, PR TR BUE e
iS22 ST AT B 1 XL IR A P
() 2% 1l

h=Ex(Y,)®Y, ..

3 MESHE PrARBENHEP . KPR
BUE &G P B Pl 5 Pl MEUE. A
PRI -

P, s+ Ps, s=Ph, s+ P ss
I G R i< A e o G A S VA . Gl S
Pl WHN

P =Py, @Y, .®Y, 2,

P, =P, ®Y, .®Y, ..

4 HFRE Py, 5 P, FBUE M2
fH RS B P R %A K 5 P/l i % 40 K58
S AR, 4% 08 HTBC B9 3 %8 N30 Rl 4 1 I, 11538 P/
1 24 5 1y

W=E¢Y,)®Y,  =ExY,)®Y, ,=h,

W (P, P 1 XAl I &



2516

ARV S KR 2014, 51(1D)

PR A il 42 4 R R LR A HTBC 1A 3 Al 43 4
JoT B R 1 BT DL R T RS 2R R 1L

F 2 40T 1 X% HTBC Bk B flf 38 S 41, F Rl £k g
H AR R R H 22 L.

{8{6590a9c682f47e9b6e682564bc928
b38¢4154bal70037e84880bd8b02ac6d
1bacdd92c¢d79079866ed35b84d9d32d8

€53689ac19¢0b022392481{d04ece9bl

064bedcd245da9ce75af215453029¢ebe
b24cca5db100ded56{8f14¢6202{5eac

60db5804c¢69b7bb1bd05949d8{0475a3
c3d8ebada95ef01933922162065272fc

d165207fdebbe708e7f676dc2a2a204f

{8{6590a9c682{47e9b6e682564bc928
b38¢4154bal70037e84880bd8b02ac6d
1bacdd92¢d79079866ed35b84d9d32d8

€53689ac19¢0b022392481{d04ece9bfl

064bedcd245da9ce?5af{215453029ebe
b24cca5db100ded56{8{14c6202f5eac

60db5804c69b7bb1bd05949d8{0475a3
c3d8ebada95ef01933922162065272fc

d165207fdebbe708e7f676dc2a2a204f

Message

bfeld4e52a634fb62d349017e¢0dd8c76 22a9809dc99a80a41412966{137¢9420
03ef24869246549d9a8bad5ad cfc058a 03ef24869246549d9a8bad5ad cfc058a
41706d4c5b956374047d492ed35916e4 eca8c194bc5e32861d9f43d6a0b80e3a
9b844c¢610ac32a367{cb225c1b038d1c 9b844c¢610ac32a367{cb225c1b038d1c
1b8c9e2c657f941b607534ee094d770c 1b8c9e2c657f941b607534ee094d770c
0e0e0e0e0eefefelelelelelelelele Obdedcfc0efd79bd{382a9d09c5¢9545¢
ca3d4fch6fa64b72eb253aalaat117h6 ca3d4fcb6fa64b72eb253aalaad117b6
71717171717171717171717171717171 74a13383718206c28cf5e¢276bab62b23
058b6873a294ee424a94418dddbd5eac 058b6873a294ee424a94418dddbd5eac

Hash 2¢5cc8421d923ca33945ef6dbe7620db 2¢5¢c8421d923ca33945ef6dbe7620db

Fig. 2 Collision cxamplc for the HTBC Hash function.
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