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Abstract  With the development of Internet, especially, the occurrence of the concept of cloud
computing, there is an increasing demand for the search and process of encrypted data, which makes
the fully homomorphic encryption become more and more important. The concept of fully
homomorphic encryption was first introduced by Rivest et al. in 1970s. How to construct such
schemes is a hard problem for cryptographers. Until 2009, Gentry presented the first fully
homomorphic schemes based on ideal lattice, which is a breakthrough in this field. After that, many
cryptographers have done some interesting work which promote the fully homomorphric schemes to be
practical in future. Fully homomorphric encryption becomes a very trendy topic in cryptography. This
paper discusses the main progress on fully homomorphric schemes including the first homomorphic
encryption introduced by Gentry and its optimizations, as well as the fully homorphric schemes based
on integer and learning with errors problem (LWE problem). Then, the general application
framework of fully homomorphic scheme is provided. Cloud computing, electronic voting and digital
watermarking are taken as examples to introduce the significant value of application of fully

homomorphric encryption.

Key words cryptography; public-key cryptography; fully homomorphric encryption; cloud computing;

information security

W OE MAZKMOLAR AEZZHAMANRA ANERMERERRSARF T BRAELD A
W R AeRAREERECMEL 2R A MEHEAL 20 #2 70 F/& Rivest FAFT R Ry, 4o
fTH# R AR SERGAG — AR BAREDF RGXEM, A5 2009 F Gentry A TEHAKRET F
INERShERNERZT OO RABRARZRBERE MEF S ERFRAARNSMES LR
TR TAELG I RBET LAREIREGERANG L. SFLREMEGHRDSHTT HEGA
B0 Gentry BREMNE I ALREIMFFERERA; R TEHRGLARAREFEZ ;LT LWE 4
HAERESMEFZEF MERITTARSIMEN — ML AER. FAFTHE . &FHE HFRPIA
R AE ANBT AR SMENETES AN

Wi BEE.2013-08-11;1&8E HHB:2014-02-26

EETA . K LL =T ORI & H 6 27 F (20130834201 s {3 B (R B AR T 4 520 5 JFHOE 291 H (KI-13-101) 5 o 5 -
Jr Bk B AT R IR E (2013M540786) 51 7 [ 5K 9% 0% R R Ak 4 %5 5 B PR (MMJJ201401009) s F K H AR B2 S & A
(61402252)

BEEE: £ 4 (wanganl@tsinghua. edu. cn)



2594

ARV S KR 2014, 51(12)

x@E ERFNAFRF EREME;ZH

HEESES TP309.7

1 EREZEME R K

) FH 5] 285 o R D847 Bodhe 1 AL 3 1 L X A A
I Rivest %8 AN F 1978 4F 2 . % A= 2 19 ok
U8 308 o o e K T 2 T, S BN AN 4 T 10 £
I V512 55 1 [R) I O 4 5030 10 D 23 M X A HE A bl 4
2 JE R w7 AR 2 B TR S P R Y
e Il R e N RN RN T R DY (42
P A UAR s B2 B S T B AR 58
IR e 3 3 1 8] R 22— B G e PR TR R 1 A 2
2[Rl A0 % A DAAE — 8 R B b i A R X R

LA by 156 [ 285 00 %85 45 3 R — o 25 oK X ]
SCHEAT BA b 0 m ik 3R vk 18 B N L 5 s X
B OCHEAT AR Y I8 5 S5 R SE . th T IX A R4
PR BT ANATTRT LAZR 4T AN 15 AT 19 585 = 07 X $ic s k47
Ab IR AN BR A5 B P R S & 7 =R
B 5545 J7 TR AT B2 .

LA [ 257 B 9 0 25 e B8 2 DS a0 il
JE Dec (En(a)@En(b))=a @ b BYINE A E, H
En 52 %3z 5, Dec J2 fift % iz 5, @ Q73 il X B
A SC R85 S0 s . Y 4% A Bt . BR %
RN R) S0 . A o K AR 2 B R 25
e IO 0 2 A A 5 SCRRS T Y QO R e TA
Friz gz RS e . 2005 - 7E BIg H i 2F 45
PL(TCC) Ik ,Boneh 2 A2 25 1 T4 1 ASa] L 6] B+t
SN v 0 3R 12 [ 25 60 4 A A R Gz A ) R L A
VFEAT AT B R B Ik 3R — I 3R 12 18 TS SR DR A
] 5.

4 () 285 00 % 48 TR] I g A2 o [m] 285 0 3 ) 28 1 B
AT DAFEAT AT 3 22 YR R 3R dz B3 1) % R . T
NS Sl

Dec( f(En(m;) .En(m;y) ,+++,En(m,))) =

FCGmy smy seeeymy) (D)
e
fCEn(Gmy) sEnCGmy) ,++ s En(m,)) =
En(fGmy smy e ym)). (2)

LUE NP S S MR | O 1 e ol 1 B [ R 2
2009 4F,IBM [ 52 N Bt Gentry ™ 25 1 Yi% i
— > ELIE ) 4 [ 2500 2 A o BIRT DUTE A M 2 9 2%
I X T S 40 2 A AT AT R LA S B AT Y s

B e

LA XN A7 B ATy RE HEAT IR AR TC B A 43 A, T
Ao AR B PE. 280 X — 0k AE i AL R
AR 0 R B B R R RE 2 T P B AR R A W AL
P s AN FIE 5 H P a2 B, R b BT Fe RA R
P RS £ ARG Fe/r 2w OB 0 A B A A
TC A 55 i HEL Bl A DAY b 1Y) S AL v A A i L X
MR PRAUE 15 B At F A 2R 1 P e A5 DL 48
RGBT AR IT A A AN O R 5
ST AC AR,

Gentry™"* iy [l 25 Jin 2% 14 i) 2 56 F B0 AR 2 11
F s FRATTHEAE T TET A8 BT T X S A AR TR A A 48
HFB AR M 7 — A8 53[5 25 iy A
ZAR AL BE DR UE XS W] SCHEAT AR B i 2 1 X s 3
I 8 [ A5 L SRS R Squash A AR ik 25 eR £
Z XK HL . 92 B Bootstrapping . 18 i 75 A 1 1 %
LR RV AR T W N5 R 7 ) I o e o S R
% AR ARG A R G 2 R I A AN B S
TREE.

Wi S5 AR 22 % 05 2 SR A 4 ) 25 o o 4 o i B 5
TH] M A5 3E R . 2010 4F Dijk 58 NN FIH Gentry (94
N e o Rl BN 1 N P N A
Gentry B9 A il 5 fi 3% . (H 475 K 52 . 2010 4F Smart
2 NP E PKC Ak T Gentry09 P 0 528, B4
SRIC 32 P Bootstrapping FY 3%, 2011 4F Gentry
SE NI — 2 R R Gentry09 A il (1 52 80 AF i
— BT AR B TR A WA R AR
B A UL AN T A 2w R i A Ak S8
L7 (I 8] 25 ) 3 4 - 4 4 b 8 A A SO
JE AT E 5 2 800 52 B A fE.

TR R A R AN )RR, 2011 AR 2R Y
FRNEERE T AH Squash i Bootstrapping
AT IS el A5 4 [ 285 o Ak 6 i S AR R

2 Gentry & FIEEEHN £ ERME K

2.1 Gentry £REMZEMEREE

2009 4E Gentry " #5H TE 1 A4 [ SN iR
il ARSI R A AR 3 4 DA i — A4
A A T i 2 HCHE AT OB BAR Y 22 15X
(132 S A DA R [R) A 1 o B2 (2) ST 5 2) i AIK fif
% 22 I A B85 3) Kl Bootstrapping 528 4 [A] 245



) 3 46 < 4[] 285 0 % F 7T 3 2 B HG R R 3

2595

IR %A 3 A R A O S R B — AR S X
(2) BT B pRERL 0 ORS00 2% ek AR
WHUS 8K, — B X () iy f X i 25 s BT %
{4 BN W B A Bootstrapping B4, BIVAT DL#E Ak 5 — A~
4 [F) 25 I #& AR

Gentry 14 3& A9 78 73 ) 25 25 44 ) & — > 36
GGH"™ i 56 F 3 AH A% (4 (4 i, JF FLIE B T 76 %5 4
A U A I BT 3 AR 04 22 A R LA
Ly R PRARRE bS5 IR 100 100 S 2 PR M n] . {H 3 A~
1 [ 250 %% K i A & Bootstrapping [, Gentry £8
T T2 BH o — 6 43 B % B A 0 I S AR S R AR
5 PRVRCHY U A AR B T B IR A TR X ) Al T L ax 8
TN 23 5 A 1 22 A vk
2.2 EEREM

n AEREER I B AR BRI AR
PETC G ] 1 1B RABCRAME A A 3K n A ) B FR O A
() —ZHBE. — A AR 22 AN [R] 0 4% ik A% 1) 4 o o)
SRR T TR X 7] 2230 ) X 2 A AR KA 532 . A 18 47 57
K8 L HHEHE by by oo b, ) LA FEAAK P(B) =

n

0ol (P (B)) A7 1) 22 XA 5 (0 AN A8 £

S —A n YR R BOR W] 29 Z2 005, 3 i B
flo=x"4+1,n 2 2 MR, R &8 R B2 0 AR
ZWA (OB H.R=Z []/(f(x). A
BT RZRBAEE n—1 2T, FHLnl LR
RIRZ P AT . T2 RO — > BUAR B R
HICER L M A B M. K T b 5T R 1 L
— M FR R ERARAR. R R — D OC R v AR R B AR
Xof o7 A% AT LA E X A — 2 1] A

v,=vXzx' mod f(z):iE[0,n—1].

2.3 Gentry BER 4 B 75 0 25 4K

Gentry (7873 [7) 25 I8 R 1l 02— Fh GGH 283
T REARRS A AR 2 B — A BRSO RE PIL Y
“IRVHE L B, 1 — AN /N ELAR T A5 5L B (R
W SCHE Al s A2 B i T= (2), BT A R ECh
B =G

T R B S A BRI B L B SO — R
BRARAR T AR T Y 1) R B M U, B S0 s Ja) 2 (0,
1hof 0 Sifdpg 0" 1 it a0 1, B B SCHik A B
RIT={0,1}" . Xf % 5 B SC me (0,1}, FAT]
PEPE— DAL B A 0 & r i H 5 e=2r+m B S
c¢c<e mod B,,.

PR b B FABH (T B9 B B RS D) & — A S 0]

we ] il BRI R wxXe BB . T
c=jte i je T s wXe=wXj+wXe. i
wX jAERR R R HUR— B L P wiXe 5w X
e A AR IR (4 43 B 4. 2R w il e SRS /N e il 72 4
RAEPRIE wXe B FT A RECER/N T 1/2,wXe 5 wX
e (43 BB 43 [w X e J A ). fif %% & HLU 4 %% 3C ¢ 7fe
Ew LRI E] e, i1 m<e mod 2 KK m. 1E
Gentry Y 5 3C P 52 B fiff 25 3t F2 A8 A AN 6] i i 55
m<c—[wXcmod 2 f# 5.

ARG TR AR 2 NS e =ji +es
c;=j. e BN AT LIRIR K js +es, Hrr, jo =
Jitj. €0 es=e te JE/NHL TR 2 AE X
AR AT LAE e ten s Hoth jo =1 X (i, - e) +
e Xj. €] e, =e Xey AR/, Gid 5T IR Pk
FUIEE AL 3 KNI WA o i 2% A2 Z i
T2 [R5 s B R — > 4 ) 25 5, BT LAk
1B S BR S Bk 547 6.

2.4 Gentry £ E7ZSMZ A&

Gentry (7843 [7) 2 25 K i 3o 2 (2) H BB XTI
U R B f ST 2 f B B R 8 2
R o Rl 42 % A O e 2 L RS R B C VA TR R R
TR EMME Gentry 5| A T Bootstrapping F
SEARL b UL B 40 2R /2 k% ek B0 BE R IE 20 (2)
JSCNT. 50T LATE AN R0 T8 9% BH 15 0 T B R % SO 44
) — HAE TR BN B8 BN DT 52 90 4 [ 285 2%
LA Hb 150 SR A

Decg,,, cup (Eny, (Eny, (m))) =
Dec(Eny, (sky) s (Eny, (Eny, (m))) =
Eny, (Dec(sky s Eny, (m))) =Eny, (m),
BRI LA 50 pk. N B FAEA sky TS pky I
BRI SC m VA A B ph R B B
SC.SEIE TN R E FA B IE B (Y B SO R R X —
SR I FRAE Bootstrapping F).

{F 54 P R X 2.3 745 A 2 A 3 4 [ 285 n 2% A 1
AL ik 5 pRIECHR 78 IR B LU R Y 22 TR AT K
K A (2. T g IR X AN ), Gentry #E
— I AR 5 ek B B T TE SO R
1 Squash. K s f 19 &8 43 17 25 Jin 2 44 61 % 16 1l — 1>
T B A A A ik 22 R B0 RS A A o X Al )
JBT VAT 500 A J ke R R 1) e Bl 285 9 B 2 [ A w, 7E
B AR A AL G — A X w R R AR R —
KWES F={xi=1.2, S} FHE NI RK T
BT, HhrmEMmE w H—4 0,1 kR o=



2596

ARV S KR 2014, 51(12)

(v s0 4 B w= ) e 3 9 U o

HEPE e

XAETE B R BB m<—c— [ wX ] mod
2 fif % AR R R X % S ¢ MR — AN Ab L X T A
1 x € LI yi=x X e S R R AL T3

c— Zajyj mod 2.

P — Sk (9 42 17 5 3% 0] DL 3R R Bk 58
RLEES TWILRERBEN o, M. 5 2%
HSHAT U B T 2%/, 15 3] —4 Bootstr-
apping M.

2.5 Smart-Vercauteren Xt Gentry & &l B9 £ 1K

2010 4F PKC I+ Smart 28 A2 H T2 1 4> Gentry
PRl LA i E LA R=Z[«]/(f ()
ELHA £ =2+ 1on & 2 IR AE— 1 n 4
TR BBEHLE PR 10 B v i e v A AR AT 81 2 —
DRI T=O) X HR T B F AL XHEN
AT LA 2 M8 (d. D RFR d=det(J),r &
/. (x) mod d WIAR. V& FZ A 1) Hermite JE

A T A 4RE
d 0 0 =« 0
—r 1 0 0
HNF(J)=| —[F1L 1 0 01,
—[»1'], o 0 - 1

(3)

X[, $8 48 r BB (—df2.d[2] 2 8). 75 F

Xt—A~ & a AT HNFEF () B3z 8 A Y T+

B2 a()FE S r ABEd 0 HUE A5 2 0 ) i

(La ()]s 0,0, =, 00, LM% — A 19 & (m, 0,

0,00+, 0), Horh me (0,1}, Bl #— DR LN £

I w15 A A b ) IOME i % S e~
[2u(r)+m],.

Smart fll Vercauteren B4 o, Fb % %47 B 2

— I w0, TE m—(c— ‘pw/dj) mod 2 R 7] fi#

BRI LLSE I Gentry B384 5] 25 25 05 %,
B2 Gentry A1) Squash 175K ZHOK KR ICHEE L
P, T SE AR T Bootstrapping s Bl JG 15 52 B1 4> [A]
% . Smart-Vercauteren B FIIR K a0 — 4 R R
S AR R O3 TR S A o A % B AR A A% h TR E] —
T I AR R B IR T E A MR L o' A BEHLIT
ROTAR BB R R RN o7 B LR
n>>2 048 By %P T A PR, 0B AT i 25 oR B IR

Bk LA T E o k8 27 A ] Lk 4T Squash #
TR M IX A K n X259 A il SR AN AT RE 1Y
2.6 Gentry-Halevi 3f Gentry {i &l f3C#

Gentry-Halevi 88 1 R 524 SL 8 T 2 W &
WU X e R 2 048,8 192,32 768 AR/ K
4 70 MB | 2. 3 GB, iz 17 Bootstrpping HJ i} [E] K2y
& 30 s %] 30 min.

ASCX Gentry (RFI R OLAL EZA LT 7D J5T -

1) MY T Smart-Vercauteren 14 i i X%t 4% 14 17
IR R R, HFEER HNF E X B A
K BFFRAERIAT. IF B 45t 7 — AR % 2 5 9 1 5
AT F B X AE A

2) 5 Smart-Vercauteren {4 i 25 &1, iZ 1A it
S 57—~ A 2% 1Y 305 22 I = — > R BOR i % L (B
S T AR BT AR T A B BRI

3) TEIH AR % BN & IR S 2
KA 2 +1 193, X FE Smart-Vercauteren [ {4
rOR R R ST A ERE. A T — AR R Bk AT
DAt R T B8 235 R0 0 22 3 0 — A R A AN 4
RN Z .

4) Tt Ak B R o % L G R A
— /N R 22 0 U7 R — A s Rk A RO
W ke A2 U — A 230 R 24 VR 15

5) MEEPIE MK E N S~1000 #y ZJTMH
i, HP HAA 15 A 1 A2 0 @t s MRBEER S
(R CREAS 1) 2 AT — A 1) ) o o R B 25 % B 4 =
ERTHENE &

6) N BHAL S — AN T L T A 1) A 1Y S 48] o R
FH LA 9550k 27« DT KK 799 48 A7 it 25 ).

7 A 0 o AR 2 B A S B % B
RE AR 5 R [ 02 [ £ - A7 5 W R O A A7 it
23 () T A B 3k 22 1 Ik ) 52 2% 32

3 ETFEHHNEREEME

2010 4F [ RR % £ 1, Dijk 48 AU 1 — b
BE T ROB A A R A A A 2R H S Gentry09 &
5 AL B e i — A 40 IR 2 A A R R
Squash 515K % 25 BR BB, 32 0 Bootstrapping. 1%
RS R IE AT Z R A L s R (B A
PR BEARIR K. Bk 2R FIEMRERAR T
[ia] .

FiJ5 . 78 2011 % 25 |, Coron HE A BT
TR ] ) — T AR AT 2 B K B A R O L 5 3



) 3 46 < 4[] 285 0 % F 7T 3 2 B HG R R 3

2597

BRLL6 M ik itk — 2B AE T Ak, SE3 T 4 45 B 4y
Wk 42 B.52 B.62 B.72 B i JLANSE . R 22 4o i
T2 B S N N E I 4 9 3 min Al
12 min, fif %5 B AR B2, 22 4 K/ & 800 MB. [A] B HIE
BT 4l X e b 22 S5 SR AR AR SR 1 R AL &
G 3 T — N A8 B A S AR K TR - ) A

3.1 DGHV &4l

FIHL=], Fm = B p Bl (—pl2, p/2]Z ). 4
BL—A n LA AL p o< D, (p) s

D,,(p={qeZN[0.27/p].
r<—Z((—2°,2°) ;2= pg+r}.

e H P B K IE R s IF BARIE 20 2 A K
[, RABE N ph= (xoszy sz RV p.
I 1B BYEASC m, B — A HHL T4 SS=(1,2, -,
LT AR E (=27, 2¢) th i BEHLBE B 7, 9
oe=[m+2r+2 2 Zi Lo, - BT m<(c mod p)

i€S
mod 2. H F ¢ mod p=c—p Lc'/pj s P EEBLCHAH
W m<Le. 1® [|cdp] I

TESCHRC 14 T L3I B T 30— 30 43 17 25 9
i FESE AL GCD (7] B30 fr TR X 1 M3 R 235 X% 4
f). S AR G2 P TR R 00 F - B8 (oo ) B
18l GCD [ 45 %o — N BEALEG 7 AR 2050 o 4
LA D,., (p) THIHRE i th p. XA ) H
TR A 2 30 R R R e L B R TR o £

53K AL A R 25 10 A T 5 Gentry09
AN AR 5 T8 S 8 0 2 B v B 40 A 4 L L R AU
fif 5% PR BB 2R 80T S2 B Bootstraping. FL iR i3 »
x,= | 2¢/p |y Hp o= yplo’ s Bo B — AN BEHLIY LL4F
9 0.1 . HA 0 s 1.

h=1[hshysshy ], H={i:h,=1}.
PEREHLEE R w €ZN[0,277 ] i=1, .0, ¥

B D u=a, mod 2. Ay, = w20 y= (0

i€ H

ol » L y, JE— /N T 2 i TE K ik i 2R
W R o HO O FLWG A [ZH vi ], =lp) =4,
A, <20 Gt BRI L T RABII R L A BT o
oy,

e ek A Al < RN N R R S
X i=1,,0,% z;=[c" y; L, AUREE 0,1 FRIR/PNEL

B [ 00+ D | B o Ml 2=z
o A e[ —[ S1ae | ] W

R TIRE 20 By AR N S ECE I 2K
IO LERJ T B R T p=w(bD s H T
Squash FE AR M LI =00 (X IbA*) ; {LPUAK Wi v=
a)(772 1b A) 5 I 22 4= PR E A T>}’+w(lb){),p/:p+
w(Ib ). ZESCHRL 141 LS H:p=2.0 =24, =
OQ) . y=0W") e =y AEARKJE R OQ).
3.2 fRALREAHE) DGHV k&I

2011 4E 6% 25 | Coron 45 A 45 MY 1 o 20 %%
BRI O B2 BREAH A x B e
xl =, 2, mod 2, 1<Xi s j <R, X AR H T EAF % 28
BT LA B A 2 AR «
Ay R B AR S 2V A AN AR TR R A 2, J2
T AL B 20 = pqo » E R AT G A 1Y 22 421
Fe T — AR 3Rl Fe K2 BB TR Bk Sy TE A B
S (V8 5N/ S R 1B = R B

ZH o) TSN GCD [a] @45 X — 1~ B
HLEY 5 EAFRI R B p 530 20 = pqo - Ho b g0 2 —1>
J&TL0. 27 p By BENLTC /N T 28 R F Ry TV 7 8. 2
WA D, (pyqo) I BURES T p. 3 A4~ 1) 8 H A
VA R e R SR AR T A R I PRI 1. 3

D, (psq)=1{q<ZN[0.q].
r<—Z(1(—2°,2°) :a=pqg+tr}.

HYER— o W BEIL R p g0 2 — 1
J&TL0. 27 p IR BENL TS /N T 20 I+ 1 B 5 8. A
5% 1‘;,/;:P(Zi.b+7’,.b91<i<ﬁa/7€ {0,1} s/H\'T' q:'-,h%
Lo HIBENLEE R, ro € (— 20,200 RVBIE p. A8
s Zpos Zp ). SN XF — AN L ARR Y
BISC m T RRINF A — PR R o= B9
b= (b, ) JLEHLEL0. 2 Z ] Al — A (—27,
2 MBI BE LR r IS c=mb2r 2 >

1< j<p
bz.J-Tz.ol'_,.l mod . %%ﬁ*&%ﬁﬁ%*ﬁﬁ

TE Squash WYL R rh, 5 50RO [R] 22 Ak gl 2
%T—%%ﬁ%aﬁiﬁi uEEZﬂ[O,Z"H],i:l,---,@
B o AN P2 T ML BT 2 8 3 — > Ok Bl L A R e B
f ORI T e S A 33 BRI TR 4 AR R O B 5]
OQ). zi<[e" v 1 AR ER 0.1 FoR /NS R (1
[ 1bg |+ 3 fii.

KT IRE] 20 PR X S AT K,
IO 75 B RAEAH p=w (b))
KT y=w(y’ 1bA) s H T Squash 7 A Y 52 8
7= (2p+a) O b A*) s [RIUEZ EMEIEY] o =7+
w(lbr) ,p/ZZ‘oJraﬁLw(lb/\). TECHR[ 209, S

=]
IE(‘TO s XL1,0 9 X1,19 """



2598

ARV S KR 2014, 51(12)

OS5 EEEMRAG p=1.9=0Q) . y=0Q") . B 5h
BA a=A.f=00) ¢ =42, 5ER % c=00°)
A 2 R H BEE 28=00)4 = A&
EE I OO BEE] 0T,

4 £ FE IS R

AR TE A (] 2 1A Y SE R AR O TE T AR 2 T
1 AR H S AR TR AN B W 25K, FEA T
il 2 £ J5UAH - 1) Bootstrapping i % ZJ% ¥k 2 /b I fiff
(1) 52 2 5 3fe LA FH R in 4% % B LU R 19 25 SC Y T R
J&. XA N Bootstrapping 7 2 [A] &5 11 5 fift % pK
B T A 2 2 A1 0 S ok o o A LTI e % O A T R
WK Y Q) , A It Bootstrapping W) & 4% &
Z/JE . 2 v LTSI B d 1Y R BCER 43 TR
A AR 7B 24 3 A A e o ] B4R 2 B )
AN AT fiff . A% 1 2R 20RT 2R 3 Q(dA) s Il i 1 RN
ZIRE Q) (LA B PRI R i 1 2% K B &2 b
2 QCdA®) . AH 2 FB 43 ) 25 44 i 2 3K #) Bootstrapping
WAAURT LAXS [ B 1 il % BB AT R S GE 5L B d ab
IR T 2% pRER B IR R Q QO PRI 8T 5 2% S0 K
FEE S QA ). 33 Bl {18 5% 13X 6 T f 8 SC i o
T OO M) W R 0.

F T 4 () 25 0 4 R ) A S5 B i) i T i
S X HUBIE I AL A AS Wi A5 3 1 3k e L AR £ s et
RFAE TG 3 52 250 b o ol T W B X BN
MO A 4.
4.1 A7 Squash iy & [& 75 00 2 4 I

it Gentry % A Hl Brakerski 8 A1 43 5]
TS B T AN Squash A5 B (¥ [ 25 in 2 Pl ke
A5 A T A 22 A PR AN P S . [ A R Y
BRI, X 2 AMAEHII 5 2 Bootstraping ¥R . A M
MRAS 138 S RO (HiX 2 R s #f 4 i T AR
AR SCH AR

Gentry % NV 55 8 it 25 ok B3 AN [ 1)
LB T Bootstrapping. b T 5 3] & T4 1) %
T A T P i 25 o K0T DA 3R 7R I — R ik S TR (1 % R
Z W5, X A 2 3 = AT DR R B TR BE R 3 1Y
SR L B R RV A 22 30 A R B L A ATTHIE
B AT LR e A SR [R) 25 i A (i ElGamal) i
A R ST R 5 SR Ak a1 2. 3 B ) ofe () 2 44K o
AT LA o I 285 A g ke AR o b i o o b 2 o0t
TZAAR I () 22 A P RS T Foe I 0 A BAEL A I i) PRI

[a] i
Brakerski % A\ & i1 4 il > & F LWE [n] 1,
AR A 2 (DT LWE g 1
— ARy RS 0 AR ], BB E AR EL A, %
T 22 17 A ) R L T S ARURR b ) IR X ] AT g
K 5 2) FI) FH 450024 Ak R ASE 24 £k 1 2 R ke ik 2 %% SC 1Y
HRE  BEARAR 25 52 2% B, VT AE AN ] Squash 115
TSI Bootstrapping. fEHE T LWE ({6l o, i 2%
WA SR AN m= ({c,s) mod ¢)
mod 2. 4EE A B ARNG I SC m FEH B s P L ¢
AL AR — AR 4 s s TR ¢ om=
(¢’ ,s"Ymod ¢) mod 2. X B ' Fl s I HERHR L ¢ o s
NG T B AL R EAE AP s e s T
(RN AR R B s AN R4 LU RR N2 1. #5249 4k 20 3R
¥ om EHH s T AR — N EARR BT
B s % " m= (' »s") mod ¢) mod 2.
TE 4[] 285 10 %88 1 5 %8 G AR h L 4 3 2 AR AR
K I FH 2 B 29 4k Fn 5L 249 4645 3] ] — A~ B Sy /i
22 (055 3L XX AN /NI B SCHRAT M 23 0 7 e A S R
T AFEZE Squash |9 Bootstrapping.

4.2 A% Bootstrapping B £ [8) 7 in 2 {4

Gentry % Brakerski 58 A3 i1 #2516 1
FORPEWIPE 3 48 1 19 K/ 3 T A5 2 Bootstr-
apping (1) 4 [A] &0 2 Rl H

B ORI TSI p.g 2 2 DArEL
¢ E— R R — A (plg) e FEE BT R H
¢’ =c mod 2. ¥HT & s, | (c.s) mod q|<<g/2— (q/p)
L (s),H (s> mod p=~<(c,s) mod p mod 2, H
[ <¢",s> mod p|<<(p/g) | {cssy mod p| +1,(s), H
FrLl () JE s 19 L, T ER.

RN MIEREH s (EN T, L%
HUE s KEEM A B AT — 85 ¢ B i3 SO —
AL p B SCA AT LLIE A 2, B (¢ s s) mod p= (e,
s) mod p mod 2., XAk H 5 K B — N BOR RO
Wk s WAL, p b g /N AR B T 9N SCrh
Whm B, BI | (¢’ +s) mod p|<<|[<c.s) mod p]|.
TEANHIIE % 51 00 1 0 F 3 2> i 8h & Bootstrapping
A BRI H 0y, AL 2 Ak 1Y 25 BB B4R [ Bootstr-
apping Z i HR 2.

B R T R B I A — N B s 1Y
Tk XS T 1 g /N p o RS20 40 BEAR R AR 1 4 3
75 g 1) 2 o A Lt R R 20 TR A K B S B B A
LI LU AR A D /0. A T 1) (] 25 B8 0 R i, 30 1Y)
ot X (B B EE L R R R R AL AN g~ ot 2 AL



) 3 46 < 4[] 285 0 % F 7T 3 2 B HG R R 3

2599

q BAFR 3 TR 25 T A i B 8 SC N SR It 8l R AR 2
x ARZ GBI B 2° &t 4 Rk, 3R
B BEBEHEAT Ib b JZ2 B3 k. ARk — R A
BB (g~ qlx' ) i<k, 2 DB g BB SO Z
Ja B SR — /N B g~ gl T XX
BRI BN o BB o G BB 4 GO AR/ ] B2
W), FEAERE g WO T 2 A S0y SR ik A sh AT
It M AR 29 AL B AR B 2 g, PS4 AT £
FRTE oo DU AR R IX R B R /T LLEEAT & )2 (937
KRR R T Z AT bk

TXRE A I A A A A BT R Y R T2
Pl /A, AT AR A IR — BN S T AR R
T91 PR A5 [R] 2544 5 17 AN 75 22 Bootstrapping » T $i
TR R ROR. KT B AR A A TS W3
BRLL7 . 703 AN PR,

5 £REEMZENNA
TS AR 6 P Y SE B N AR A 2 R IR HE s Bl 22 B

e K BE. B HR R B R e U HE RS Y
TEA L A ATTHE TN K588 8 3% 15 Ak B A% 5 T ) 5 5K H

Untrusted

Trusted Center

i SN RO HES 1 4 R 25004 07 1) i) Bk i 7E. 5
BEFRE s H Gentry MG ME TAE R R LK, X T2
[ 25 s i W 58 AR T B B TR e L )T
JSE A 22 0 S B R B 2R g X 4 R A g — Lk
RS AR BT 2 A 4
5.1 Z£RZEME— Mk AES

R P BT R 2 R A B 5 B BR YL A
7SRk A B PSR i e A 2 T T —
ANFEBL BT N T A A By AR 5 M 4% L S
I EPSK=SLIE P s W N R E TRy SV I ]
WAREHEZASEHE AT RER W E T (B P A
2 AIERN 25 5 SR IG5 CRZINIER 2
5. g b U AR AR A AT AE J5 B9 P SOHR H 45 4
[7) 285 o g 102 P B0 mTRE. DRI 4 ) 285 0 %8 1) R 4 1
FHAHR W WA 42 42 22 07 T 5 i S W

AN A F J5 e RO R AT IR R e A
HAFERAERS , R A 2 58 A& AW {5 07 %
A2 W] SCRCHE » PRI mT AR 2 ) 285 7 58 kA nl
R 7 ELAEN B SCHEAT B4 L 52 B AE (] 1 X0 sl oy K 4l
LR AT A A RECR L DT S8 B P B R FeAl 1 4n
Hh A [ 25 0 %5 1 — MR P T HEZR I 1 B

Other

Participant Participants
|
1 Interaction E
User Aplications i Applications
| i Interaction !
A 1 A : 1
! @Ask '
\ for Treat ®Answer!  mrmmmmmommsmsemssm-ees
1 ‘ :
|
1 1
' . . H Data Treatment
E @ Plaintext Plaintext | Algorithm
|
: A :
1 @ Cipher ® Cipher :
| Untreated Treated !
\ 4 { i \ 4 |
Fully ' @ save !
Homomorphic | | i Ii;[l;r;itreyd
En/Decryption ' @ Load |
| |

Fig. 1 General application framework of fully homomorphic scheme.

BT a2 i — R 1 HE 42

T B A B 7 vk R AR AR R AR TE 2R S
N PR AL Enc, () s BRI A 2 B RV & X 2
AP AR m AT RN c= Enc, (m) S 3R J5 4 m
AR ¢ AR B 2 o I 55 an . I 55 R 5 X5 i 4% 4L
fi6 ¢ EAEBEATAE B 135 ' = £ (o) = f(Enci (m)),
SR JE K A FRS 10 % SC AR LA F L PR =
f(o)=f(Enc,(m))=Enc, (fm) . FHBADK
AOEH & Xof HFEAT ) 25 ik 2 45 3 © 28 40 BRI 1 B S

s fGm).
5.2 RUEHFHEREME

DA R R AT RS ) B A
. Ay SR R B RA DR AP Y R R R UL %) Tk 2
FAOREECHE HEAT I $0 % S 0% SO0 B AE A AE IR
55 vt SR 24 FH P 7 2 R 55 A 4 HE AR 4 R A T
b 3RS D RE I A% GE I Ty ZEME LA S L B A TRl 2
W Z PR T ST R AT fE.



2600 ARV S KR 2014, 51(12)
5.2.1 =it BE RN B R A7 0 FURR R A i » A5 3830 Jin 28 208 DX 0 1 2k L 4R

Wi = B HOAR ) 12 BT IR 55 % S 77 7
T RS 0 o BSCAR  C n XF o 3 A0 1) A R A
A~ 30 U e TR R S B T R G R
AL R AP RME 2RI FEH X
SR T LD B A 2% P A S (R BT HOd
AT /N R B A i B AR . 2 T R 2
T B BB G 28 7 ¥ AT AR 4 X 8 B i dis gk
R AMEBELRIE B R BB A gt it #r ik
RE X WK 2R 1 K0Hls E A7 a7 B0 10 32 50 () B 2R 45 X
A B SO . R — 2620 /) 2 28 0k 4 32 1t = 18 R IR
5 0 2010 4F 5 H Google & i 44 71 %] IF i $2 41t
N R S5 AL B AT AR AT

B A R A L B 7 ik, U0 1) A R R A 4R
T PSS SCRY HEAT 4338 FR] T AL BRIV SRS b Ak
RE 2 IE SCRY =2 22 P 28 R AE AR SRR AE 19 K% 1) L LA
T RSO ) 1) s AR e 5 A5 B 00 K 2 1R A A
R AT N IR B2 m 5548 R T 2R
TN T7 S5 » 24 W 55 45 7 B RN SCRS I L T B
P 22 i 0 G 2 AR A B S SRS R AT AR Al T
S O B TR R AT A [ i 3R R L X A R 2 R
(1 o) TRl SR AR A 4 A T AT B AR

(mﬁﬂﬂﬁ)xmg
k

ik
l N 2
J;;mem+LO)anj

Hob, fr AR T AE3CH Dy AP BLI IR . N
N EEAS SCR AL 5 B SO B e A SO S P
K i) T B9 SCREC IARUEE B e 1 5C Bl 5 30
AR AR O L AT AT LAAR 3k /N BE AT HE P B 26 113 1]
it B SCRY. T AT 200 SR IS T RA 0 SOR i
2 B0 AT A3 B G SORY RS R R AN 2 R

w

b

Stem Submit Words Search Relevant
Extraction "l for Search Documents
\ 4
Decrpion Return Compute
Documents Encrypted Relevancy and
Documents Sort

Fig. 2 Data retrieval system based on fully homomorphric.

2 T A fE A E i BE A Rl AR

5.2.2 =R Y s O Ak R
AP B A A 5. 2. 1 A TR i
OIS 2 B ST 2 L. 1 e R R A B Y S B B o

Ja AR BIIR 55 4% MR 55 A 23 B SO AT
ARSI P (0 75 5K L JF R Ak BIU 19  SCIR [0l 45
R EHAET AT 0 B AL B E 20T IR T — RE 1
S FHBESE.

FE ST R A AR T —FP R 7E & = A7
fiff Z2 48 Cig A4 i ) =7 L BE 7 ik 55 32 4 3 Se X
NHYBESTIC R BEAT I SR & 5 2 = A7k R 5L W
NG 5 A R 55 B A oy AL L R T L
ORI R G R A8 R 55 (GG i) DL e =
#HHAL R — 2] RO IR A R SRR 5
AR P e [R) 285 T s M o+ 12 8 48 T LUK N 8 B9 B2l
FeHEATIHR s AR = T SRR 55 L Bl A R 4
8 K G o R 7T TG A S ) ) M R 4 s At 1
RE % 1 i A i 22 AN W 4t 16 2 g IR 55 o 12 i i 42 X
B P 22 T 2 i A 2z A 55 45 T RS A
PEFEAT I AR GE HAR BT 45 2R 3R 81 45 N —
S i B AR TR AT B T RE R E TR
POME R 22 R/ ORI SR GE I pR R I i A AT
RE AL ML o0 0 A S B LSO PR 531 25
4 AR A 5 T 0 265 FH #9500 T LR 28 T £

T B RlAT b 22 [R]85 o A 35 T A (R N — 28
TCHE AL AT T s 9 PR RO T AR Y.L B2 W Y
Bl BN AR SO AT B AR R R AR S BB
AT 2 1 A 58 Ty R B OB R A ) 2 4 A
AT ARl — S R KRR B 2 st TS D A AT
DREATRA GNP 0 € U R 7l MR
= R 55 A% (A EATT 2 Bk A AR B ) 52) 28
=5 B B RTOR Tk 6 R B4 0 T O AR
PEEAT A PR AR AL B SE RS & 2 v iR 55 A S AL 2] 0 45
LU SO 3k 45 1 P il o ) 0 nT 4 3
Ak B ) U R A

BEAb . SCHR 28 TRA— >ttt 23 =1 S i 4 34 1
A [a] 250 ) — A L BB 2 ) A SRR R B
AIAH OGS BALARE 1Y )& Ak 4 BRI . 25 4>
JER 5 H) # s HL TG RE % 1 28 S W AR F C e R
BLAE S T7 57 B L0 T 7 2 DU At b 24 R T
AP € BRBGHAT 157 DR 5 R 36 A 20 B8 19 Aot d
AR, T A A A R AN SR . el
I 22 ) 285 2 % T B30 R AT . BT A R U A
SO e AL B 55 4%« TR R e b AL i
J7 s B 55 A M 55 5 X0 RO 2R AT A G IR
B S W — A~ T T e 3K 2 TR B AR N 4 1Y



) 3 46 < 4[] 285 0 % F 7T 3 2 B HG R R 3

2601

I A5 JE R RL B ) HG AT i A B AT AR A L i T
FRA NGB 5 850 I 4% i DR 25 it
AU SIEER NS T
5.3 BFRE

ML P SR AR T S I R BE M L N R T SRy Y
A PR R A T T A B AR e R T TS A
LA e et e it 42 A i 1 k2 R RS
i 1 — A~ SR .

SCHRL29 14l 38 7 — > fa] B p g, 7 1B 26 7 R
D EA RSB Enc, (2 +x2) =Enc, (1) X Enc, (x5
PERK A O ML SE AT ME C = Enc, (M), Hrh
M; € {0, 1} 52) 850 W R 25 2% Jm 19 i 1R ik
5 Cos AR S ol B T4 [R] 25 % Ty 58 ) ) 28 1 JB XoF
GRS C TS C=C X C, X X G, 18
P28 3 [ A5 e 9 e e 45 R C= Enc, (M, + M, +
oM, 53) B YA i 5 % A A TS B A
RE B8 0T TIN5 5 1) 6 208 45 R R AT A 4 23 AT R 28 4
e bR o A b e SRR 5 0 S 58 4 XN % S 1 ik
SRR BEATHRAE L R T A AT AT i . R
A A — A~ FE AR SALAG AR AT DL 58 B 5 S A R 5T, B
WHEAAE.

Original
Watermark

|

Encrypt

!

Original Embed
File Watermark

—> Network —

5.4 HFKED

v K BN AR 18 A 5 AR BE A4 07 ik AR BT AL
14 2 WL ARSI P A B A B 30« X o b 30 T 2
ANRT DL FUA 3 2 e P B G 4 a1 2 4% 4 BE d
Y. Ay R ) 52 2% () 24 30 35 T R5080 e et 55 880 K ED
A YGLI L A PR R AT 20 D) DR 1 TR £ X
7K EP R — 3 e P T BOR AR R AR
Bt » B 35 A R 2 5 BB O T X 5 A K B
P A A RS+ LA S VK B A5 A7 A 2 T 4 0
R A B 9 35 S B 28 JSBR A 19 K ED I ik A —
AP A ER. SCRRE30 D48 H i) 5 4 [R] 25 5 14
B KNI Sl LA O AR PUX Fh i, X7 R E
S 2 [ 285 o s R 1 % K R A 5 5 Dt A kA
TN+ SR I R IR T 9 K B A B U A . 7E
PRI K B Z R 6 2501 S X 5 AT K ED R 2 A AT
[Fi) 25 M 5 » AT DRI i 85 I 100 7K B 5 5 5 K B Y
A Z 18] B A A 9 AR Ok 7 i 2 5 K ED R AR
ZJ5 AT LLE 5 A S SR 5 K ENE S 2 ]
PR AR O L 40 0B 7K BT A A7 A P 2 T B BOK B 5T 3 i
W T ARG BT K BT 5845 2 T 4 IR A5 0 4 1 80T
K ENTT S DX 5]

Extract
Watermark

t

Decrypt

1

Detect
Watermark

(a) Traditional digital watermarking

Original
File l l
Original Homomorphic Embed
Watermark Encryption ”| Watermark

—> Network —>

Homomorphic Detect Extract
Decryption Watermark Watermark

(b) Fully homomorphric digital watermarking

Fig. 3 Difference between traditional and fully homomorphic digital watermarkings.

P 3 A e B K B 5 T A [ 20 8 B K0T K ED R X

A [l AN e 2 v H B R 55 AR S PR R Y
P i A2 B o S SOBOR B B ST — DT
o ) 2 N IE 5 7 10D 014 SRR AN W T A ELIER I
RO T AR 5 A P S T T A SR . 53— T T Y
i 2 SR R AR T B B9 K . 2009 AEER 1 A4

A A% 7 2 B 4 0 (B /i T 58 B0 L % Al
B 7 TH I JRy B 12 5 5800 3R O B 52 AR Y 20K Bl
e WEIEN B T S X 2K SRy R L FE 1 In] A W AR
HH g TAE. % 51 2 A H Bootstrapping, Squash 5§
BOR By R Iy 2 R K T HEENROR Al
134 [ 25 0 4% 2 A8 ) S AR SR . R 2 4 [R) AS n
BT B 0 A R R S M T ) A 9 A AR K 1 B
2k,



2602 LI S &R 2014, 51(12)
[15] Smart N P, Vercauteren F. Fully homomorphic encryption
% % STk with relatively small key and ciphertext sizes [G] [/LNCS
6056: Proc of PKC 2010. Berlin: Springer, 2010: 420-443
) [16] Gentry C, Halevi S. Implementing Gentry’s fully-
[1] Rivest R, Adleman L, Dertouzos M. On data banks and
) ) ) homomorphic encryption scheme [G] [/LNCS 6632: Proc of
privacy homomorphisms [M] Foundations of Secure
. . EUROCRYPT 2011. Berlin: Springer, 2011: 129-148
Computation. New York: Academic Press, 1978.: 169-180
2] Cohen J. Fischer M. A robust and verifiable cryptograp- [17] Brakerski Z, Gentry C, Vaikuntanathan V. (Leveled) fully
hically secure election scheme (Extended Abstract) [C] // homomorphic encryption without bootstrapping [C] //Proc of
Proc of the 26th Annual Symp on Foundations of Computer Innovations in Theoretical Computer Science 2012 (ITCS
Science (FOCS1985). Piscataway, NJ; IEEE, 1985, 372- 2012). New York: ACM. 2012 509-325
389 [18] Gentry C, Halevi S. Fully homomorphic encryption without
[3] Damgard I, Jurik M. A generalization, a simplification and squashing using depth-3 arithmetic circuits [C] //Proc of the
some applications of Pailliers probabilistic public-key system 52nd IEEE Annual Symp on Foundations of Computer
[G] J/LNCS 1992 Proc of Public Key Cryptography (PKC Science (FOCS 2011). Piscataway, NJ: IEEE, 2011. 107~
2001). Berlin: Springer, 2001; 119-136 109
[4] Paillier P. Public-key cryptosystems based on composite [19] Goldreich O, Goldwasser S, Halevi S. Public-key
degree residuosity classes [G] //LNCS 1592: Proc of cryptosystems from lattice reduction problems [G] //LNCS
Eurocrypt 1999. Berlin: Springer, 1999 223-238 1294 Proc of CRYPTO 1997. Berlin: Springer, 1997 112-
[5] Melchor C, Gaborit P. A lattice-based computationally 131
efficient private information retrieval protocol [EB/OL]. [20] Coron S, Mandal A, Naccache D, et al. Fully homomorphic
2007 [2012-12-09]. http://eprint. iacr. org/2007/446 encryption over the integers with shorter public keys [G] //
6 _ipmaa H. An ivious transfer protocol with log-square . : Proc of C 011. Berlin: Springer, 2011
[6] Li H. An Oblivi { 1 with 1 d LNCS 6841 P f CRYPTO2011. Berlin: Spri 2011
communication [ G] [[LNCS 3650; Proc of ISC 2005. Berlin; 487-504
Springer, 2005: 314-328 [21] Gentry C, Halevi S, Smart P. Fully homomorphic encryption
[7] Goldwasser S, Kharchenko D. Proof of plaintext knowledge with polylog overhead [G] [/LNCS 7237. Proc of
for the Ajtai-Dwork cryptosystem [G] /[LNCS 3378 Proc of EUROCRYPT 2012. Berlin: Springer, 2012 465-482
Second Theory of Cryptography Conference ('TCC 2005). [22] Gentry C, Halevi S, Smart P. Better bootstrapping in fully
Berlin: Springer, 2005: 529-555 homomorphic encryption [G] //LNCS 7293. Proc of PKC
[8] Goldwasser S, Micali S. Probabilistic encryption and how to 2012. Berlin: Springer, 2012, 1-16
play mental poker keeping secret all partial information [C] // [23] Brakerski Z, Vaikuntanathan V. Efficient fully homomorphic
Proc of the 14th Annual ACM Symp on Theory of Computing encryption from(standard) Lwe [C] [/Proc of the 52nd IEEE
(STOC 1982). New York; ACM, 1982; 365-377 Annual Symp on Foundations of Computer Science (FOCS
[9] Kawachi A, Tanaka K, Xagawa K. Multi-bit cryptosystems 2011). Piscataway. NJ: TEEE, 2011; 97-106
based on lattice problems [G] //LNCS 4450: Proc of PKC o . . ) .
[24] Liu Gen, Jiang Tianfa, Research on homomorphic encryption
2007. Berlin: Springer, 2007 315-329 o o .
technology and the applications of it in IOT [J]. Information
[10] Naccache D, Stern J. A new public-key cryptosystem based . . .
Network Security, 2011(5): 61-64 (in Chinese)
on higher residues [C] //Proc of the 5th ACM Conf on ) o o ‘ .
. . - . s G R, $RE. RS £ AR B HAE Yy Bk M o i i FH F 5
Computer and Communications Security ( ACM CCS’98). AT
1. (EE M4, 2011(5); 61-64)
New York: ACM, 1998; 59-66 "
[11] ElGamal T. A public key cryptosystem and a signature [25] ZDNet. Google to begin offering encrypted search [OL].
scheme based on discrete logarithms [G] //LNCS 196: Proc [2013-08-20]. http:/[www. zdnet. co. uk
of CRYPTO 1984. Berlin: Springer. 1984; 10-18 [26] Wu Guangyuan, He Pilian, Cao Guihong, et al. Research on
[12] Boneh D, Goh E, Nissim K. Evaluating 2-DNF formulas on word co-occurrence based on vector space model and its
ciphertexts [G] //LNCS 3378; Proc of the 2nd Theory of application in doucuments [J]. Computer Applications,
Cryptography Conf (TCC 2005). Berlin: Springer, 2005: 2003, 23(6): 138-145 (in Chinese)
325-341 (R, (TARE, WhEZE, 45, 3T 1) &2 AR (1 4] 2L Bt
[13] Gentry C. Fully homomorphic encryption using ideal lattices WFoE K B A SCA sy 2 i i LT, HSPL . 2003, 23
[C] //Proc of the 41st Annual ACM Symp on Theory of (6): 138-145)
Computing (STOC 2009). New York: ACM, 2009. 169-178 [27] Chase M, Lauter K, Benaloh ], et al. Patient controlled
[14] Dijk M, Gentry C, Halevi S, et al. Fully homomorphic encryption; Patient privacy in electronic medical records [C]

encryption over the integers [G] //LNCS 6110; Proc of
EUROCRYPT’2010. Berlin: Springer, 2010; 24-43

//Proc of the 1st Cloud Computing Security Workshop, 2009.
New York: ACM, 2009, 103-114



) 3 46 < 4[] 285 0 % F 7T 3 2 B HG R R 3 2603

[28] Lauter K, Naehrig M, Vaikuntanathan V. Can homomorphic
encryption be practical? [C] //Proc of the 3rd ACM Cloud
Computing Security Workshop (CCSW 2011). New York:
ACM, 2011: 113-124

Liu Mingjie, born in 1985. Received her
PhD from Tsinghua University in 2012.
Postdoctor in Peking university. Her main
research interest is lattice-based crypto-

[29] Zhou Yongbin. A survey of homomorphic cryptography [G]
graphy.

//The Development Report of the Chinese Cryptology 2010.
Beijing: Electronic Industry Press, 2011: 160-184 (in Chinese)
RM . TR 2585 0% 2 B 5 0 R (G /) vl Il 86 ) 2 i e 4
2010. Jbnt: 7 Tk HARAE . 2011: 160-184)

[30] Li Zhi, Zhu Xinglei, Lian Yong, et al. Constructing secure

Wang An. born in 1983. Received his PhD
degree in Shandong University in 2011.
Currently postdoctor in Tsinghua University.

content dependent watermarking scheme using homomorphic His main research interests include side-

encryption [C] //Proc of the 2007 IEEE Int Conf on
Multimedia and Exposition (ICME 2007). Piscataway, NJ: cryptography engineering.
IEEE. 2007. 627-630

channel attack, embedded system, and

(HTENARSEZEMEITRSE

GHEAMR S & & Y (Journal of Computer Research and Development) 52 /7 B Bl 2% b 31 5 3 R W1 58 B
A E AL BRI R R R AR SR T b B REAAL S o T B PR R LR
AR TR 155 A 9 255 AR S e B BRI IR A RN R B R g T LB T 5 T R ST N BT
TARFARN G & KL BB SR MU 5 Ll i 0l A= DA K & 38 Aol F e N B 45

GHAENMR S L&) T 1958 4EAI R 2 3R E 58 — I HL R, B0 E Wk 38 1 T 58 AL 401 Sul ARl 2 1) 2
AR Z —. FF P R0 Fe T 5L AL O I R 22 BT R b [ T R AS 2 R ) A i B b
AR S ) O E RS SCR G i BE AR S SO T E R OSSR R e TR R
FIEDK R RS H AR AR SCHRE R ) A 3 OSCii 2 7450 98 B CRE2% 3CHH ) (SA) 45 [ 4 Ah H 2246 R AL
F i .

[ N HE & AT 2 2-654 5 B A & 4TS : M603

[ NG — L R 5 CN11-1777/ TP

Il b 3% 25 H AR 4 5 - ISSN1000-1239

BRAX:

100190 Jb gt v ks Bl 24 B i 6 5 R ALIE 9T 5 & J8 ) 4 48 350

Hiif: +86(10)62620696 (GHfefs H) ;3 +86(10)62600350

Email:crad@ict. ac. cn

http://crad. ict. ac. cn



