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Abstract The behaviors of network attack connection are always changeable and complex. Typical
behavior mining methods, which always do using traditional clustering, do not fit in with constructing
anomaly intrusion detection model. According to the characteristics of network attacks, the anomaly
intrusion detection model based on fuzzy clustering and features selection are proposed. Firstly, the
results that the fuzzy C-means clustering algorithm is sensitive to the initial cluster centers is improved
using hierarchical clustering algorithm, the disadvantage that FCM is easy to fall into local optimum in
the iteration is overcome using the global search ability of genetic algorithm, and they are combined
into a AGFCM algorithm. Secondly, the feature attribute data sets of network attack connection are
sorted through the information gain algorithm. The capacity of feature attributes is determined by
using the Youden index to cut the data sets at the same time. Lastly, the anomaly intrusion detection
model is built by using the attribute data sets dimensionality reduction and improved FCM clustering
algorithm. Experimental results show that the anomaly intrusion detection model can effectively
detect the vast majority of network attack types, which provides a feasible solution for solving the

problems of false alarm rate and detection rate in anomaly intrusion detection model.
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Application of Genetic Algorithm and Clustering Algorithm in Intrusion Detection Models

Application Description and Its Limitations

Data Set

The initial cluster selection, cluster number determination are accomplished by
clustering center update, fission and fusion. The initial clustering distance is a new

clustering inherited (offset 0) as a prerequisite to realize the new cluster label

KDD-Cup’99

No class labeled data set is clustered to construct anomaly detection model by using the
single link clustering algorithm. But the calculation of the maximum cluster labels and

as abnormal behavior, so as to reverse to judge the attack, brought the false alarm rate

KDD-Cup’99

K-means is used to cluster the similar data, and then the cluster is classified using
NaiveBayes, in order to build a hybrid IDS. The calculation is large because of the

continuous adjustment of the correlation coefficients, and the efficiency of the

KDD-Cup’99

The fuzzy classification system is constructed using parallel genetic algorithm, and the
fuzzy rules are generated to detect the network attacks, can solve the classification of

training time consuming problem. But it default subgroups are classified using the same

KDD-Cup’99

Genetic algorithm is used in feature selection of the experimental data, the optimal
information is extracted from the raw network packets as the data preprocessing, and

used to train the SVM classifier. The normal packet and its effect have not been

KDD-Cup’99

Using the genetic algorithm to construct the fuzzy classifier to describe normal and

abnormal behavior characteristics can effectively reduce the false alarm rate.

Table 1
*1 BEEEINBREIENGRVRERHNAARBERL
Reference Algorithm
167 fﬂmea.ns
Clustering
generation, to determine the different attack instances.
177 Sin‘gleflin.kage
Clustering
to some extent.
r18] ijeans,
Naive Bayes
algorithm is not verified.
GA. Fuzzy
19
[19] Rules
subjective grading fuzzy rules.
GA, S t
[20] e
Vector Machines
carefully analyzed in the algorithm.
GA. F
o1 uzzy

Classifier

Pretreatment is a large amounts of calculation because of the normal and abnormal

KDD-Cup’99

behavior detection information using the profile data set.
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Start

First extract the training data, by using agnes clustering to initialize
the FCM clustering centers, thereby form the initial individuals

v

Initial population to achieve the matrix coding on the clustering
centers of the individual

v

Updata individual membership matrix
using individual cluster center

12

| Calculate the fitness of individuals |

Achieve the maximum
evolution algebra?

| Selection, crossover and mutation |
I

Select the largest fitness in the population to
construct the anomaly intrusion detection module

End

Fig. 1 Construction of anomaly intrusion detection
module.
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| Network Packet Capture Module l
v
I The Protocol Analysis Module |
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| The Connection Features Extraction Module |

v

Anomaly Intrusion Detection Module
base on AGFCM

¥

/ Alarm Information Output Module /

End

Fig. 2 Anomaly intrusion detection model.
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Table 2 The Training Data to Repeat Treatment
x2 NGBIENEELE

Records Number Normal — DOS Probe U2R R2L
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KM% 3 fiR. Ko R AEAH R 2 1).C
M C, il Fmw 2 DNRE, 3 P/ Normal,
DOS. Probe, U2R 1l R2L 3% 5 25 7% B2 75 X v BAE N
5. 8 Co iR 25 Normal H9%LH R 2999,
1M Ho At 4 283 42 3 A A9 B A %0E /> F Normal, It
B C B Noraml 28 7% # L MifE C, HIEH
FERAUA 1 5% 0 R = IE 7 2K B R R

T3 T REANECH 2~7 BRI L
oW — AR B S. B U2R Ml R2L — B Al
Normal 2 () — 26 7% 3 RAE 7] — e rh. BfE RAEA4K
B XA E N B LY RENIREE N S I
(F PRI HD I BRR . X & T U2R Al R2L
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Table 3 The Cluster Results in Different Clustering
R3 TRABRENBENERELER

Cluster
Cluster Normal DOS Probe U2R R2L
Number

Cy 2999 101 348 100 298
? C, 1 1899 252 0 2
C 190 367 327 0 367
3 C, 2809 101 222 100 101
C; 1 1532 51 0 1532
Cy 167 366 302 0 14
C, 2211 35 0 0 39
! C; 0 1532 52 0 0
C, 622 67 246 100 247
C 1176 19 0 0 86
C, 435 62 247 72 72
5 Cs 167 366 301 0 14
Cy 0 1532 52 0 0
C; 1222 21 0 28 0
C 350 57 67 22 20
C, 206 8 180 77 210
Cs 1170 18 0 1 0
° Cy 163 366 296 0 14
C 1111 19 0 0 56
Cs 0 1532 57 0 0
C 1 1 4 0 0
C, 190 5 152 85 239
C 360 58 91 7 1
7 Cy 1112 19 0 0 46
Cs 160 366 295 0 14
Cs 0 1532 58 0 0
C; 1177 19 0 8 0

TEAN [A) A B 1 00 T 45 A TR Y 2R 28 vhos
RO B A I A, L KDD-Cup’99 Corrected( Test)
BE AL A OB L SR 5 A X S [) 2R 284S 80T 15 21 Yy
AR AT ARG I A 3G 00 3% 2R 9% 1 3 L A SRS R
RE R AGFCM Bk S B BE Nk 4 Fros .

Table 4 The Parameters of AGFCM Clustering Algorithm
®4 AGFCM BREHESHIERE

Initial Evolution Individuals  Individuals

. . . . . Lo Fuzzy
Population  Generation Crossing Variation Ind
ndex
Number Number Probability ~ Probability
20 40 0.8 0.1 2
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WAL XTS5 IR 6 MRl B E R A
BN XoF T ol 2 AR T RE g 3 T R L (H R IE R 2
R0 F19 I A SR A T B RIS R AR . 38 T
ZYBARHORT LI 25 R AR SO R BB 8 ol
2 fH I X T U2R A1 R2L 4 46 I 2R 0 ARAR , Al 7
H & AR 06 DA IE R 3 2 o 280 5 IR R
BARHEE T U2R A R2L (A6 5, 3 & S8R %
R KR
Table §
£S5 FAEBREIMHMMEREERNER %

The Connection Test Results

Correct Rate

Cluster

Normal DOS Probe U2R R2L
C, 99.9 94. 8 42.7 0 0.5
Cs 93.7 94.9 62.9 0 4.6
Cy 74.6 95.2 99.9 100 84.9
Cs 81.4 98.3 99.9 64 30.9
Cs 88 94.9 90 74 75.5
Cr 87.5 95 89. 4 79. 4 79.4

Table 6 The Test Results of Different Clustering
x6 TRABENBTHRMER

Cluster Correct Detection  False Alarm Youden
Rate/ % Rate/ % Rate/ % Index
C, 85. 8 99.9 0.02 0.998
Cs 85 92.4 0. 06 0.923
C, 86 79.3 25.4 0.539
Cs 86 82.9 18.6 0. 644
Cs 89. 6 88 11.3 0.767
C; 89. 6 88 12.4 0. 756

4.3 HEFEMEE

o bR SR A T RS A B HE T X B
SR AT R AR B PR R B A L BR U AR 3 SR AIE i P R BR
G32SHE R B REAE P R I BRI R E 25 A DA B
I8 552 2% B 4 1 50 AR SO AR 808G 25 HE P ik
ATHEE & PR 45, LUBA A2 B S 1 J P 25 [ A [m) 54l
FROEELA R R0 ME B 55 . BA BORAE B3 45 19 ¢
TEJ@PEA Bk 1) 4 2R A8 H1. 38 TS B 55 A
HPRRAE & PR X 4 28 0 R D\ A R Al o R AR R PR
XF 3 28 B BT X I £ o 3 4 1 R AR JE 1 0 45 R
WA,

D R EESE D R

HD) == 7 (1 xS0 )
2) IEAHEE T A XS D B SRR

H(D| A) =
. p 5 Cu Cy

_,Z‘<%X§(le X 1b g )) 4

3) AR £

InfoGain(D,A) = H(A) — H(D | A). (5)

K~ ), D B E A SRR JE %
ID| MEEEREARE sk HITALMEG | Cl RN
J& Tk R FEARZ BRI RRIE B A W AR A
¥Wahn SFHED, D, +.D, . ¥ D, HEAF &L
FID; |, FHE D HHC, HEAREREICH| Dy l.

A FERAE J& PEAR B 25 A3 B i X SR 28 pr A
(4 B 4 8 1 AT R AIE 26 B U KDD-Cup’99 10 %6 % 4
£E P BE LI B2 F S A BCHE 1000 4516 H W 4% % 4%
F1 1000 ZT0di M 2% 3% 3, Horp i 1000 % X ) 2%
HERE A B I 4 Rl TR 22 b sk 2R AL
AT R B A A 5 2 K A L AR R X A K
PR D715 B4 45 1A Sy, BUS  FhRR AR B PR AR
B S O IE IR HEAT R P HET . 32 7 A 0 B HE
A AN REAE JE R BT 245 S G 25 (8 1Y B R HE T -

Table 7 The Training Data Set Attribute Information Gain Value
x7 NGHEEHFTEREENERIGREE

Attribute Name Gain Value

Youden Index

Attribute Name Gain Value Youden Index

src_bytes 2.312569 0

dst_bytes 1. 878287 0

service 1. 800958 0
dst_host_srv_count 1.290563 0.619
dst_host_same_src_port_rate 0.923855 0.619

srv_diff_host_rate 0.409955 0.9958
same_srv_rate 0.376468 0.9992
num_{file_creations 0.366738 0.9992
diff_srv_rate 0.362988 0.9798
Srv_rerror_rate 0. 355727 0.9798
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Table 7 (Continued)

Attribute Name Gain Value Youden Index Attribute Name Gain Value Youden Index
duration 0.921755 0. 565 rerror_rate 0. 346 644 0.9742
dst_host_same_srv_rate 0.917242 0.5712 Srv_serror_rate 0.337947 0.9745
dst_host_diff_srv_rate 0.851552 0.5712 root_shell 0.329253 0.974 6
count 0.848228 0.6339 num_compromised 0.308558 1
dst_host_count 0.805776 0.6372 wrong_{ragment 0.305123 1
srv_count 0.798 654 0. 66 num_root 0.291279 1
dst_host_serror_rate 0.795853 0.698 num_shells 0.231451 1
dst_host_srv_serror_rate 0.706231 0.698 num_access_{files 0.222804 1
flag 0. 68129 0.7898 land 0.153084 1
dst_host_srv_diff_host_rate 0.675689 0.8645 num_failed_logins 0.145517 1
dst_host_rerror_rate 0.620537 0.9885 su_attempted 0.072274 1
hot 0.589072 0.9877 is_guest_login 0.068475 1
dst_host_srv_rerror_rate 0.491415 0.993 urgent 0. 040746 1
protocol_type 0.483591 0.99 num_outbound_cmds 0.0 1
serror_rate 0.468 656 0.9938 is_host_login 0.0 1
logged_in 0.444 156 0.9938

MU B3 4 R R AR B 1 S L X AS TR AR AT 8
A N APEAREUN KN AT 4 Jm) BE B 0 PR 2 8 4
BN A K H B A 8D FRE 25 (] 5 B0 48 25 2R B %
I R AIE R MR 2 B S e T 0k BB R AR B M Dy HiT
22 DRREJE . (7 v 24 5 AR BROR 4R Y M B X T
e e A TR ARG T 4 T 1 24 B4R 0
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Fig. 3 Time comparison for clustering.
3 R AR 4R H S SRS B I TR R [
4.4 EHiRMEgERTEE
A SCH ] KDD-Cup’99 1 10 % ¥ 88 4 3 17 A

R DN ASE 1Y ) I 5 36 6 5080 4R v I R AE - AR E AT
T AGFCM E 2%, 3 7 KDD-Cup’99 Corrected
(Test) H AL FETE B0 5 41003 48 v 1 47 R .
Fe IR 4 B S 2 8 W R T 76 R FE 19 Il 25 5k
AN 5 4 M 15 T FCM., NaiveBayse #l
AGFCM 53 iy R I 245 2R X L

Table 8 Detection Results of Different Algorithms

x8 HEWNERILL %
Test Set Comparison Parameter FCM NaiveBayse AGFCM
Detection Rate 93.23 97.15 99. 85
Test Set 1
False Alarm Rate 7.0 18.3 0.013
Detection Rate 93.47 97.23 99. 85
Test Set 2
False Alarm Rate 6.8 17.77 0.013
Detection Rate 93.6 97.33 99. 89
Test Set 3
False Alarm Rate 6.7 18. 06 0.01
Detection Rate 94.7 97. 48 99.92
Test Set 4
False Alarm Rate 5.7 16.9 1.5
Detection Rate 93.68 97.1 99. 89
Test Set 5
False Alarm Rate 6.6 18.1 0.1
The Average Detection Rate 93.71 97.26 99. 89
The Average False Alarm Rate 6.6 17.83 0.0106

uf LLE ), AGFCM % FCM #1 NavieBayes 7&
ARG I R FH A R R ) R B AR ) 1R R
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