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A Selection Method for User Authentication Protocols in Wireless Networks
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Abstract Generally, in wireless networks there are a certain number of candidate user authentication
protocols which can be selected from, and how to select one that can fulfill the user’s personalized
requirements is an unsolved problem. There already are some studies on the authentication protocols,
but most of them are from the protocol designers’ perspective. To the best of our knowledge, this
paper is the first to study how to select authentication protocols with considering the user’s
personalized requirements in wireless networks. From the perspective of users, we propose a solution
that guides users to select from different authentication protocols according to their personalized
requirements, taking into users’ most concerning factors, e. g., security, energy consumption,
authentication delay and their preference. The energy consumption is defined as the sum of the energy
consumption of user transmitting, receiving messages and cryptographic operations involved in the
process of interaction. The cryptographic operations include Hash algorithm, RSA key exchange,
digital signature, symmetric encryption and decryption algorithm. Adopting our solution to the EAP
protocols in WLAN, we evaluate the security and performance of the EAP-PEAP, EAP-TLS, EAP-
TTLS/MD5 and EAP-TTLS/MSCHAPV2. The results show that, regardless of how users set the
weight, EAP-TTLS/MSCHAPV2 and EAP-TTLS/MD5 are always better than EAP-PEAP and EAP-
TLS.

Key words user authentication protocol; wireless network; security; performance; energy consumption
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Fig. 1 EAP-TLS authentication process.
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Table 1 The Weights of Security Suite
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Security Feature Security Mechanism Weight
Key Exchange RSA/DSS 1
RC4 1
Confidentiality 3DES 2
AES 3
MD5 1
Data Integrity SHA 2
SHA256 3
User Identity Protection TLS Tunnel 1
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Table 3 The Data Packet Size of Client in EAP Authentication

Protocol
®3 EAPNEWMHWAHERHPEHEE RN B
EAP Authentication Protocol Send Receive
EAP-PEAP 765 3122
EAP-TLS 2790 3056
EAP-TTLS/MD5 579 2965
EAP-TTLS/MSCHAPV2 553 2981
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Table 4 The Energy Consumption of Client Transmitting

Messages
k4 BERHAZEEREEREE m]
EAP Authentication Protocol Er
EAP-PEAP 1045. 84
EAP-TLS 3816.55
EAP-TTLS/MD5 791. 90
EAP-TTLS/MSCHAPV2 756. 16

2) Bl BEEE Ex
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Table S The Energy Consumption of Client Receiving Messages

RS BPHBUHREEHE E n
EAP Authentication Protocol Ex
EAP-PEAP 2473.12
EAP-TLS 2420. 85
EAP-TTLS/MD5 2347. 88
EAP-TTLS/MSCHAPV2 2360. 95
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Table 6 The Energy Consumption of Hash Algorithm
% 6 Hash EEgtEHFE |

EAP Authentication Protocol

Energy Consumption

EAP-PEAP(MD5) 4536. 37
EAP-TLS(SHA) 8673.75
EAP-TTLS/MD5(SHA) 5143.37
EAP-TTLS/MSCHAPV2(SHA) 5131.77
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Table 7 The Energy Consumption of RSA Key Exchange
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EAP Authentication Protocol

Energy Consumption

EAP-PEAP(RSA) 15970. 00
EAP-TLS(RSA) 15970. 00
EAP-TTLS/MD5(RSA) 15970. 00
EAP-TTLS/MSCHAPV2(RSA) 15970. 00
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Table 8 The Energy Consumption of Digital Signature
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EAP Authentication Protocol

Energy Consumption

EAP-PEAP(RSA) 0
EAP-TLS(RSA) 546 500. 00
EAP-TTLS/MD5(RSA) 0

EAP-TTLS/MSCHAPV2(RSA) 0
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Table 9 The Information of Cipher Suite Encryption
x99 THEANBEZHEER

Energy Size of
EAP Authentication Cipher
Consumption Packets
Protocol Suite
(B~ /B
EAP-PEAP RC4 3.93 629
EAP-TLS 3DES 6. 04 40
EAP-TTLS/MD5 AES 1.62 347
EAP-TTLS/MSCHAPVZ AES 1.62 33
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Table 10 The Energy Consumption of Encryption on Client
R10 BERHNBENEEHRE n|

EAP Authentication Protocol Energy Consumption

EAP-PEAP 2471.97
EAP-TLS 241. 60
EAP-TTLS/MD5 562. 14
EAP-TTLS/MSCHAPV2 545. 94
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Table 11 The Energy Consumption of Cryptographic Operations E,,
x11 EZHREERMSRNEEHEEE ]
EAP Authentication Hash Key Digital Symmetric E,
Protocol Algorithm Exchange Signature Encryption

EAP-PEAP 4536. 37 15970. 00 0 2471.97 22978. 34

EAP-TLS 8673.75 15970. 00 546 500 241. 60 571385.4
EAP-TTLS/MD5 5143. 37 15970. 00 0 562. 14 21675.51
EAP-TTLS/MSCHAPV2 5131.77 15970. 00 0 545. 94 21647.71

4) BEERNFEITE
FRER . R GHYMFE 4. £ 5.8 10,157
EAP & A RE B IHFE . U1 3R 12 i 7s .

Table 12 The Total Energy Consumption of EAP Authentication

Protocols
F 12 EAP ZiMEWMhiNBEEEHFE ]
EAP
Authentication Et Er Ep Ve con
Protocol
EAP-PEAP 1045.84 2473.12 22978.34  26497. 30
EAP-TLS 3816.55 2420.85 571385.40 577622.80
EAP-TTLS/MD5 791.90 2347.88 21675.51 24815.29
EAP-TTLS/
56.16 2360.95 21647.71 24764. 82
MSCHAPV?2
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Fig. 4 The authentication time of EAP authentication

protocols.
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Table 13 The Authentication Time of EAP Authentication

Protocols
F 13 EAP FIME WA SGAERS s
EAP Authentication Protocol Authentication Time
EAP-PEAP 0.204165
EAP-TLS 0.197078
EAP-TTLS/MD5 0.169300
EAP-TTLS/MSCHAPV2 0.165168

3.3 XWER

Wt 3 () R (8) . X EAP & IAIE PR
B4V BB B FE R IAUE I () AT 05 — £k Ak B A )
Vet Ve ot BV ime 1 » W1 14 JER

Table 14 The Normalized Value of EAP Authentication
Protocols’ Security and Performance

% 14 EAP ZiMEWhiNEEMEMERE—HE

EAP Authentication Security Performance
Protocol Viee 1 Ve con 1 Vi time 1
EAP-PEAP 0 0.997 0
EAP-TLS 0.333 0 0.182
EAP-TTLS/MD5 1 0.999 0. 894
EAP-TTLS/
1 1 1
MSCHAPV2
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