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Abstract Real-time monitoring of node integrity is effective means to protect resource-restrained
nodes. By identifying main tampering attack modes against resource-restrained nodes, and analysiing
the influence on hashing time, pure-software integrity monitoring means based on inspecting hashing
time validity is suggested. On the basis of analysing testability condition of hashing time validity,
checksum forging punishment coefficient is proposed to indicate tamper-resisting performance of
monitor mechanism, and a light-weight hashing algorithm of merging program states is put forward.
By simplifying hashing structure and integrating program states into checksum, checksum forging is
made more difficult. Damaged nodes have to spend much more time on extra work like restoring legal
code and program states than on hashing if they want to aquire the correct checksum. Hence, the
proposed mechanism imposes much greater checksum forging punishment on damaged nodes than
other approaches like SWATT and Shah. In order to prevent message forging or tampering during
transmission over communication networks, a monitoring protocol supporting message authentication
is designed. For tolerating influence from hashing time fluctuation and checksum guess, node integrity
state is evaluated from results of both checksum comparison and hashing time validity statistics. The
experiments show that the proposed approach achieves high reliabiliy in examining validity of
checksum and hashing time with small cost. Toleration ability against fluctuation disturbance on
hashing time from node multi-tasking environment and communication networks is improved, and

hence tamper-resisting performance of resource-constrained nodes is enhanced.

Key words integrity monitoring; hashing time validity; light-weight hashing algorithm; low-

overhead authentication algorithm; checksum forging punishment coefficient
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R W 28 .56 I SBU 4% AS [1] & 5 3K bifi ML 28 B
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7E W AL 6 X (9) (10) AT A 46 R L T
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Bk Q.Q. . Q, iHH M4 B INIEM HC, .
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A ]l 27D (8) T o S bR s i () B (e
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Gt ). AR5 MalIMR 52 bR 3 i ] 52 S TMCR
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A S AN R A2 A A A2 B 0
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Teg > #z X Tsg + Tsg = Ter + Aquewe



TRPRE S - 2 T 8090 I ) A 280 010 A 0 S8 R P M0 Oy 1

709

A Z AN AR Z Proxy Heiki 0
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TPVE-TCR = T — (1 +#,) X TGCI + Ty, >
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17,2 9 050 2 MR A 0 2 ofe )
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T4 2 A% 5 5 2 BF 1] T e 19 2K B8 528 791 56 152 2 19 | B
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W, Verifier BE45 2L IE # 7 55 IMR $ig 45 JE 45 200k
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(16)
(16) 7 3. DA IMR 7558 U i 52 5. i 4
{18 55 SiE A5 TUSIE A — 2, B AT g 1 32 35 @ B

T W 5 IO — S (45 BT 4 3 b
9 28 1 W5 A T 0 A 1 402 B O 1
4 52 T 9 (4 9 D R LA A7 251
I 20 L B AR T 0 A A SE B T R

TEHE.

2 XWEHkRESH

2.1 LW-Hash xS HEES T
2.1.1 LW-Hash &35

PL—K 32 b itr A FR GE1TAG A Sy 1 W D05 A5
K3 F Cortex M3 % STM32F103VET6 AbF 48,
H N & 512 KB Flash, 48 KB RAM, f% & 3 4 N
72 MHz,iz17 Thumb-2 $§ &4, & —FfEAE 5 IR 5
THARE 07 32 BR AT A5 4R A/D, D/IA, PWM,
CAN,SP2,12C %54 [, L RF A 8% Wl | A8 &2 11 2% .
Tl 2 A N R Gy B8R R 4R T ne, Rt
10BASE-T LA XM 5 3 £ %y 9600 bps ) RS-485
Pifhii (5 7285 Verifier 15, Flash 77537 & A
AR 23 RS 3 TS AT e 4 BE MLEIOR 78, 5 i 58
P A0 AR 2 W Y A5 Flash £ B0 N 45 2 A5 5 Tl
Wi — 3.

55 TE B O 3 A 3 B () 750K 3R 8 o J2 52 ) 51 1)
(] A 280 T v 1 O B R R 22— A By Ik ik
ks LW-Hash 8235 I8 LA ] ¢, R AR
TH 56 A O 15 4 STE B 18] 20 » RATHRIE Cortex 1K
REEH RS M TR 5 ik LW-Hash 595 78
Cortex M3 5 S AL a2 8.

LW-Hash 83 B0 A58 90 R BT 3 TR Ak 1
i DB SEC =1, 774 32 b KIERIRE . ik — 4
87 Ak 312 A R 48 S5 K o FE /N £ [ B 398 K3 U3 K
Lop WIMERE 5 2) ] 26 2548 2 402 8 A5 W I B o0, °F
By Hp o Ui 3. 25 484, B 4 Bl & 1 It Ak =5 1)
IN A 1o <t s D TER I P EEA PC 5 PSW
AL C bR NG 5 F 58 BT A AT 3l 25 47 4% RO~
R12, 25 52t A7 i 2% 52 0 T i o 75 38 I 77 it b ik 45 s
5i#e PC 5 PSW B IR 17 5K & #:4E, DL K Z i
#3017 A7 A B4R AE B AR ST I R] 2 K
2.1.2 LW-Hash §¥) 8 s BEHLIE

55 U1 i B AL 1 2 T 20 25 36 T {1 W 0 L ) T
TAERY SR, B S B R AP 22 0 o e T
A BE 5 55 UEAE DR 38 AT Sy A2 B9 B TR]AE K ) A
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Assembly Code
loopl :

loop2 .

XOR  RO,R14,R0 /[x h;<h; XOR PC * [

LDR RI1.[R9], 24
ADDS R0,R1.R0,RRX
XOR  RO,R14,R0
SUBS R10,R10, £ 1

SUBS R11,R11, #1

MOV RO, #Random /% Checksum is initialized with ramdom * /
MOV R11,#m/8 [* ¥y is divided into 8 groups * /

LDMIA R12!,{R2—R9} [=* R12 is pointer of cells storing address of memory blocks to be hashed * /
LDR R10,#S /% Load to R10 Size of memory block % /

LDR R1.,[R2],#4 [* Read a memory cell * /
ADDS RO,R1,R0,RRX /% hj<x;+ (h;—1>=>PSW. () and update PSW % |

BNE  loop2 [ * Jump to process the next cell of same memory block * /

BNE loopl [ * Jump to process the next memory block * /

Fig. 5

Optimized implementation of LW-Hash on Cortex nodes.

K 5 LW-Hash 7F Cortex 95 5 44k 32 30

T RE R S T1Y R 5 A SCILTE Cortex
M3 45 g 5 24T LW-Hash H 55k B LA I
SEH, S A A EA AR, XS N AW iR Ak BE P
1 2,256,4 096,65 536 I~ FLI0 A 7, B ML LE 5 — 4>
BT, B — AN F R T 32 b SRR (R, i 2
4096 Y. 5E SCly R AR 2 A Sk {E X 1 437 i XX
ERH T 94 4 K B g 2 A 6 (D0 RO o7 2 fE A
[G] fy Lo e 50 3 B b Y B /N B B L P 2 B
LSRR EURANR 1 Fros. WTLUE L B T REPLAZ AL
B RA TR T SR E 5 H A B ) 1B R
764096 YREHLINK . di b 1 A LR AE 1. 806 LA
P 2 A FE ARG/ Bk R 18] e /NS O 5
S35 1 5 ] 2% FAE(E 16 4 B Dk 8 L A 22 KR AE 120
PAA B R R BEAILAE. A2 4501 A 0 B IE B 36 I
(B A0 e b 7 2k 2 AT LW-Hash B8 803 , 25 92 it
A7-fif i 52 T g ok 4 i 1 G 36 U A L A 20 34 i 48 - 9
AR B S A B 45 A A AL A 2 T B ]
AT SRS 6 AT MY A SR R B TR

Table 1 Randomness Properties of LW-Hash

%= 1 LW-Hash &£ REH 4514

Cell Minimum Mean Deviation
0 Hit 1 Hit 2 Hit
Number n Distance  Distance 1%
2 4041 55 0 5 16.014 0.09
256 4038 58 0 6 15.907 0.58
4096 4036 59 1 6 16. 058 0. 36
65536 4019 75 2 5 16. 036 0. 40

2. 1.3 ik O i A 10 I 1] R 1 i

0 UE A PR 365 A5 511 R B0 A7 1 28 490 X Sk {8 O i
J ST (R A A T BB T (4R AR R IR 5 BT
SEB R JIGRE Ak B T JS BT M hE 5 R LS A R
A R RS A A 52 ) B0l L 5 X Hash 28R A
it fT 2= 4 AMEMC . DX RAChH R2,R3,++-,R9 Z
—) Ui fE T AL x AT R A A I TE X #
A # A I E A BEHARAS 5 2 A O A7, 055
FAmFE B £offser . BN 5 4484 “CMP Rd, #
Sfirst; BLO next; CMP Rd. # last; BHI next; ADD
Rd.Rd, #mod offset;next;”;2) i1 F th 47 CMP
8L H U T PSW & b5 5 5 78 55 45 ADDS 48
AU 3 A 4 50 TR E S5 AE PSW 48
2 “MRS R11,cpsr; PUSH R117,“POP R11; MRS
R11.cpsr”;3) A 45 4 i bl % tE 72 4k, 45 45 XOR 45
AHTT G 1 25 M AR A8 M bk £ pe_o f fser b AR BT
W PC (HA48 4 “LDR R11,[R10, # pc_offset]”;
) RIO AR AF A fift B rp R b 2R TT 8, N JE A
IR T 3 - 47 R10 454 PUSH R10, K&
R10 25484 “POP R10”. i - — K 206 7 %
DR ZPAT 58 Fd 4 AL B RO T 1 T 2 AT
7.25 5% W UEAE A AR TR S BUBR R REH pinsiruction
=223%.

P 6 o A I R Y S S A i e R
R 2 458 59 v R I ) B B T RS A OC &R B T
Xof 6 A1 PR 3 % 510 B[] %) s R PR AL A2 40T i PR R
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110 Z 8 H i i ) st [a]) TMCT i Y OE 8 77
S I ] TGCT 3k 75 % o BVS E 18 O 38 78 551 &
Bk 0=75%. BIRF L p I Flash BT F7 A K
117 B AR T prnccrucion « (AL 25 85 F SWATT FLAY 3545
AT R4 13267 5 VIPER #RIRAS M 13. 7%,
RS 2N RUHOE I B O R A% I 3 B ) T 2
o W AT R L N v T AR

—
(=}

=0, f;=100%

IMCT e
50 e
0@ e ;a/\';,\'o,\qxg\-,,\/
e sosse B
380 QECEo0 ;

0.5 1.0 1.5 2.0

Net Hashing Time/ms
(2]

(=]

10™*x Cell Number
Fig. 6 Scaling performance against checksum forging

punishment.
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T
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BB Tquewe P 20 s BB 25 20790 00 7E 30 Ui (H T 550 1)
] F «<<50 % i) CPU i [ia] b B v W7 AT 55 171 46 1k 4
11 HAWAT: 55 .

Xof A2 5 I 20 T M0 1) 25 2Pk R 50 BT A2 Bk B
A AT O, 25T s A2 Proxy Bty |, e /NS
B A8 A 30 1) Ay 0 003 L5 e 5 Wt ) T s
DAL AN 8 258 2 /N T T BT S5 A% Y 18 3 BsF i)

A AN 52 A i e S I U L BT 7 45 T A2
A a5 PR 3 56 UE 1 4E 57 B ] TMCLETGCI | A% % % 3h
BF ] Tquewe T S BLTCHL 0 MIAEFL G R, B 7T () Ry
P AL i ] ) 522 5 R W B2 0% 3 19 Ethernet JR3%
XLV S TR AR, RS Tw =
0. 24 ms, e, =100% .8 = 95% » P B ] 1 FR Aquese =
T o F 520838 Aquewe B H Tquene » 24— W W I 22
HHZ 5IHETHA R ICE n=>2 500 B, gl IR
UE TMCIFTGCI > T quee s B 7 (b)) w0, 38 Bl B ] L BR
BR ) Aquewe = 8Tse s A 126 #8318 Aquene 0 55
T Quewe s BE B n>>15 000 B, G & ik TMCI-TGCI >
T quewe 3 B 7Co) S 16 A% i I ) 58 B2 19 RS-485 &
LIABET % i I 2 TP B9 25 2 P Re L T SOl A I
] Tse =124 ms. 3 ) REL k. =200 3 S} ] L PR
Aquewe =2. 50 ms B A5 120855 Aquese I H Tauene »
W E n=>20000 B, AR IE TMCIFTGCI > T quee-

o]

[=2]

no

Checksum Forging Punishment and
Transmission Fluctuation Time/ms
Checksum Forging Punishment and
Transmission Fluctuation Time/ms

(=]

A . . 2.0
10™*x Cell Number

(a) Ethernet, x,=100%, B,=95%, Tsr =0. 24 ms

10™*x Cell Number

(b) Ethernet, x,=800%, B,=99%, Tsr=0. 24 ms

Checksum Forging Punishment and
Transmission Fluctuation Time/ms
>

10™*x Cell Number

(c) RS485, k9=2%, Bo=99%, Tsr =124 ms

Fig. 7 Tolerance against fluctuation of message transmission time.

7 B A it Sl i I B 2 e

AR SWATT, VIPER 5448 1 B A7 15 8] 3 30
T A AE T AH T AR R AL o BAR L R PT L
U B RE J1 55 s A e b al e i 8 R BT RL n R
TR AL ) T H TGCT 3 K 2552 W 1%
AT 55 R 28 9 v B 4 B I Ak B
2.2.2  ABCGAEABES E] X 53 B

FEA RS I 8] 42 47 32 4 1 A S 4 o 0 S

e ) o ] 5 Oh 3 R A R R 2 AL 8
25 T IE VR 0 S A 1 3 B 8 ) ] TGCE B
1B DX R 5 52 4515 6 40 S 4 3 B8 i) [a] TMICE B
B DX (8] 8] 56 R . #E H#L8 B 3l i ik o5 H =332 CPU
I IE] 25 AF T A7 ik e 52 T B0 32 4T 0 B
BF ] TMCR 1E & 35 5502 803 i) 8] TGCE % {H 4b
F2AAESHXEN. FEE » 8K, 2 4 X [EZ[H
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I 25 Y AR A T A K5 AR A X A0 R RO G
AR e WER 23 TGCE {H 34 K, 3 30 b 2 4 8 78
BB R 20 (9 (10) AT K 56 4514, 2 A IX [l AR 2
HE.

15 K=33%, B,=99% 5 %
%) o 0, Q
£ o 0 PESEP
g o %5
=0t e §
en Range of TMCE 8.2 o
£ o o
0 %@ 9 §%§
E o5 ggé \@é%%ﬁ
[}
#Z %é@@@@ Range of TGCE
4} %@E
e . .
0 1 2 3
10™*x Cell Number
Fig. 8 Differentiation between effective hashing time

and ineffective ones.

K8 ARG ARA B A X 5

FEATFERT WM AT 5 1B 4T pcos SEHT R G5, IF it
A7 AT 5 V14 B[] 55 b Dy o 7 B (i) 4 473000 4 75 300 445
AL 35ps 5 1dps. 258 k(8 1 35 AT: 55 X
BN B SR AT 55 WHZ AT 55 AT 0 18] S 25 & A
155 V14, Bsf o 17 O 32 2B 1 A0 U BRI AE i
SysTick & W% 1 ms = 4 — Y H I8, 46 X 1051 i3 3))
REAHK c=1.4%. B a0, 7 — Mg LT R
A SCHE DAL AT AEAT: 55 94 B2 L s dh ep T L B0 R AR
ME TAES M N 7 TGCE 5 TMCR BUE X 8] Z
[E] B J— A~ AR T 1) B 25 2, Verifier 87T 58 %5 &2
1 RSB MRIRA.

T max(TCR) = (1+4,) X TGCI , # Z #{ 5
RURE B ARSI ] TCR W Verifier #i 5 B £ /N
M BAE BT K min( TMVE) —max(TCR) > (1+
) Tss 1 T min(TCR) = TGCI, max(TMVE) =
max(TMCE) + Tsg + Aquese = (10 x) X TGCI+ (1
Fie) T » 58 19 I KV B AL H 15 6] 24 max (TMVE-
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TMVE-TCR € ((1+ ;) Tsgs Cop+ 1) X TGCI +
(144, Tsg . 107 TE B 5 80 00 B9 2200 8% i B 1]
TGVE—TGCRE [Texs (1+#,) Tsx |, B9k TMVE-
TCR & [ Tsg» (1+4,) Tsx | Verifier 0] 1F #f % 571 %
it 49 e 1Y R AR PR A B T
2.2.3 TR R AT A 56 v g

A B5F ) A 280 AT 6 i pR A0 B O A s
6] TGVE 5 W19k IE & Wit ] TMVE 8 TPVE
[F] 22 {5 K/ FRAE. B 9 45 T 2 FhoAS [ ic B 45 1

T3 o 0 D B ) B TR e AR AR OE R B9 Ca) Pl
M B R B R Tee =3 ms. BIOSNEH RE 00 5
I S R B e ¥R 1026, BB U B s [8] Tur 5
T S ) T quene 17 40 R B X (0] (4 LE 1) 3,
B IR 99 %0, 5 s AN BZ A7k #4552 ) IO U 2
n>5000 fif, 4 min ( TMVE) > max ( TGVE),
Verifier fi n] 5E 46 50 #8 it ] TCR 45 5%t s 350
Proxy T @i, W 24 <12 000 B ,min( TPVE) >
max(TGVE) , Verifier BEn] S & 4 TCR A %%k &
A2 2 Fpcah gy B9 3 45K T 4R 1Bl AR Y =
FTE X I8 B 2 50 n BU(EL DX ) Ay 1080 s T A 3k e T G
B4k B4 n € (5000,12000) B, A f8 AT 45 4 5
TCR A5 30, B B 8h T e 2B R GHL A
ek — BRI 9 TR = A B R B/ BE(E Verifier
A HE WS TCR A 80 1 n BUE X RIS Wi 456 /0N, )
e R 0, AN (9 (10) Tof.

P9 () Heke 3 800 & i ) $2 5 %) Tr = 12 ms
W W Eh B8 k1 BRIFAZE . Tair 5 T quewe B F A
HUE X 8] /Y e B By B ¥ 9 & 95%. TE fF 7E
Memory Copy Z i i B . Proxy i i 5 2 Fh gk
i IEAE RS R, Verifier nf 52 Wil TCR A %4 M 1Y
ZAEA B n>12 000,2<40 000 5 n€ (12 000,

151

10 1

Expected Monitor Time/ ms

10™*x Cell Number
(a) Tsr=3ms, kK1=Ky=10%, f= fo=99%
401

30

20

Expected Monitor Time/ ms

10™*x Cell Number

(b) Tsr=12ms, K1=K5=10%, ;= B,=95%

Fig. 9 How monitor time varies with memory unit

number n under two scheme configurations.
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Table 2 Performance Comparison of Hashing Algorithms
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Fig. 10 Node monitoring overhead comparison.
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Table 3 Comparison of Anti-Attack Performance
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Table 4 Theoretical Analysis of Resisting Attack Threats

x4 BIR EBHERARE

Thread Parameter Prob. of Prob. of
Attack Difficulty
Type Settings False Negative False Positive
Exhaustive M=50 Require Storage Capacity large enough to _ "
1072
Search Attack m=20 Prestore over 10°? Checksum -
Replay M=50 )
Require Lookup Table as large as 10'° items <1090
Attack m=20
M=50
) m=20 Difficulty of guessing checksum of all Interaction
Guessing _
y=0.5 session increase as checksum length and session <1018
Attack
w=32 number increase.
=1
y=0.5
K=10
0=0.2
Normally, probability of fluctuation time
Memory p1=0.95
exceeding upper limit is low, and difficulty of
Copy and B2=0.99 <101 <10 12
obtaining multiple correct checsums by guess
Proxy Attack w=232
increases as K@ increases
=1

Avt T AQuene =
75%cX TCGI

3 ZitERE

T ) A5 I A 50 B M M 00 07 3 O SR R
By B AR R BT B T A PR T B R
FIF ¥ G 000 36 0E A 350 55 4 A R B o P o A
WA TR IR A SR E A ARG 8
P

AR SCHIF 52 L T B9 I [ A5 A0 P A 6 14 5 8 P
I T5 3 Beih— b 45 A Bk {8 - 8 s Ta] Y A
5S¢ B R B0 Mk DAL e o s 00 B ] A 8 L
H S I T A 28 T 36 A% A 4R Y — b AR
R R BB 35 LW-Hash, ALK IEE 157
B 34 R I MR AR O M L R 1 SR (R DR i AR R
B BEAEAF AR B ke 3 5 1% i ol 2l 1 [+ 2 35
SR T REAG S0 5 OO I ) A R LA B AR A i
et hk e 90 ki Ao 57 AR 2l 285 788 A B E 0 e AR s DU
A T4 - BRI A 1 S IR I 5k L AT I R
TIE - 95 0 M 00 iy 4> 5 38 I (L9 U Ph Ji et )

TILAO/N TS i CPU A7 T 45 5 s 0 7 5 38 15 T 89
AR o AT SR I B R A2 BR Y R OE BEAE  A RURPTT
S S ) FR L BEAILRS D A A ] S AR L o
AR FAAAE U 8 T VLRI s 47 SEmHE 55 VB2
FIR 22 4 SC B U 28 1 Y o B

Wit 2 R A 5 WA ) AR L R IR
B AGHG K W 75 Verifier 33T 85 L W I3 08 15
THES A A BT A0 B ) R A A Ok B [R) 99
HARUREPSN S i S il D R Y X2 #23 (PN (3 11p14
Sy IFa]. N — 2o B T Bl A B R (E U7 5 40 R B B AT
RAR 1Y i R GEH S8 B I I R A 2 7 %6
HGIETE 22 O A I S S SRR R A
A5 T8 AL 5 B T By 3 2 ) AL

2 % x #

[1] Falliere N, Murchu L, Chien E. W32. stuxnet dossier
[R/OL]. Cupertino: Symantec, 2011 [2014-10-01]. http.//
www. symantec, com/security _response/writeup. jsp? docid =

2010-071400-3123-99



PRBRAE S5 < 3 T T8 I 18] A 200 0 A e 0 S8 R M0 Oy 1

717

[2]

[3]

[4]

[5]

(6]

(7]

[8]

(9]

(10]

(11]

(12]

Xu Mingdi, Zhang Huanguo, Zhao Heng, et al. Security
analysis on trust chain of trusted computing platform [J].
Chinese Journal of Computers, 2010, 33(7): 1165-1176 (in
Chinese)

CERA G, SRMRE, B1E, 5. FE I G5 48 % 4 ko
W1l HEHLER, 2010, 33(7): 1165-1176)
Zhang Huangguo, Li Jing, Pan Danling, et al. Trusted
platform module in embedded system [J]. Journal of
Computer Research and Development, 2011, 48(7). 1269-
1278 (in Chinese)

CRMe 28, WA, 45 AR RE T E T BRI
(). H3HLEST S & &, 2011, 48(7): 1269-1278)

Basile C, Carlo V, Scionti A. FPGA-based remote-code
integrity verification of programs in distributed embedded
systems [J]. IEEE Trans on Systems, Man, and
Cybernetics. Part C: Applications and Reviews, 2012, 42
(2): 187-200

Yen S M, Liao K H. Shared authentication token secure
against replay and weak key attacks [J]. Information
Processing Letters, 1997, 62(2). 77-80

Premaratne K, Kulasekere E C, Bauer P H, et al. An
exhaustive search algorithm for checking limit cycle behavior
of digital filters [J].

1996, 44(10): 2405-2412

IEEE Trans on Signal Processing,

Seshadri A, Perrig A, Van Doorn L, et al. Swatt: Software-
based attestation for embedded devices [C] //Proc of 2004
IEEE Symp on Security and Privacy. Piscataway: IEEE,
2004, 272-282

Bratus S, D’Cunha N, Sparks E, et al. TOCTOU, traps,
and trusted computing [ M] //Trusted Computing-Challenges
and Applications. Berlin: Springer, 2008.: 14-32

Seshadri A, Luk M, Shi E. Pioneer: Verifying code integrity
and enforcing untampered code execution on legacy systems
[J]. ACM SIGOPS Operating Systems Review, 2005, 39
(5): 1-16

Seshadri A. Luk M, Perrig A, et al. SCUBA. Secure code
update by attestation in sensor networks [C] //Proc of the
5th ACM Workshop on Wireless Security. New York:
ACM., 2006 85-94

Li Y, McCune J M, Perrig A. VIPER: Verifying the
integrity of PERipherals’ firmware [C] //Proc of the 18th
ACM Conf on Computer and Communications Security. New
York: ACM, 2011: 3-16

Shah A, Perrig A,
integrity in SCADA and PCS devices [C] //Proc of the Int
Workshop on Cyber-Physical
Applications(CPS-CA). Piscataway, NJ.: IEEE, 2008

Sinopoli B. Mechanisms to provide

Systems-Challenges and

[13]

[14]

[15]

[16]

[17]

(18]

Park T, Shin K G. Soft tamper-proofing via program
integrity verification in wireless sensor networks [J]. IEEE
Trans on Mobile Computing, 2005, 4(3): 297-309

Defrawy K, Francillon A, Perito D, et al. Smart: Secure
and minimal architecture for(establishing a dynamic) root of
trust [C] //Proc of the 19th Annual Network &. Distributed
System Security Symp(NDSS). San Diego: Internet Society,
2012

Sun Bing, Zhang Peng, Li Chao. Impossible differential and
integral cryptanalysis of Zodiac [J]. Journal of Software,
2011, 22(8): 1911-1917 (in Chinese)

(PMES, BRIS, 25, Zodiac B35 10 A W g 22 43 AR 43 2 i
(1. #pF24R, 2011, 22(8): 1911-1917)
Sheng Liyuan, Li Gengqgiang, Li Zhiwei. One-way Hash
function construction based on tangent-delay ellipse reflecting
cavity-map system [ J]. Acta Physica Sinica, 2006, 55(11);
5700-5707 (in Chinese)

CRFITT, 220000, 2550, T DD 28 3R 0 51 S S 1 W S &R 42
B i) Hash sACH 25 ()], #3440, 2006, 55(11): 5700
5707)

Munilla J, Peinado A. Off-line password-guessing attack to
Peyravian-Jeffries’s remote user authentication protocol [J].
Computer Communications, 2006, 30(1): 52-54

J P. Collusion attack resistant

Saxena V., Gupta

watermarking scheme for colored images using DCT [J].

TAENG International Journal of Computer Science, 2007, 34
(2): 1-7

Xu Qingui, born in 1967. Professor and
PhD. Member of China

Federation.

Computer
His main research interests
include computer architecture, information
detetion and

security and intelligent

instrument.

Qin Yong, born in 1970. Professor and
PhD. His main research interests include
network and parallel distributed processing
technology and application (mmecqinyong @
126. com).

Yang Taolan, born in 1945. Professor and
PhD supervisor. His main interests include
computer architecture and compiler(yangtl

@dgut. edu. cn).



