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Abstract Cloud computing has been a computing paradigm to provide services for users. However, it
is difficult to control and protect personal privacy information because of its opening, virtualization,
multi-tenancy and service outsourcing characters. Therefore, how to prevent user privacy information
from being used and propagated in cloud computing illegally has become a research focus. In this
work, we propose a semantic-oriented privacy requirement description method and checking
mechanism. First of all, we describe the user privacy requirement and privacy policy of service
provider based on description logic. Secondly, we address the privacy requirement checking
framework. Namely, we build the knowledge base through privacy disclosure assertion of user map to
TBox and privacy disclosure assertion of service provider map to ABox, and then reason the TBox and
ABox by taking advantage of the Tableau algorithm. In the end, we check whether there are the
conflicts between user privacy requirement and privacy policy of service provider through experiment
and case analysis. Namely, we build the privacy requirement checking model with Protégé of Stanford
University, and prove the consistency of conceptions in model and the satisfiability between the
conceptions and the logic axioms with Pellet reasonor. Thereby, the correctness and feasibility of our

method is certified.

Key words cloud computing; description logic; privacy property; privacy policy; privacy preference
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Fig. 1 Ontology description of privacy property.

B BRORAJE M B A IR ik

ISR M RAL R SR A AR5 138 Owner RN IR 55
HEMWMZ 5 H, [ W2 R E %A H;
Subject B — B L )& 1 19 44 53 PDA-S (privacy
disclosure assertion of service) i B FA 3% #% W & 5
Signature FEF % 4. B — A B AL & P XF N Ba AL
J& P AR ) — M. Subject W LIRIR N
Subject = CCop,: 1, 0ps:150p5:15.,0p,:1,) V

Cldp,:Dysdps:D, sdps:Dy s sdp,:D,) s
Hr, C hRRBRAM B S 0p, Al dp, 53003
R T A 0 X4 08 PR B T8 kL O B R
YV GA D> Cop:Fop) N(dp;#dp;) ;I RaRH—R
FAANR P B SIS 55 D; 25— 5 B 8w

EX 2. ZHFE A (delegation of authority
statement, DAS). ZE 5 H AL 2 B AL B 85 B 5
) — R0 o BIVEE— A~ KSR T 1 110 B i 40 20 2 & 4T
AL W LIAIESE Ik 55 2 5 3 2 5 3 AT I B L i 1 1Y
KR, DAS f] 7R K
DAS ;[ (serverConstr ) authorizer)<=assertion ].

Bt -

authorizer = {official ,serviceComp } ,

i, official FeRE I HLE ; serviceComp Fn IR
5G4 serverConstr 2B T ARG HEH
X R 95 255 38 e 9L 3 ) R e vk B R 29T )
EBay TR V6. ZICRAE W T k5 2
5538 WAl e W RIS assertion, I HA M &
FEHAUE W A0 4, 5 B 7 BUIR 55 4G 3 X W
2544 R IS 25 44 IO R A T 1 v

il 1. EBay %4 B9 2 FE AU BIFR R 4k
EBay B VIP JIF* b0 2 {H KT 600 & AT
H4T Bank WK T 6000 HM5 R M, LT
FALE B Al LA oR

VIPREBay<credit] >>6000(rating) |QBank \/

reputation >600(value) ]QEBay. @D)

E X 3. &P ER W 5 (privacy disclusure
assertion of service, PDA-S). [\ P &5 Wr 5 =218
FEXTHE— R 55 2 5 38 XA e — B AL s PR — A2
W E RN

PDA-S = subjConstr@ownerConstr ;
subjConstr = C(op, :{ow, == yow, |,
Jow, ) A
Clop sow, (vt) s+ y0p, 0w, (vt,));
ownerConstr = DAS.

B FAHE B2 Wi ™ PDA-S m 2 3B 4 41 A, B X B
FAJB N B W 2 ] CsubjConstr) FIXT A B2 L &
PRS2 58 2R CownerConstr).

SubjConstr FEIEX RS 5 H R G HAE %
FaAhJm M L KZ R 55 2 5 38 010 o B AL I v i A7
RO [ HEAT AR, C FoRBaFh R ER I8 s 2 5
5 AT B RL P A8 4 i R X HC I X 1 26
BT RIEAT AL W s0p1 : {own s sow, | T opy RN
KA SZH], (0w, oo+ s 0w, b FE 7% I SE 5] BT X6 I8 F
k5525 0p1:{ow sop, i {ow e,
ow, } R B Fh & P2 1 SE T LLBIR 2L IR 55 2 5
FHWAE; opr 0w, (vty) =y 0p, 0w, (vt,) TRIRE
2 5535 XoF G S AR Ja e S A A A%k ) A I ) TR I
ot BRI B B B IR 4 o N BEESEAE o R
Pl b i) —A>— i i WL AIE I O =a BUE <
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ownerConstr ;XA A BIEM RS S 5&
WA TR, ownerConstr=DAS, TR IREZS5ELLEW
A I R RA T P I 2500 T BUE IR 55 A E &
FER AL B,

Bl 2. FEAT AT EBay BB —4> M 4 1
i —dt % B Furniture, i EBay &1 %7 f 7 #o
BRI B AL B BT E S AR I K H A F] A N EBay 1)
VIP HIF. EBay %5K HAEHE 3K 58 19 bk 4% 55 25 R
A IR EORTEAS By Y IR AR %5 2 h
B HG I BERASHE 5 W7 55 7T LA RS AT

address :shipper N\ [address: << 2h(uwt)O

Seller ;:VIP ) EBay]. (2)

B A COAA @) AT 15

address :shipper N\ {address: <
2h(wt)Bcredit[ > 6000(rating) ] X Bank V
reputation > 600 (uvalue)] @ EBay}. (3)
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FENX 4. [ FA B 5% K B (privacy discloser
strategy. PDS). [5FA 3% &8 % W Sy B FA 4 &% W 5 1Y
— A

PDS=PDA-S, A PDA-S, A\ - A PDA-S,,.
2.2 APARRFAEMEREIR
EX S, AP B JE M (privacy attribute
of user, PA-U). HI P i W B FA & M 5 Ik 55 5 1) Bz
A0 PE A R ALt T DU — A~ ooc R L /)
PA-U = {Issuer ,Service , Subject ,
PDA-U, Signature ,
Horr, Issuer 2718 BORL & 4 AR 1, 10 558 b B FA s 1
KM KE F 2% Service Fom HI XA N B AE
ST B R XS G5 Subject R — AL 8 PR £
i ; PDA-U (privacy disclosure assertion of user) iy
FaRh TR FE T 5 s Signature NEUTF2 4. Subject IR
J7 X5 1 RS T7 B ALJE P T Subject AR
E X 6. ALz 8 Wr 5 (privacy disclosure
assertion of user, PDA-U). [RAAZFE W 5 2 18 &
Xof I — IR 55 4 AL 5 X AT B — B AL R P Y — D 2R
Wrs . i RmH
PDA-U = subjConstr@®serverConstr ;

subjConstr = C(op, :{ow, s+ 0w, } s,
sow, 1) N
Clop, 0w, (uty) s y0p, 0w, (ut,));

0P, {ow; s

serverConstr = trustDegree.
A ZFE Wi T PDA-U i 2 #4344 5. B X B
FAJB N B W 2 ] CsubjConstr) FIXT 0 A I Fa FL @
PR 55 B AL B 2 ] CserverConstr). R &

subjConstr )RR 5 E X 3 FH subjConstr 8 [7] ;
JG # serverConstr &t F 2 % IR 55 80 ik 55 $2 f1k #%
BN T B2 BE (trustDegree) T B 5E . AT 12 & 0] L 3=
JNH trustDegree={S, DAS, Re},H 1 S FR%I
4 (security) » 2R O/ UE 55 98 19 31052 1 L 58 38 1 LA
KR % i & (quality of service, QOS) #% 0] 5 145
DAS 245 Ik 55 80 # MRk 55 42 1 3 B 91 A 10 Z= HE 4 A
OB Re 378 Ik 55 50 Mk 55 4@ 1 % 0 A5 &
(reputation). ZFCHE A B DAS & F 84 ik
55 2045 35 0T 1R 55 $5 AL 3 i A R 11 2 E AR AS W 48]
n Seller 245K VIP P PR 28w sl 5 AT 2 7
WA B Ik 1 288V AL IE SF O SO T A P
i 8 ) FERAT HB 0 A E 7 A i 22 B VR TR

E X 7. BRI (privacy preference, PP). [&
I 4 4y B PO 22 B T 5 ) — DA PP 4L B

PP = PDA-U,(C,(op,)) N PDA-

U,(C,Cop,)) A = N PDA-U,(C,(op,)).

Bl 3. Tom ZRFKH N A e 4fh EBay 1Y
VIP . fes8 G ik B h, Tom HAVK A O B0
#F (realName) M1 F-HL 58 Gnobile phone Number)
Jk#E % EBay Wy VIP H1 5,4 VIP H ;7 H GE 2 #&
HC 2% % (nickName) Fl Jp 1. = H 35 5 55
Cof ficephoneNumber) ; {847 K5 (creditCard) HfE
P it 44 4R 47 (Bank); #b fit Caddress) #1 B %
(zipCode) H FEHR ML L5 PR 1% 23 7] (Ship per) s HE S5
(Postof fice) s TE3E by 5¢ U » EBay F T A Ik 55 2
575 LA 20 min N H 30 Bk T A BRALAE B
FO 2 58 RGN R 2 Jh s

Table 2 Instances of Privacy Disclosure Assertion

x2 RARBEHSHTRH

Privacy Requirements

Privacy Disclosure Assertion(PDA-U)

realName can only be provided to VIP seller of EBay.

mobile phoneNumber can only be disclosed to VIP seller of EBay.

nickName or o f ficephoneNumber can be provided to non-VIP seller

of EBay.

creditCard can only be provided to Bank.

address and zipCode can only be provided to Shipper or Postof fice.

Once transaction is done, EBay and all parts must delete all privacy

information within 20 min.

PDA-U, realName:[ Seller:VIPXQEBay].

PDA-U; mobile phoneNumber:[ Seller :VIPQEBay].

PDA-U; nickName \ of ficephoneNumber: [ Seller: —VIP &
EBay].

PDA-U, creditCard : Bank.

PDA-Us address \ zipCode : ship per\ postof fice.

PDA-Us success N\ [allPA:<<20 min(wt) ].

PR It B AL i 4 Ry
PP = PDA-U, (realName) N\
PDA-U, ( phoneNumber) N
PDA-U; (nickName \/ of ficephoneNumber) N\

PDA-U, (creditCard) N PDA-U;(address N\
zipCode) N\ PDA-U;(allPA).
YA by B B B RA RS SRR 55 $ AL 11
B A SR W L7588 17 50 by i 38 B A i 1 R G A 56 g
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Wi FRATR T ERBRFA R F PNL 1R
k7730, PNL 2 DL R 2 50 O SEf, Ak S 454 B A
J A TP 28 N G RTERE S5 S X N7 A A 2 A R —
MRS A OFTRAAE. AT 1l A 2 A He Ak e
% (privacy description logic function): PDL (), %%
R ZRNT s

1) serverConstr@authorizer— serverConstr [
authorizer ;

2) PDA, V PDA,—~PDL(pda,) | PDL(pda;);

3) PDA, N PDA,—~PDL(pda, )1 PDL(pda,) ;

4) (pda)—>(PDL(pda));

5) subjConstr@ownerConstr— J hasID. (PDL
(subjConstr) )1  authorizerls. PDL(ownerConstr) ) ;

6) subjConstr@serverConstr— J hasID. (PDL
(subjConstr) )1 A userls. PDL (serverConstr) ) ;

7 C(0P1 : {Owl s T, OW, } st 0Dy, e {le s T
ow, ) NCCopy:ow, (vt,) s 0p,:0w, (vt,))—>C ]
(Fopi{ow, s yow, M1 Jop, {ow s sow,

ow; (ot )+ ow, (vt,)).

3 BRARERSKN
3.1 RRFAR KRG MIESL
Wt e S N AE 22 43 Ay B A 75 SR 434 2 (privacy
requirement description layer) Fl & Fh 75 3R & ] )2
(privacy requirement checking layer)iX 2 JZ, {& 2
iR,

P 2 vl A 5 A% T 50 B8 43y B A T K A ik
2 %2 BB 2 J5 i ) TAE

D 5 1P 5 BB FL B A PA-U B R % aT
HR A REWF PDA-U;

2) FH XML () #4218 5 Xpath 42 BUIR 55 3C
R4 e AR R A B0 IR 55 T B FA B M PA-
S IR W H PDA-S.

2 W A R L R B A O B R R SRR
2. ZE EER B L Tableau X 1 2 38 B B AL
55 W 5 AR AL B 55 W & EAT BRRA TR ORI, S
PG I 45 S [l 25 T

Privacy
Disclosure
Assertion
of Users:
PDA-U

Privacy Attributes
of Users: PA-U

Checking Results

. 3
Customer (Tom)

Description Layer

Knowledge Base
Protége

Assertion
of Service;

Privacy’
Requirement
Checking and
Reason: Pellet

Checking Layer

OWL-S

Privacy Attributes
of Service: PA-S

PDA-S

/

w

Fig. 2 Detection architecture of privacy requirement.

[ 2

3.2 RAERENRGEZEHF

Tom 4 if i = ik 55 4 & # (cloud-service
composer, CSC) ] EBay Wik 5 HEE XA AFA
W SE—Ht 2 B Furniture, HHPE BN A y EBay
AAE VIP /. Tom XAEVIP P AR 2EE A C
M) B4 5 (realName) W A GER#E A OB T%E
HLiE 519 Cof ficephoneNumber) , 3 H # 31k /1 R fEg
WAHAXER. %5 (realName) \ A 4L X A5 B )
i ik CAddressWithoutCommunity ) Fl H, if 5 15
Cof ficephoneNumber) H g #2 it 45 P i 23 &) of 1R

I R 7 IR A 0 A 42

SR TERE B 5 UG . CSC, EBay MR A RS 2 50
WHAAE 20 min N H 3G Bk A P BRALME B

X F EBay B VIP fl P X B AR A, CSC
HAW A% Tom B4 5 (real Name) ANai ik X A5
B Ak (AddressWithoutCommunity) Fl B 15 5 15
Cof ficephoneNumber) $: ik 25 PR 26 /N 5] 5 R J&7 5 78
585 e UG A FETA k%5 2 5 J5 w20 AE 15 min N
F 3l B BT A P BB AL B

SEIBE I 55 W S B — A= R 55 45 CSC L
NAFL WY -4 EBay . Jii% Customer(Tom) 57
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Wi Seller (S). M J& ( Postof fice) 8% 1 i 2\ 7l
(Shipper)iX 4 NPMEEIT, Htp Customer Wl
(name) \FBEF UL Caddress) . BB 4 ( postcode) . HL iF
(phone) J&=HA N B ARG,

Lo Z A1 Tom [0 Seller %23k 1T ¥ K B
(OrdReq), CSC [ ]z 55 2 5 & WA AH G B AL &
PEIE W T A IR 55 2 5 # ik 58 UIR 55 B i /Y A
S Fa R0 JE PRI R 7 B (PriReq) » CSC Wi 4 3] T A 1
AN JE M IS 3 3 B AL PR T IR 55 18] Tom & 2% B A )&

Privacy
Requirement
Checking

Service,

Privacy Feedback

<«—
Feedbac!

Input, Precondition

Customer (Tom)

Fig. 3

Cloud-Service
Composer (CSC)

i
0

PEWCEE 52 I B, s AR5 I8 s X5 i B AL P g 5 |
HEAT 5 AL SR W % T8 BIp A AN B ORA AR BR T E R A2 H.
Seller W ] OrdReq F1 CSC A ¥ 7 5 2 i B
(NegoSuce) J5 » 3 £E Postof fice B{3E Shipper Jn] Tom
& 1% 5% ¥ (PostReq/ShipReq) , 3] 1% J5 (PostEnd/
ShipEnd) Posto f fice 8,3 Shipper TR Tom L f}
Bk, Tom W B 53 ¥ I AT 17 3005 8 Hl Seller 28
5 5E W (PostSucc/ShipSuce). % % 4] i) 52 5 3 5 N
Bl 3 PR :

Cryptographic
Service

Platform

E-commerce .
Service

Service

Input, Precondition

Infrastructure
Service

Online purchase case.

K3 fELka 2 i

AT S B SR MG I 55 P AL BE AR O Intel®
Core™2 Duo CPU 2. 20 GHz, W7f H 2 GB, #:4E &

%44 Windows 7 32 b, AR AR T H 2R H W 0 18 K
FIT Java 1B T A A K 448 T B Protége, [

Classifying 33 elements
Classifying: 108% complete in 08:00
Classifying finished in 08:08

owl:Thing
ontologyl1358410681718:customer
ontologyl1358418681718:man
ontologyl1358410681710:woman
ontology135841068171A:privacy
ontologyl1358410681718: ID-Card—Number
ontology1358410681710:address

ontologyl135841068171A:street
ontologyl1358410681718:community
ontologyl135841068171A:name
ontologyl1358410681718:nickName

ontologyl1358410681710A:realName
ontologyl358410681718:f irstName
ontologyl135841068171A: lastName

ontologyl1358410681718:phone
ontologyl135841068171A:Mobile
ontologyl35841068171@:of f icePhone
ontologyl135841068171A:zipCode
ontology1358410681718:privacyholder

ontology1358410681710A:8eller
ontology135841086817108:bank

ontologyl135841068171@:shipper

E:\test\pellet-2.3.8>pellet classify e:\test\privacy—requirement—checking.owl

ontologyl1358410681710:addressWithCommunity v addressWithCommunity
ontologyl1358410681710: addressWithoutCommunity > addressWithoutCommunity
ontologyl135841068171A:city community
ontologyl1358410681710:country v-@name

ontology135841068171A:province

ontologyl358410681718:MisFirstName
ontologyl1358410681718:MrFirstName

ontologyl358410681718:secondName

ontology135841068171A:E-commerceService

ontology135841068171A:cloudServiceComposer

v & Thing
v--@ customer
@ man
woman
V@ privacy

ID-Card-Number
v-@address

V@ nickName
"MisFirstName
P MrFirstName
V-@realName
firstName
lastName
secondName
v-@phone
Mobile
officePhone
zipCode
V@ privacyholder
@ E-commerceService
' Seller
cloudServiceComposer
@ shipper

Fig. 4 Classes of privacy conflict detection ontology.
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A el P 25 1 5 L 22 K2 Mind Swap 5256 % IF & 1Y
Pellet #ESHLAE Jy v 28 K 0 9 36 0E T B AR 5
2.3.0.

Bt FeAT AT Protege Xt 1 34 W 4y %2 {9 g 2
R Fh v 28 ¥ I A f&< privacy-conflict-detection. owl,
IH A v £ AR A 0 S 451 SR R Thox, F) I HE A& L )
P RN S8 S S FH P B RL A G T T o (B2 N B Ak
&8 Abox, Thox 1 Abox 4 i T [ AA 1 28 462 I 0
PHE ARG B Y privacy-conflict-detection. owl 3
PEAETRAE AR HIHL e 3500 test H R L ] Pellet 3
e, BR3P LIR 4 25

1) F* 42 pellet classify e: \ test\ privacy-
requirement-checking. owl X} AR P17 428 . 15 2 f
FO v g R I AR A T 2 ) 54 L A 4 P

2) 3E 3t Pellet #fi HAL AT B FA wh 58 A% #4 SC 1%
privacy-conflict-detection. owl i j #iy 2 pellet info
e:\test\ privacy-requirement-checking. owl & 7/x 4%
RSCHE P EZE B A Axioms iy 208 4>, o
BN FH Logical Axioms & 157 >, M Individuals

A 20 4>, 2K Classes i 32 4>, X 2 J& M Object
Properties 2 19 4~ Bag5 LA 5 Frw.

3) f#i F fiv & pellet consistency e: \ test \
privacy-requirement-checking. owl &4l A< f& 3¢ 44
S — M BRI WK 6 s, B
consistent: yes. i i3 X 45 B, T AT 0T DAAE 5 AR 4R
e SR A AU vh (AL AR 1A X B — B BN R L
ANAEAE PR 5E s NI DR UE T A (A A A8 152 48 0 B 22 [
PEAT W 5 A0 A4 1) 1 45 SR B I A 1 R e —

4) ffi i iy & pellet unsat e: \ test\ privacy-
requirement-checking. owl 3¢ & il A% 44 3C 44 Hp 1 AR
TR & 5 38 58 2 ) %) ] ol 2 1 RO AR (R A 5
E & 2 B) 0 G 22 75 00 2 22 0 B R A R N [
7 B~ s AR/ Found no unclassifiable concepts. I
S5, FRRA v 5 A I H1TE A vh i e 55 4 it L D
ARS8 B AL A #F privacyHolder 194> {4 By
A 0 B ADARE &0 2 ] P 1) B A O 4 T 35 @0 PRI
UEHT T P 9 B O 4 45 IR 55 2 11 2 i B AL SR g =2
] AN AEAE i 5E.

OUL Profile = OWL 2 DL
DL Expressivity = ALR
Axioms = 288

Logical Axioms = 157

GCI Axioms = B
Individuals = 28

Classes = 32

Object Properties = 19
Data Properties = @
Annotation Properties = @

E:\test\pellet-2.3.8>pellet info e:\test\privacy—requirement—checking.owl
Information about file:/e:/test/privacy—requirement—checking.owl (<http://uwuu.se
manticweb.org/ontologies/2013/8/0ntologyl3584160681710.0wl>>

Fig. 5 Main information of ontology model.

Bl 5 ARG E AR

Consistent: Yes

E:\test\pellet-2.3.8>

E:\test\pellet—-2.3.8>pellet consistency e:\test\privacy-requirement—checking.owl

Fig. 6 Consistent checking of conception in ontology model.

K6 AR b s i — Btk

Finding unsatisfiable 31 elements
Finding unsatisfiable:

Found no unsatisfiabhle concepts.

E:\test“\pellet—-2.3.8>pellet unsat e:\test“privacy—requirement—checking.owl

188x complete in BA8:68
Finding unsatisfiable finished in 808:88

Fig. 7 Satisfiability between ontology conception and logical axioms.
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