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Abstract Information security has been one of the focuses of social concern in the age of Internet.
There is no doubt that accurately assessing the security of information medium is becoming the focus
of the present information security work. For evaluating the risk of the large-scale distributed complex
information system, we propose a risk evaluation method of the complex information system based on
threat propagation sampling. Firstly, when the threats propagate in the complex information system,
the number of threat propagation trees (TPT) is reduced by sampling the transition states of the asset
nodes and the threat propagation edges emitted by the asset nodes, then computing the expected value
loss of each node in the threat propagation tree and the probability of each threat propagation tree to
evaluate the risk of the complex information system. The experimental analysis not only shows the
risk evaluation proposed in this paper has higher time-efficient compared with the traditional combined
strategy when producing the threat propagation tree, but also can make an objective and accurate risk
evaluation. Furthermore, it can give more comprehensive and rational security-guide advices for
security-risk managers when developing some security protection strategies on the asset nodes of the

complex information system.

Key words complex information system; threat propagation sampling; risk evaluation; asset node;

threat propagation edge; threat propagation trees (TPT)
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Fig. 1 Complex information system instance.
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Fig. 5 The mapping from probability distribution values to continuous interval (0,1).
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Fig. 6 The mapping from probability distribution values H(+) to continuous interval (0,1).
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Table 2 Time-Memory Efficiency of Constructing Threat

Propagation Trees for Different Number of Nodes

R2 FRERAETERBMEBR T ZHELR
Number of Combined Strategy Sampling Strategy

Nodes Time/s ~ Memory/MB  Time/s ~ Memory/MB
1 0.0001 2.0010 0.0158 4.0280
2 0. 0006 2.0403 0.0178 4.3471
3 0.0013 2.1600 0.0186 4.8299
4 0.0089 3.5860 0.0354 6.7476
5 0.0250 23.5800 0.046 8 13.9480
6 0.094 6 103.9297 0.0684 24.8294
7 1.1980 687.8046 0.1145 31.4011
8 55. 447 1031.8520 0.1547 47.1887
9 Over Time Over Memory  0.2774 97.0079

10 Over Time Over Memory 0. 3680 193.1329

FEFE 3 WL B T B X B 22 45 08 H 58 42
TR FH R AR SR W 2 G U A2 48 B 114 IF i) 28R ] LA
G SRR B 30 AN B TR I E) A A 2 T A
TR T I T 8 A~ 4% aed Jr 6 B[], AR B Sk, SR AR 5 W A
A B B A I [8] 20R  BH SO0 T 2 A S
Table 3 Time Efficiency of Sampling Strategy for Different

Number of Nodes

R3 TREESHET R RIS & AL B T 55 B 18] 3

Number of Time Number of Time
Nodes Efficiency/s Nodes Efficiency/s
11 0.53 23 71.63
12 0.99 24 116. 29
13 1.12 25 168. 56
14 1.91 26 243. 25
15 2.71 27 379. 24
16 3.87 28 545. 84
17 7.07 29 831.19
18 8.35 30 1245. 80
19 15. 31 31 1876. 88
20 19. 85) 32 2812.23
21 31.68 33 4201. 69
22 47.03 34 6309. 42

FO L TOIR R 2 A TR R A R LRk
1 o 2 52 R T2 A0 O T A 2% AR et 1 2 A T i 7
g URIRES SR S TR A R RS S Syl
I O - TSR A s HUT5 8 B AT SRR I ALk )
E IR ELPNC R iR IR SR Y NP R DR RE g
D S RE IR R ARG T 2 sl ol A% 178 AR I T 75 25 1)
55 N 8] BT G AR S PR AR R AR A b A R
S 56 A 1R 1 A] e 1 A 3 BV A 52 s A 4 P BT 3 3

P18 52 % DO 2% D 45 ) TR R 4 T 2 Al o 4 BT 1.
ISR SR A S B el TP A 80R S TE
4.2 RERBEITEZERSHT

Ry ik — 2 B E AR SCHE S R B 4 S R R RS I
A 48 19 R AT SR A ) JB PO A A AR A B s CR B
T ) 7 A4 A 18R G0 KU DA i O b L AR 8
I\ ZR G 0B RS B 2 4 2 A S R LA R
W £ S0 SR8 A 98 A 7 1k A A8 1) LG RN 43 s LA i
TR I R TR W 1) XU T A AR R 7 5 2 M B R G
ol r ) O FE B AR B

TESCY . DAL 7 BT 7R Y 8 45 0 N 45 4 45 4
G=G(A,E),A={0,1,,7} Rl , T3 HE—
ANGE R R TR U B 6 2R 48 T R A4 S0 B
AU

Fig. 7 The complex information system topology graph
with 8 nodes.

K7 A 8 MEME R E RGN
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Wass e VL s T, s BN 18 7 s $h Fh 45
P A B 25 SRS AR S= {50051} (so KRGS AT
IR S s 50 7R 45 5032 B Ui 78 F s 19 % 3 4R
D MESITERE V="{v 0} BHE T="{t..to, 1.}
G e g g R Ve ) AR I AR A 1 5 RS 2
JIT IR V8 RH N 29 R 5% A AT B AL 46 Ak B 45 s IR
B o) I & B2 9, & U R ¢ LU

LA HIRE 38 35 5 A 45 s 60 AR 2 T 7% A i 4 2%
AW FE 3 2 E AW, =100 B9 251 T 2E 17 BEAL W) 4
e N 4 o

Table 4 Value Loss AW from Node’s State Transition
T4 EERSEBMERK AW

Node ID  Original State Transitional State Loss Value AW
0 S0 s1 20. 389
1 S0 51 6.892
2 S0 s1 15.073
3 S0 51 21.465
4 S0 s 3.074
5 S0 1 7.402
6 S0 s 13.839
7 S0 51 11. 866
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G TR Ty v A Y SR A% B R 3R 69 750 BR L T
Xof RS A 3k DI K7D A A2 5 AR S 2R B R — AR
UM% 1 R JUT Al R 11 2R e 1 B XL ) S A5 D) S B
TESEBR N s AATTHE 220G 3 19 2 0 A R 4 v 1
JE A A AR o DRI s 7 32 5 3 o OB AR SR 4 )
M A A A AR (L3R 5) 15 ik 21 4 SR g T 1k R
BB % A MR B i 1) 20 R B £ 1% B (DL 3 6) HF
F1XF B HT

TER 6 T AW LLUIMERE “6:471, 57 :51,7 R
151 S AR e /R 8 (36 5 A B A% 37 B 3 718 1Y
R 6 Ry ARTED 45 586 52 B R R o AR
IO R AR L 76 56 78 2R IR A 5 S ) L

Jit A AR AR AT G 2 a5 A R B0 S 0 s SR I I
i X AR &R AT O 46 4 R T AR TR O R A RS
FeRe A5 R0 A RN T R RS RE R IR S H A A A
20 R i A5 A R A B (EUR S AT 4 K B
JRR X AR 08 AT 383 245 a5 10 A A T R T 4
7 BT U co S0 AR A T 25 55 A
Ty B 515 R AR A B A% It 23 1) JEAH 48 L s 45
AR BT B L T R o G A 0 T B A R
BRI . 20 Bl 7 3 b 45 0 i) 1% 1 ¢
1k B — BB ML G, BB 7 AT S AR 6 2
B JERPE UM ¢ AE B S5 8306 09 AR & AT 45
B (3.4,5, 7)o i T AN [F) 45 0T Jg B 1Y) 42 4 B 10 g
J1A AT REASTR] R AN — 52 BT A7 AH 408l 8% 45 i AT
BB E T 2. P B 76 04700 57 : 52, "R ALY
JUPHE R

Table S Threat Propagation Trees Constructed by Sampling Strategy with 2 000 Sampling
£S5 RERE 2000 % REREBHBMEER
Expected Loss of Value for Nodes Probability Expected Risk Expected Risk

™t 0 1 2 3 4 6 7 of TPT of TPT of System
6 0. 00 0. 00 0. 00 0. 00 0. 00 0. 00 2.57 0. 00 4.89E—02 1. 26E—01
6:357t 0. 00 0. 00 0. 00 4,40 0. 00 0. 34 2.56 1.68 7.33E—04 6.59E—03
6:3710 0. 00 0. 00 0. 00 4. 40 0. 00 0. 00 2.56 1. 68 6.38E—04 5.52E—03
6:57t 0. 00 0. 00 0. 00 0. 00 0. 00 0. 34 2.56 1. 68 6. 28E—04 2.88E—03
6:7ty 0. 00 0. 00 0. 00 0. 00 0. 00 0. 00 2.56 1. 68 5. 47TE—04 2.32E—03
6:7t 0.00 0. 00 0.00 0. 00 0. 00 0.00 2.56 4.71 5. 16E—04 3.76E—03
6:471 0. 00 0. 00 0. 00 0. 00 0.58 0. 00 2.56 4.71 4. 83E—04 3.80E—03
6:571 0. 00 0. 00 0. 00 0. 00 0. 00 1. 44 2.56 4.71 4. 79E—04 4.17E—03
6:4571 0. 00 0. 00 0. 00 0. 00 0.58 1. 44 2.56 4.71 4. 48E—04 4.17E—03
6:371) 0. 00 0. 00 0. 00 1.41 0. 00 0. 00 2.56 4.71 4. 48E—04 3.89E—03

1.83E—01
6:347t; 0. 00 0. 00 0. 00 1.41 0.58 0. 00 2.56 4.71 4. 19E—04 3.88E—03
6:357t 0. 00 0. 00 0. 00 1.41 0. 00 1. 44 2.56 4.71 4. 15E—04 4.21E—03
6:34571 0. 00 0. 00 0. 00 1. 41 0.58 1. 44 2.56 4. 71 3.89E—04 4.16E—03
6:3457¢, 0. 00 0. 00 0. 00 4. 40 0.21 0. 34 2.56 1. 68 3.46E—04 3.18E—03
6:347t 0. 00 0. 00 0. 00 4,40 0.21 0. 00 2.56 1.68 3.01E—04 2.67E—03
6:457t 0. 00 0. 00 0. 00 0.00 0.21 0.34 2.56 1.68 2.97TE—04 1.42E—03
6:47¢ 0. 00 0. 00 0. 00 0. 00 0.21 0. 00 2.56 1. 68 2.58E—04 1. 156E—03
6:347t1;4:010 1.97 1.05 0. 00 1.41 0.58 0. 00 2.56 4.71 6.63E—06 8. 15E—05
6:45711 34 : 029 4. 00 0. 00 0.00 0. 00 0.58 1.44 2.56 4.71 1. 95E—06 2.60E—05
6:3454033:7t0 0. 00 0. 00 0. 00 4.40 0.21 0.34 2.56 1.68 2.62E—08 2.41E—07

R 6 Hh A Bl 2 1 J AL — B ) A A2 2%
TR RGN AR B0 A5 20 09 a2k P
R A2 408 A0 0T B XU 73445 5 =0 (12D, BT 315345 3]

AR — B 5] 9 3% & S8 S R XUBS O 1. 87E— 01,
BRH AR ITEIFAEAZ R E R R LA T —1
NN AP AR ] B st 48 | rik 1.
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Table 6 Threat Propagation Trees with Top 20 Probability Constructed by Combined Strategy
x6 HAERMAFRERNEEMERSH 20 REPEER
Expected Loss of Value for Nodes Probability ~Expected Risk Expected Risk

B 0 1 2 3 4 5 6 7 of TPT of TPT of System
6 0. 00 0. 00 0. 00 0.00 0. 00 .00 2.56 0. 00 4. 90E—02 1. 26E—01
6:357t0 0. 00 0. 00 0. 00 4. 40 0. 00 .34 2.56 1.68 7.33E—04 6.59E—03
6:37¢ 0. 00 0. 00 0. 00 4. 40 0. 00 .00 2.56 1.68 6.38E—04 5.52E—03
6:57¢ 0. 00 0. 00 0. 00 0. 00 0. 00 .34 2.56 1.68 6. 28E—04 2.88E—03
6:7t0 0. 00 0. 00 0. 00 0.00 0. 00 .00 2.56 1.68 5. 47E—04 2.32E—03
6:70 0. 00 0. 00 0. 00 0.00 0. 00 .00 2.56 4.71 5. 16E—04 3.76E—03
6:471 0. 00 0. 00 0. 00 0. 00 0.58 .00 2.56 4.71 4.83E—04 3.80E—03
6:571; 0. 00 0. 00 0. 00 0.00 0. 00 .44 2.56 4.71 4. 79E—04 4.17E—03
6:457t, 0. 00 0. 00 0. 00 0.00 0.58 .44 2.56 4.71 4. 48E—04 4.17E—03
6:371 0. 00 0. 00 0. 00 1. 41 0. 00 .00 2.56 4.71 4. 48E—04 3.89E—03

1. 87E—01
6:3471, 0.00 0. 00 0. 00 1. 41 0.58 .00 2.56 4.71 4. 19E—04 3.88E—03
6:357t 0. 00 0. 00 0. 00 1. 41 0. 00 .44 2.56 4.71 4. 15E—04 4.21E—03
6:34571, 0. 00 0. 00 0. 00 1. 41 0.58 .44 2.56 4.71 3.89E—04 4.16E—03
6:34571 0. 00 0. 00 0. 00 4.40 0.21 .34 2.56 1.68 3. 46E—04 3.18E—03
6:34710 0. 00 0. 00 0. 00 4. 40 0.21 .00 2.56 1.68 3.01E—04 2.67E—03
6:457t 0. 00 0. 00 0. 00 0.00 0.21 .34 2.56 1.68 2.97E—04 1. 42E—03
6:471 0. 00 0. 00 0. 00 0.00 0.21 .00 2.56 1.68 2.58E—04 1. 15E—03
6:47t1;7:30 0. 00 0. 00 0. 00 1. 41 0.58 .00 2.56 4.71 1. 24E—04 1. 156E—03
6:4711;7:5¢t0 0. 00 0. 00 0. 00 0.00 0.58 34 2.56 4.71 1. 24E—04 1.01E—03
6:4711;7:5t 0. 00 0. 00 0. 00 0. 00 0.58 44 2.56 4.71 1. 19E—04 1.11E—03

AT BT BT AT R BE A £ R AR L 2 T I 4
MR R I 52 25 B ARG TEA BRI B 1,
WLIT VR 22 AR SR S L T 4 R RR S Bl i %
i 10 AT R A 110 o A 78 8 2B 1S v R AR SRS ) B
TR TR R 54 & W Ik A B M/NRZER R
G XK (W3R 5 Fi 7R o i HL 306 34 RE % 45 1 &
15 B ARG RY B, T AR I (8] CRAEE M 55 3% 4 104z
FT OO TR RUBE P R 10 52 29 5 B AR eI id RE AR 15
B s 38eR.
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Fig. 8 The frequency of different nodes emerging in

different threat propagation trees.
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