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Abstract In outsourcing cloud storage environment, users cannot completely trust storage service
providers. It is a challenge problem to validate whether storage service providers are faithfully
maintaining enough replicas complying its promise with users. Most of existing solutions have several
disadvantages, such as low efficiency, high computation overload and the absence of supporting for
dynamic data updating. A multiple replica cloud storage model with Collector is presented, and a
novel multiple replica possession proving scheme, namely MRP-PKP (multiple replica possession
proving scheme based on public key partition) , is proposed based on public key partition. In preparing
phrase, a public key is divided into several private shares and distributed to corresponding storage
servers. In validating phrase, only after all storage servers show their possession evidences can the
challenge be admitted as success. The scheme is designed to defeat collude adversaries, and can
support dynamic data updating operations at block level easily. It is the first scheme to validate all
replica’s possessions with just one challenge. Both theoretical analysis and simulating experiment
show that MRP-PKP scheme has higher secure guarantee, lower communication cost and computation

overload than existing schemes.
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Fig. 1 Cloud storage and access pattern.
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Fig. 2 A multi-replica cloud storage model with Collector.
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Stepl. Choose a secret key «;
Step2. Send request {r} to Collector;
Step3. Receive I from Collector, PKPartition(zx,r) =Ej
For 1<5i<<r
Send e; to the i-th Storage Server;
Stepd. b={b1 bz, 3b,}
Step5. For 1<{i<{r,generate each replica M;
For 1<{j<{t¢,generate each block of M;
mij=b; X (7D 5
Send M; to S;;
Step6. For 1<{j<(r.generate block tag T;
For 1<i<r
T;=T; X¢(i,j))* % mod N;
T;=0;XTj;

Send T; to Collector.

Fig. 3 The pseudo-code of user side at replica storage

phrase.
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Stepl. Receive p; from S;;

Step2. p=pXpi mod N;

Step3. For each k€ C,generate validating tag T
T=TXT; mod N;

Step4. Send (p,T) to User.

Fig. 4 The pseudo-code of storage server side at

replica challenging phrase.

P4 ZRIA 3R LBk AR B A A7 A1 AT R D B A

Stepl: Receive (p » T) from Collector;
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=

Fig. 5 The pseudo-code of user side at evidence

validating phrase.
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Fig. 6 The block numbers change with different
modifying proportion.
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Fig. 7 The topology of the experimental system.
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Vil iZ R G, H st an gl 7 s,

A IR 55 v 0 S (A $5 1 & Collector 1 15
& Storage Server) % IBM HLZE R R 55 28 s & P i
K8 PC AL Java 5 T H P a2 i A
TR EAETE — B WSS AL E A — A R R
WL anER 1 s

Table 1 The Parameters of Both Server and Client
®1 BREFEMEPHEDTRERER

Device Type IBM Server PC
OS Type Ubuntul0. 0. 2 Windows XP
CPU 8 2
Memory/GB 4(DDR3) 1
Hard Disk/GB 146 X 2(SAS) 160
Network Adapter/Mbps 100 100

5.3 XWHREDW

TE LR S8 R G i B S B T MRP-PKP Jy
Z PRI RS B T MR-PDP Jr 520 P o 2%
BB N (0 ¥ o8 512 by fr A S2 86 S fT 10
UK B 10 YRAAT 45 S 19 - 4 {8 M A S8 d

1) FEf T 8

AR BRI AS 43 B i) K/ ok & MR-PDP J7 8 #¢
JE SO B 15— A AL A 5 A T, 6 AR R B4 hin 5
25485 1 MRP-PKP J7 2 W& 78 U d e B 5 — A4
Bl ML 65 A T o A B A B A TR At b 3 o &)
16 B (19 25 42t . 760l A AR EAE 43 Hemd o 3 58 fin J2 mT
DL 20 0. 0 n > B4l o B 512 B B, S2BR | H
JNT 29 300 78 . R F 3R g B, 3 b 4
A

2) i AFE I

TE Bl A A7 By Be - MR-PDP 5 MRP-PKP J5 %
T BB B A KR 2 o AR IR S5 an =X (D AT g
MRP-PKP J5 %2 H Rl A% (1) 25 2 W S 386 fin. ok 4, P
TG BARAT S LR - NHNBRAE HH .24
Sk 128 b 5Bk R 565 By B, o8 T 8RE - AN EIVA Y
FE7E . MRP-PKP J7 58 % MR 55 i & 3% — IR p FI
T 2N o, AF 25 2 4> 512 b 1935 &5 1l MR-
PDP J5 % W 75 224 — B UF A5 4> 8l A% 09 17 78 B B
T Al 2 A~ 512 b By B Btk MRP-PKP J5 %
(38 15 JF 8510 MR-PDP 17 %819 1/r.

3) TR I

@ FA A Bl T A ) 3

TSI 3 E AN [ B FR R /N SR FH o 8 %o
AN TR R /N 08 B0 A A I A B E A A R — et

X BB B RO B RN 512 BLRIA K 5.
AR AR 2 s .

Table 2 The Replica Generating Time Cost of Both Schemes

F2 AEAEZBIARERFHLE ms
Algorithm
Block Size
MR-PDP MRP-PKP
1 KB 0.0143 0.0390
10 KB 0.1257 0.3559
100 KB 7.2736 5.0213
1 MB 20.4028 50.3147
10 MB 251.3500 556.9493
100 MB 2654.1692 4683.8531

AP UL T MR-PDP J7 5 2 fil FH B4 B Xt B 114
KBRS — A BEHLAE S AN 5 1 MRP-PKP J5 %02
o P R84 T L Y DR B 5 — A B LS ) A 5fe
LT T AH [R] K/N B9 8Os SCF . MR-PDP J7 % L
MRP-PKP 75 G R AH G AR AT Ab T [R) — A4~ Bk 2.
TEAE A KA B /N A DL AR 5 3 2 Ul

@ Bl bR 28 A BT Y I

3 590 I A A [ B B /N T R 2 Bl 7 S
AN TR /I K AR ST A B RSCHRE o 48 F) I 1) 4 4
®3FRAPUR:

Table 3 The Data Tag Generating Time Cost of MR-PDP
&3 MR-PDP S REFERZEMFFH ms

File Block Size

Size 128B 256 B 512B 1KB 2KB
1KB  0.0160  0.0151 0.09593 0.0896  0.0897
10KB  1.261 1.097 1.058 0.953 0.916
100KB 13.538 10. 638 9.473 8. 670 8.347
1MB  118.496  98.396 89.834  83.230 77.558
10MB 1192.46  967.864  867.832  815.30 726. 26
100 MB 12469.5 9823.70 9045.73 8526.1  7838.8

Table 4 The Data Tag Generating Time Cost of MRP-PKP
% 4 MRP-PKP 75 R E R AR & 4 L FF 54 ms

File Block Size

Size 128 B 256 B 512B 1KB 2KB
1KB 0.0142 0.0147 0.0038 0.0061 0.0033
10 KB 0.2677 0.1318 0.0861 0.0249 0.0104
100KB 1.5446  0.6732  0.4109  0.3063  0.1689
IMB  15.029  7.6896  6.3768 2.075 1.0092
10 MB 103.764 71.931 35.494 28.723 17.039
100 MB 116.403  725.85  462.875  322.26  268.92
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AL X 6] — Bh 7 2000 5 BE 43 BRI
s 5 R 53 ) Bl P T /D TR AR R B A
ZEACH S i DABSCHE AR 2 A T B B 2 el X T
AH TR 53 BN Bifi 2 SO RN R 38 8080 A 28 2 1l
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XFEE R 3 FE 4 W a] DL & B, A AR [R] 23 B RN
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PDP Jy 5 it 5 I 8] IR 4 56 /D X & A 2 MR-PDP Jy
ZPhR I A K
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Sz gk AR ] . MRP-PKP J5 22 F i =X (3) #H
(7)) s BROCR P 10 4.

Q@ Pk ik 5 5 1k o ik

AR — Mt OB S e =950, BIA SR r=5,
Bs PAB BB p=520. MRS5S 5. 1 17 Pk R B4
A IHEE A 3 7R X Fh 25 14 F B K 77 B Pk min (59,
ONEAEY. 53 5K TE A R8s e RN R 2
Tt 7 G X AN 8] /IS B B0 S AT I 43 0] 3 s
U A= 185 8 5 TF i 55 1Y I R] B Pk R I
ZERANFE 5.8 6 PR

Table S The Challenging Time Cost of MR-PDP

&5 MR-PDP 77 REI APk & FF 54 ms
File Block Size
Size 128B 256 B 512B 1KB 2KB
1KB  534.86 327.91 321. 82 263. 42 155. 02
10KB 3112.1  2740.0  1657.4  1073.5  821.40
100KB 2548.2  2386.3  2371.3  2437.4  2415.7
1IMB  2837.6  2664.7  2874.6  2707.7  3732.5
10MB 3545.1  2848.9  3147.6  2582.8  3974.6
100 MB 3530.8  3374.5  2750.9  2979.4  3483.3

Table 6 The Challenging Time Cost of MRP-PKP
% 6 MRP-PKP 75 &I Ak i 7 84 ms

File Block Size
Size 128B 256 B 512B 1KB 2KB
1KB  404.022  298.263 200.183  87.655 88.903
10KB  459.782  475.134  333.700  367.068  245.27
100KB 558.302  512.141  692.967  608.169  723.08
1MB  580.611 529.574  634.053  594.850  639.99
10MB  647.127 594,850  587.886  633.236  673.93
100 MB 670,185  575.854  614.542  608.678  702.28

AL 56T R —Bh 7 S PR 6 Bl 2 R

T/ INEE I s /0 s 45 )R A SR DRIV /I 1 B 6
Sk BH I 3R DR Oy 0 B Bk R B B e /b > B e
PR T 60 J5 . 75 2Pk R i HegORa s 78 59 S, IRt Bk
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3500 ms 2ZJa] ;1 MRP-PKP /& 294 500~700 ms
Z ).

P 5 A 6 W] L& B, MRP-PKP J5 %
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FERRRE N 59 P, MR-PDP J7 %8 I 75 B [A] 2 2y
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