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Abstract With advances in wireless communication and mobile positioning technologies, location-
based services (1LBSs) have seen wide-spread adoption. The academia and industry have pay attention
to location privacy preserving in LLBSs for about ten years. Most existing location cloaking algorithms
over road networks are based on DFS-based or BFS-based graph traversal algorithms. However, the
main drawback of these approaches is the repetitive global road network traversal, which results in the
low efficiency and high communication cost. In order to resolve the problem, we propose a network
Voronoi-based location anonymization algorithm NVLA on road networks. Under the help of network
Voronoi diagram (NVD), the road network is divided into several network Voronoi cells offline.
Then, we reduce the problem of anonymization over the global road network into finding cloaking sets
in local network Voronoi cells (NVC). Next, according to the number of road segments and the
number of users in a cell, network Voronoi cells are classified to unsafe, safe-medium and safe-large
cells. Finally, according to the features of the different network Voronoi cells, different cloaking
algorithms are proposed. We design and conduct a series of experiments, and the experimental results
validate the efficiency and effectiveness of the proposed algorithm. The average cloaking time is only
0.4 ms and the cloaking success rate is about 100%. On the other hand, only 0. 01% of the query cost

is sacrificed.

Key words location privacy; network Voronoi diagram (NVD); road networks; location-based

services (LLBSs); mobile computing
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Fig. 7 Evaluation of algorithms using six evaluation metircs over different anonymity requirement level K.
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Fig. 8 Evaluation of algorithms using six evaluation metircs over different segment diversity levels L.

B8 3 ATEIEAE 6 NVPMbr e L BE A % Be 2= 5wt L AR fR Y L85

5.5 HEATRYE

AR T 3 3 BN FR G v Ry BE 44 P BCRE DT B
M rT g k. P B S e TR 55 X b P R
H5R% TAEE. FBRUE R T 10000~100 000 3

P 386 LY P PR 28 POTs 395 3 46 46 5 1
R I B 1 2 L

9 % T 3 B0 A BT 1 8 L 34 7 3
£ 1002 M. [ 9 (b) 5o B 112 5



W RS S M4 T M4 Voronoi [&] Y B FA TR 3P 5 1%

2761

TreeCA V- {5 B0 2 W B 1%, X 02 Xk Bl & -
B 0y 3G, B K Be B 0 P BOIR s L B DA
AR IR B AL 5 R B T T 44 4 B o 1Y % BB AIR. 4R
1M TreeCA V- 15 B 7E T A ICE FARAA R T
GTCA fil NVLA. GTCA §F- 3415 B Wikt & H 5k
FHE MR AN A X R GTCA J™ 4% e i F 1)
BT R (K. L) FHREAE, SR E A eI
KA Z T NVLA #9-F 2515 B Se B A - 4L
FIRY 185 o 328 7 B AT L 24 P BOR T 50000 )5 9 4F B
TR FE AN AR, 33X 02 B oy Bl P % B2 A 3 i, NVILA
TERC /D 1 B B b BIVAT R 2038 /2 P BE 44 W R B
Bt s IR A A 9 (o) 15 BE S0 . B 2 B H - 4k
Y AR SLHE N, BOAK T D Y B B AR B AT A B 8
()24 P AR R TP 7 25 S PR SR W AE A il
i 1A 48 B v AL 19 24 8% BeOR ] P B R 1R
A5 A BRI AN B TE TR B L NVLA K
SR T GTCA.

B 9CoH A 9(d) &R T HI P it XAl X Fe 44
JEE FIURE X B B 25 S e 52 . 18] 9 (o) R Bl
BN, TreeCA AH X 24 B 2 W R A%, 1X =& R
TEA BB S H P 8B Wi £ . TreeCA H
Ji 1] b 4k B 4 R 1 2 L 2 v BRI B Y B B
IR . B9 () W, B E % RE Y 88
TreeCA FYAH XS % B 22 5 14 12 7 98 /0 {H 24 H] 7
NE 100 000 B, TreeCA #K 4Rk 2 GTCA 1 NVLA

2 A5, T P BB 4 8 (KO RN B 25 S P R (D)
AR T LL GTCA [ AH X BE 44 B2 FAH X i B 22 55
WA b A P B A8 e A2 4k, B9 (o) BR
NVLA AHXFBE 45 B2 B & FH 850 00 38 oo 4 5, 3
U5 F B 6 B b P B m 3 m. an i 9 (D Iraw
NVLA (R B% B 25 5 B WE & P 50 19 38 n %
REAIG, > I P e | 50 000 B PR AP FR, S5 9
(b) - 35945 B i 28 b i 3 — . SR, TR 7E
FEXT I 44 30 2 5 B3 R 0T 25 S P O T A6 P A I
I NVLA [t GTCA #3151 & By PR o B2
Kl 9Ce) R 1 3 AR B 1 44 W) ) (1) 22 1
Bl B E R g8 TAE BRI, NVLA (9 °F ¥ 1 4 i)
) S8 3 A0 L 25 ] P e 60 000 B T A& E. Y
iR 10 000 B, NVLA {334 B 4 i 6] 4 0. 2 ms;
4 P R HE N F] 100 000 B, S 34 BE 44 B ] A
0.45ms. X F GTCA M T . LitBshH P im L
/U i I A B T ) B ) 2 [ . (EL: L 25 T P R
SR F P oA AR B B 4 )R] S B REAE T
FRH P BT AE () B B b Bt P B R K B
B S W P B B T SR P I A B Bk
L, BT LAFE 24 B[R] 98 A1, SR, 2R P 8 B 4k 22 44
R W5 B BBl 5 ) P 5B R R P 1 B 44
R oK L B 22 1 B[R] R AE T 38 S i SR A 4
UL R AT B 22 S TR oK. TreeCA (97 #y 1 44 B
Vi) it 5 FH P 50t 1 38 8 i IR AR5 |, TreeCA

107X Number of Users

(d) Relative segment diversity level

107X Number of Users

(e) Cloaking time

= 100 5 ° 400
3 g g
2 L —— NVLA = —— NVLA
= 90 > —=— GTCA & 300 —— GTCA
8 g —— TreeCA g —— TreeCA
g & £ £ 200
@ —— NVLA P g
@ 70t —= GTCA S 2 100
8 —— TreeCA 3 &
< 60 R B
10 30 50 70 90 10 30 50 70 90 10 30 50 70 90
103X Number of Users 107X Number of Users 107X Number of Users
(a) Success rate (b) Entopy (c) Relative anonymity level
— 600 g 6 = 2.5
g e S
3 —— NVLA g —— NVLA 2 2.0 —— NVLA
= 400 —=— GTCA =l —=— GTCA 3 —=— GTCA
g —— TreeCA 2 —— TreeCA g L5 —— TreeCA
&b o} =}
3 E 9 10
o 200 o 2 &
8 ) § o5
[0} 5 <
=4 0 *—a > 0.0
10 30 50 70 90 < 10 30 50 70 90 10 30 50 70 90

107X Number of Users

(f) Query cost

Fig. 9 Evaluation of algorithms using six evaluation metircs over different number of users in system.

P9 3ANEIEAE 6 AT b e b BEE 22 98 1 B0 i H L



2762

AR S AR 2015, 52(12)

(14) Bsf i) =5 2 T RE 7E A4 1 ST R B I L TG
FUBCRE 20, RO BE 4 iR AR R KL SR BT
FH P R 38 22 B0 7 6 B L 56 B R P BOE Jn B
—WKEZ 20 P AR T R A, 3R T 2 B
WL P B 4% I TR BRI T . 7E BRIV B T, TreeCA
(B 44 Rl NVLA B 5 5.2 GTCA 9 2. 7 £,

B O BRT 3 AH kA m AL o
ME 9D F i NVLA e AN 56 B AR S 57
Fet o J PR 5 i T 2L, T 0 A R EIGE A 1 S BE AL AR
A R Y I BOBOR I S B BROAR P
Hom AR T RRA SRR & A AR AL P B A A
R B BRI RN AR L B LA A dE
1 MERUEE. GTCA fEA R A P 8 - B oR T4 1R
A, G H P A 100000 BF L NVLA 45 1]
M 0. 07%., T GTCA & 0. 06%. 4] 4 i3
NVLA {UHiHE T 25 0. 01% g2 S 45 3] 1 3 42
AT R PR AP AR E T P B I, TreeCA
R 2 04 A 23 ek 20> (82 ROl P B E) 2k 100 000,
TreeCA KSR 2 NVLA 19 1.6 f%,52 GTCA 5 1. 8

. B LU TreeCA $2AE T 47 B 47 9 B2 L (H 2
H T B 24 ] ] A2 1 A0 s TreeCA SE FPEA &
5.6 BEALEBNG

B 72K BnT HERE K2R
FUOECR AR AR, TreeCA,NVLA,GTCA 7£ [ % 5.5
R AF BE R T B 44 B AR B B 2 S P L B A4 ]
A w6 AN TEH bR ifE AR LA 1.

MR BL K F L BIR TreeCA 1645 BN F 1y
B 44 P FIVRE oF B 44 B 3 A4y T e B0 L A P g L
fib 2 ANFEAREE T A A R R PR L (AR L
& i A A B NVLA Fl GTCA 2 8 1R
R 3 3 Ao P K 2 A 9 45 TR A R A 1 4
RS, M Z T NVLA e GTCA 24t T % 4
(B FADRAP s L TreeCA BT iy L Ak 11 5 1)
AbFRAR M /N, BRI NVLA 7 B A 5 370 i BF 45
PERE T T U 7B 0 P-4, S B T R D A AR
WA AR & e 1 R FA R iR . BT 5. 2~
5.5 WAZER A5 % 2 % NVLA, TreeCA,GTCA HY
D RURTBR (AT T RS

Table 2 Summary for the Experiments
xR2 ZTHRHRESE

Representative Anonymization

Good Points

Bad Points

Method Technique
TreeCA Tree-type index-based The entropy, the relative anonymity level, and The cloaking time and the query cost
ree cloaking algorithm the relative segment diversity level are higher. are both high.
Granh 1 al-based The entropy, the relative anonymity level, and
NVLA Trap Ardverm . ase the relative segment diversity level are high.  Query cost is acceptable
cloaking algorithm . ..
Moreover, the method is efficient
Th t , th lati it
o Graph traversal-based The method is more efficient, and the query cost ¢ entropy ¢ e 1?/e anonymity
GTCA X . . level, and the relative segment
cloaking algorithm is low. . .
diversity level are low.
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