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Abstract Hybrid wireless mesh network (HWMN) is the most practical architecture in wireless mesh
networks ( WMNs ), which provides a fusion of heterogeneous wireless networks, network
connectivity and coverage to distributed users in a wide area to support applications in different
domains, such as military, finance and healthcare. Due to the multi-hop and decentralized network
architecture, HWMN is susceptible to various security threats, especially to the internal attacks
aiming to the routing and privacy security. However, existing routing protocols for HWMN cannot
ensure the security and protect the user privacy effectively as they are vulnerable to internal attacks.
Moreover, few of them have taken the energy consumption into account at routing. To solve the above
problem, combining with the characters of the HWMN, this paper proposes a dynamic reputation
mechanism based privacy aware secure routing protocol (RPASRP), which combines a new dynamic
reputation mechanism with the hierarchical key management protocol and hierarchical encryption
scheme. Furthermore, the energy consumption is taken into account in the process of routing.
Simulation results show that RPASRP can implement the security and privacy protection against the

inside attacks more effectively and decrease the energy consumption in the process of routing.
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Table 1 Simulation Parameters

x1 FESHR
Parameters Values
Traffic Type CBR
Simulation Time/s 100
Packet Size/B 1024
Data Rate, Basic Rate/Mbps 1.1
Simulation Area/m? 1000
Number of Nodes 50
Buffer Size/packet 25
€ux s €rx s Coy s €id| W 1.65,1.4,1.4,1. 15

o sBsY1s Y2 0.5,0.5,0.3,0.6,0.3,0.7

(CWmin/CWmax)/B 16/512
(SIFS/DIFS) /s 10/50
Propagation Delay,a/ps 2,20
T/ms 10
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Fig. 2 MIR with different attacks.
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malicious nodes.
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