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Using Code Mobility to Obfuscate Control Flow in Binary Codes

Chen Zhe, Wang Zhi, Wang Xiaochu, and Jia Chunfu
(College of Computer & Control Engineering s Nankai University, Tianjin 300071)

Abstract Code obfuscation is usually used in software protection and malware combating reverse
engineering. There are some security issues in traditional code obfuscation methods, because reverse
engineers can acquire all binary codes. To mitigate this problem, this paper presents a novel control
flow obfuscation approach to protect the control flow of binary codes based on code mobility.
Transforming the significant control logic codes to a remote trusted entity beyond adversary’s control
makes some control flow information invisible at local untrusted execution environment, so that the
binary code’s key behaviors cannot be predicted statically or dynamically. Non-conditional jump
instructions without control information are used to replace some critical conditional jumps to hide
branch conditions and jump target memory addresses, which increases the difficulty of collecting and
reasoning about the program path information. We estimate this obfuscation approach in three
aspects; potency, resilience and cost. And using this approach, we obfuscate the trigger conditions in
six malware samples belonging to different families, and then use the state-of-the-art reverse
engineering tools to reason about their internal control logic. Experimental result shows that our
obfuscation approach is able to protect various branch conditions and reduce the leakage of branch
information at run-time that impedes reverse engineering based on symbolic execution to analyze

program’s internal logic.
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401588: b8 01 00 00 00 mov  $0x1, %eax

40158d: ____85¢0 ______ test _%eax %eax ___ _ __
—4OL38f___ 744a je 0x4015db I
401591: TC7451c 00000000 " movi $0x0, -0x4(%ebp)
401598: eb 09 jmp 0x4015a3
40159a 8b4d fc mov  -0x4(%ebp), %eecx
40159d 83¢101 add $0x1, %ecx
4015a0: 894dfc mov  %ecx, -0x4(%ebp)
4015a3: 8b 55 fc mov  -0x4(%ebp), %eedx
L 40158f: 74 4a je 0x4015db
t t t
Branch Address Branch Condition Target Address

Fig. 1 An example for path information leakage.
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Fig. 3 A framework of obfuscation.
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. “ %eax”) ;
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loc_40120F: 00401028:

call sub 401010 call sub 401010

pop ecx pop ecx

retn retn

Fig. 5 Control flow graph before obfuscation.
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_main:

push ebp

mov ebp,esp

sub  esp.8

push ebx

push esi

push edi

mov  eax,[ebptvar_ 8]
push

call  sub_401000

add esp.4

mov [ebptvar 4], eax
mov  eax,[ebptvar 4]

jmp eax

Fig. 6 Control flow graph after obfuscation.
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Table 1 Number of Conditional Jump
R1 FUYBREECH

Program Origin Obfuaction Cost
Win32. Worm. Blaster 1361 1360 —1
Win32. Malware. ssc 8 5 —3
Win32. Worm. Darker 17 14 —3
Linux/Sickabs!!! 21 16 —5
Linux/ELFPatch. B 38 31 —7
Linux/ELF. Manpages 11 9 —2

Note: Negative cost indicates conditional jump is hidden after

being obfuscated.

STPY (simple theorem prover) J& — 3K 2 i sk
fife T H AT LR C/C++ 18 F sl 4% 18 5
R 7 S BGE B AN LT T A RS TE R A5 S
TR STP X #2771 S0 AT B0 29 0K i, A 3C
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M TR EL A5 A AR W B R i AR
Tt v AR 7 B AN AR TS 1) 2 4L Ir DL STP Jeik 4R
AH L 1) % 428 0 S AR 0 RN 3 U B AT o0 BE A 1 T Ik
FRAT 25 L 38 8 T B UF X PUAT 5 AT 5 24 3K i
1) H Y.
4.3 FEFHFH

KK — ek, A SCHE BT Linux °F & il
Windows ~F-& T /) 6 0% 2 A 4 1], % 72 )5 /Y F
AT I8, 78 Windows XP SP3 #:4E R 4. it H]
VCA++ 6.0 N4k T H , Debug 4 8 0 H X 4% 1R
W B IEACIS 47 % %5 78 Ubuntu 13. 04 #4E R 4,
i/ GCC S 4wis T 5, it g i, 27517 i
{435 3% 4 Intel Core2 Q9400 CPU,2GB RAM, [ {&
SR B B i R UL, CPU L 1 B, e 1E R 55
Windows Server 2003 R2 #r#ERR SP2 32 {57 71 ST »
WAF: 1 GB, sl 75 8 B 2847 98 . 1 Mbps. o T 4 #2
JFBEIE B AT » 4% 3% 45 U e H] TCP BRI 3
R Ry e . i I 4 i3 T H X B P IRE W e
FHE 23 [ F G 2 B0 AT 7883 AR Wk 2 fk 3
ffi . A IE, B B T Sartaj Sahni 2 5 19 €50 45 4
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Table 2 The Cost in Size

K2 ZEEFFH B
Program Origin Obfuaction Cost
Win32. Worm. Blaster 180335 200810 20475
Win32. Malware. ssc 184320 184320 0
Win32. Worm. Darker 561152 561152 0
Linux/Sickabs!!! 12178 12363 185
Linux/ELFPatch. B 11953 12138 185
Linux/ELF. Manpages 12148 12445 297

Table 3 The Cost in Instructions
x3 BELHFHE

Program Origin Obfuaction Cost
Win32. Worm. Blaster 39130 44141 5011
Win32. Malware. ssc 37274 37924 650
Win32. Worm. Darker 162 396 162674 278
Linux/Sickabs!!! 737 870 133
Linux/ELFPatch, B 1176 1306 130
Linux/ELF. Manpages 675 879 204
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Table 4 The Time Cost and Network Cost
4 B iE) FF 5 A0 4 FF 5

Network Transit Time/s

Number of Package Total Package Size/B

Program Origin Obfuaction

Sequential Search 0. 000084 144.163 329

Binary Chop Search 0.000059 1. 488128
Hash Search 0.000038 0.11010

143. 984 7000 510000
1. 334596 70 5100
0.10023 7 510
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