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Abstract  Biometrics-based remote user authentication scheme with smart card enforces triple
protection including smartcard hardware, user password authentication and biometrics recognition,
which brings new breakthrough to authentication. Khan-Kumari scheme, which is characterized with
high security performance, is reviewed. Four defects that may do harm to authentication are found in
this scheme: flawed encapsulation of user identity secrets, improper access way of them, lack of
message freshness check, and insufficient interaction between authentication parties. An enhanced
biometrics-key-based remote user authentication scheme with smart card is put forward in this paper.
Our scheme enforces four enhancing procedures: mutal verifiable dual factors are used to protect user
identity secrets, and playback messages are recognized based on message freshness check, and
protected parameters are transmitted after encrypted with dynamic Hash key integrating time flag,
and authentication process is made be completed gracefully with acknowledgement message. With
these measures, user identity protection is enhanced remarkably. Hence, resistance against smart card
cracking, message replay, identity impersonation and service refusal is aggrandized. Security analysis
shows that the enhanced scheme effectually fixes vulnerabilities found in Khan-Kumari scheme with
small computation and communication cost, achieving remarkably enhanced security performance in
defending against varying attacking means. Under the circumstances that even dual protection
measures are compromised, the probability of impersonation and authentication failure caused by

attacks can be made be less than 10 %,
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Table 2 Security Completeness of Proposed Improved Scheme

R2 AUWEARREMHETENS

Protection Attack User Server Logon Service Leakage of Leakage of Leakage of
State Means Impersonation Impersonation  Failure Refual  User Secret Key User Password Biometric Key
Message Forger
Sag g y 2~ (LD 2L Hash) 2 2LKey 2~ LHash 2~ LHash
and Tampering
Triple Message Replay 0 0 0 0
Protection Message Analysis 27 FHash 0 0
State
Message Analysis
with Known 2~ 2LHash 2~ 2LHash 2~ LHash 2~ LHash 2~ LHash
Random Number
Duel
Protection  Smartcard Cracking 2~ (-pw Lp) 27 2lKey 27 'Hash 27 I'Hash 27 I'Hash 2~ pwrlp) 2~ pwrlp)
State
Single . .
X Attacking with Known
Protection 27 271 27 s 27 s 27 27

User Password
State
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Table 3 Security Perfomance Comparison

®3 Tttt

Categary Security Ttem Li-Huang Das An ) Khan-Kumari Li-Niu Proposed
Schemel'?!  Scheme!*!  Scheme!?! Scheme''®!  Schemel!'®)  Scheme
Bidirectional Identity Authentication Yes Yes Yes Yes Yes Yes
Function Message Transmission Anonymity No No No Yes No Yes
Support Support Biometric Authentication Yes Yes Yes Yes Yes Yes
Accept Fuzzy Biometric Input No No No No No Yes
Bypass Proof of Biometric Check Weak Weak Weak Weak Weak Excellent
Security with Anti-crack of Smart Card Moderate Very Weak Moderate Moderate Moderate  Excellent
Smart Card Lost  Anti-online Password Guessing Attack Moderate ~ Moderate  Moderate Moderate Moderate  Excellent
Anti-offline Password Guessing Attack Excellent Weak Excellent Excellent Excellent  Excellent
Tizi;:lizci:jzzz;i\:[:s;if:ck Excellent  Excellent  Excellent Excellent Excellent  Excellent
Resisllance Registance against Message Analysis Excellent  Excellent  Excellent Excellent Excellent  Excellent
Nemjf:]ln;\lnack Registance against Message Replay Moderate  Moderate  Moderate Moderate Moderate  Excellent
Registancea against Message Weak Weak Weak Weak Weak Excellent

Analysis with Known Randoms
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Table 4 Authentication Overhead Comparison
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