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Abstract Searchable encryption (SE) allows a client to store a collection of encrypted documents on a
server and later quickly carry out keyword searches on these encrypted documents, while revealing
minimal information to the server. Searchable encryption is an active area of research and a number of
schemes with different efficiency and security characteristics have been proposed in the literature. In
terms of the multi-user setting, most existing schemes involve a fully-trusted third-party to assign
permission among users. In this paper, based on bilinear pairing, we propose a multi-user searchable
encryption scheme without the trusted third-party. Specifically, we allow users to discretionarily
authorize the documents which other users can access, by maintaining rights assignment matrix to the
cloud service provider(CSP) which is honest but curious. Moreover in our scheme, in the searching
phase the user can search the documents he wants meanwhile has access to, and accordingly reduce the
search scopes of the cloud server. In addition, based on bilinear pairing, we solve the problem of
symmetric key distribution, which is neglected in most existing schemes. Actually it implies security
risks if the symmetric key is shared among the users. Lastly, we provide formal security proof of our

scheme in random oracle model.
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FR AT AIALBR g5 o0 R AT I — 4 Kl
HIAYIERE SCuE . i DL AR . Ado, ] 2E$% fif
BLEC R, (100 2 g5 A R A BRAE A . 0 AT 1 2
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MEP L ESE 6 J5. N Gr AR IEREHLE R & 7] 25
Adv,. XFE Ados, WENEYRPEIR b 58 4 H0 56, Br A
T A R PR 1) 2. ik 2.

NHGEA G 2 WEW] Game, Fl Game, &1t 5
ANATIX A3 1.

5138 2. i 2 XDHV %, W £ Random
Oracle H F ,Game; 1 Game, 238 A 0] X 41,

WL R R E PPT 8 D REX 7
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BUH] gi, gt Togsgs' s gl gl EREA T
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H B R - B3 i 5 T B, P E — A Bl B
WU D KIEAZX w, W) H, o —MiE o2 D2
Xfw, WR) HAEXFEO T D — A A i) il %
KFRTEX LM D i n H w, KPR T
WAWICH 1€ (0., pR) ). WX F DifylR] H Y
B w, BHATUNT £
WX 2 T A, AR Bl ghs A&, 2B #E
qE R Z, B w XN H HHIC g A oracle, B
oracle[w]=q It HiR Ml g7.

HaE N B B SRR we MBATT, W B R [H]
gt = H ()™ (ww, ). #50E w (>>0) [ 1
LR ] gt = H () IF HA IR M ik
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Table 1
*x1

CK, |, /- dear 2 XCK . aax, X1,
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ggKyo/Jﬂ’o ;
Xd‘ﬂ: gé‘Km/‘rl‘rj , ﬁ g;[(’aj/(ul :g;;z-‘ HKCK o g X)) Calag) —
X gl A gnl =gy =gl

TS R I 4 R — A

B LA 2R T 2 BEALEC W) B8 Bl Games
H— ;3 T=gt" = H Gy )", U Pk B BE iR
Game, FH)—HE. K B BINEEAL T D IH A
D A] L LIS A] Z 0 B HE R X 43 Games F1 Game, , W
B R LA TE R LUAS BT 20 () 8% R e ile XDHV. - 3E 5.
4.4 FIHISHM

Z F P B TR BN 7 SR AL R — A~ %
2V R F P AR Y AT HRCR . PR T — S P A RR
R Jo AN RE PR HEAT T 2L 00 A ) B A LR BB S M L
b1 P B A R

AT RBA —AFE R P A G, B DL
RU B SRS 3 A R SORYS X I ) FH P AR B g B A R
HB I B SO A B owner H PR E.

X T RLPR B 58T, PR S 4% BB user #EAT Y T
DL U 2 T A R A P v st A T R B AT L AN 2 5
e oA user BUALPR. [FFE 4 FEAS user XF HE 4% 1] SC
R4 8 7 ) A RN B I 5 I 55 2 78 $AA T 48 2R 501 i
AN T XA PO R 5 B A O RE R BT
WA 23K R XS GO Y SCRY. I DA I 28 0 2
AL P

5 AEMRELER
1T 3CHR10-13, 18 T/ J7 Sl 3 5t 5 A T 5

Aol B LA AR5 SR AE S 9 S AR R A M D T ARL T
B sk 1 ps .

Comparison between Our Scheme and Ref[10-13,18]
AFREx#k[10-13,18]8 L &

Discretionary

Different Documents

Authorization Independence

Scheme Trusted Center Authorization Authorization of Tndex Enc-Key Sharing
Ref[10] Yes No No Yes Yes
Ref[11-12] Yes No No Yes No
Ref[13] Yes No No Yes Yes
Ref[ 18] No Yes Yes No Yes
Ours No Yes Yes Yes No
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