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Abstract Provable data possession (PDP) is an important integrity checking technique in cloud
storage. By using PDP, the client moves its data to cloud server and checks the possession of the data
with constant computation. However, the client sometimes is not available to check its data
possession. For example, the client wants to check its data which are stored in cloud server when he is
in prison or at sea. In those cases, a convenient way to delegate the power of checking data possession
to a proxy is necessary. In order to solve this problem, we propose a new provable data possession
based on partial delegation (PDPPD). The PDPPD system model and security model are based on
bilinear pairing and partial delegation. And the major feature of the proposed scheme is following: the
client can delegate verification power to the proxy by sharing the converted secret key with the proxy,
and the client can revoke or delete the proxy in an easy way at any time. Through our security
analysis, the proposed scheme is provably secure. Compared with existing PDP schemes, the
proposed scheme has less computation and communication overhead with the same level of security and

also has wider application scenarios.
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Table 1 Symbol Table and Definition of PDPPD Scheme
F&1 PDPPD ARBRMHSRURENXN

Symbol Definition
((us X)) Public key and secret key of client
Y,y Public key and secret key of cloud server

F=0my,mz " sm,)

5= (T, s Ty s+ T )

File and its sub block

Set of verification label

m, Guarantee for the condition of the agency, and it is generated by client
(2, K) Partial authorized information which is generated by client, K=g*, 2=ax+kK
(rys, KD Verification information of proxy

\%4

Proof which is generated by cloud server

N 45 H PDPPD Jy vk v it 2 30 X5 2 L

FEX 1. PDPPD J5 48 i 9 2 A4 -

D BB KeyGen (19) = Csk s pk) e N %4
ZRCHBEEL RS e TERSSHSE P
BT

2) BIPAENMIRE TagBlock(x,Y ,F)—(3) . &
X F=Gmy omy o om,) AP R « VLIRS
AR Y TR RUERRE T, MES. M 3= (T, .
T, T,).

3) % % o 2 WA 4R CheckTag (((T,, .
m;) s 1<i<n})—>(“success”, “failure”) : Xt fr 5 1Y
Aoy Be m RS AR A AR T, (A M iR
[e] okt 2y 8 2k

4 B P B AUE B PreProxy(a)—>(m, .
sign, (m,,) » (z, KO % P2 ™ A 4 R AR BR 1 2% 7 19
L m, I PR « MHALEEATE A sign, (m,)
% 7 v d e TR BB A R 4 AU B (= KD

5) QBRI E R AUfE B ProxySel fVer (z, K,
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PP E AR m, KA A sign, Om,) A L
PELL R AG A 7 O A5 0l A B A BR A 2. AR [
IRpAG: 5 25 7 7 A B AR O3 AR B (=0 KD W& 5 1
IR (5] B ) B 2R

6) B A 5 E 15 B GenProxyInfo(z,m,)
= (ros, KD XA m,, ARERF AR EERL A = A2 WAt
GRS B (ras, KD R L4 IR 5545
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IR E R (rys, K)o 1% [B] B3 Bk 2 0.
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IR 55 # W BN Bk A SR chal ARYE SCHEE B F R B HIE
PR E S A e V.

9) ARHRXS IR 55 4% AT F AT PR B0 UE Check Proo f
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IR 55 2538 PR chal B9UESE VL, R P A8 X
B UE R 55 2 2 75 LA KA AR S M A7 T 1 % 7 T A
(R SCAE B

—~fy PDPPD J5 % #) i i) PDPPD % 4t 7] DA
735 BB

D REWIGL. REM PG 21T KeyGen
(1) = Csk s ph) s Ry 55 4 it 25 7 it 25 B2 FABH X

2) % P SO AT A3 e Ab B R 1B 4T Tag-
Block (.Y . F) = () g 73 B I B9 SCAF Az B 5 ik
BRSO SRR (T, sm) 1<<i<<n} K
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Bkt

3) & uiis 4T PreProxy(x)—(m, ,sign. (m,) ,
Cz s KO A AR AT B IR AR m, R HOR 19 25 44
sign, (m,) FIES A3 R AUAE B (=0 KD &k 4 AL AR
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5) ARHRAE 7T L 00 UE e 55 4% B4 15 A VeI ) il
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chal,=)—V A B 55 Uk GE 95 & 2% 45 AL B i 17
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PAE LT AT oK % J& PDPPD £ 4t (1) 4 4 A5 .
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S FFFAA B ik
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At SCHERET9 ] 23 PR 19 22 2 PEIE R L 72 A 1
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T MORUE B Ho vk B T IR R PR A T

D & &, AE AL B 1T KeyGen (17) —
(sk o pl) FEA 2 PN FAEA A (X, 200 L IR 55 45 1)
TR (Y, ) R E R R A XY 48T FAHA
AN

2) AW FLT N myomy s om, BEBLIE SRR O3
AR PO e R R L PR E . PR s 17 A
1 TagBlock(x,Y , F)— (3) 5 7= A4 1 3iF oo 5 4
STy o T oo s T ) S % 32 5 H T SR
BT — I A my oy o om, T, T, 000 T,

3) BRAR. PhaE A L — AP chal, IF 3 SR L
FARUEGHIFIER m, o, oo s, A 0 FAT VAR
A<<y;<n, 1<, <n, 1<<c, I<<e<n).

D thit. BTN chal B 0 Fod Yt 55 5

AUEHE V. IR HiR ] V.

1t PDPPD 4¢3 1 T s i 2k, 45
Pr[Chec‘/zproof:“success”]}L , (D
(O

Hrp p(o B EESH « 2B BERE T
I Y ] e 2 AN AT Z08% Y (non-negligible).

BN 2. QAR X TAT MR 0 2 W B TR U
(SR TR A (U A S T O < )
(negligible) , I8 24 PDPPD % 4¢ Hh #4418 +5 A 7 45 Uk
WA
2.3 PDPPD /3

AT RATE VR4 & PDPPD J5 %, 58 2 45 il
TSR] S8 P 56 0E T R B9 X% Ee. i e 44 PDPPD JF
LR h T I S8k BB AESEL [ (o) FoR i
/\3‘7 Xk EI/‘JEE%( Sshshy shy jﬂ%ﬁ%%%fégﬁyfﬁﬁ
S FRRT o N Gmyamy e om,) om €Z)
/o =D Bl HL bR X (pseudo-random function) ; 7 J&
1R Bt L & % (pseudo-random permutation) ; G , G 3%
SR p MR RERE . ¢ RIEHAFILEREG 194
TG e HG XG BN G ML me . DL bR E
PR LT

fiZ, X{1.,2,.n}—~>Z, , (2)
©:Zy X{1,2,+sn}—>Z, , (3)
w:ly XA{1,2,.n}—>{1,2,,n}, 4
e:G XG—>Gy. (5)

Table 2 Comparisons of Different Remote Data Integrity Checking Schemes
x2 AEATZEMRIEAREREI L

Scheme Server. comp Client. comp Communication Privacy Prob. of Detection
PDPL OCe) (0]¢D] o) Yes 1= —p"
SPDP?] OCe) OCe) OCe) Yes 1——p°
CPOR-1011 OCe) OCe) o) No 1—U—p*
CPOR-2011) OCc+s) OCc+s) OCc+s) No I——p*
Auditt1z] OCclogn) OCclogn) OCclogn) Yes I—(1—p°
Our Scheme OCclogn) OCclogn) OCclogn) Yes 1——p*

n is the total number of data blocks which are generated by the files that to be verified; ¢ is the number of random-choosing data blocks

which are to be verified in challenge phase; s is the number of segments of each data block (it is needed to block the data blocks to form

segments in some methods) ; p is the probability of data block corruption.

1) R GE W) f A 5 IR 25 0 6 0 3 4 2 4
R LB

W1 AT KeyGen (1) A IR IR 55 48 50 40 5
S T 25 % 6 A B R RA BT R (Y ), HETR y €
Z, AR Y =g €G .

LU 2. AT KeyGen (1) 4 RE P15 4] %

Jrm ik — A HEALE v e G K — PN € Z,.
W X=g"€G.EPMAHIN . XD Z 1 FA]
H .

2) B Xk SCPFHEAT 2> BRAL B IR O 2 B Y
SO A U UE bR 2 5 0K 45 IR 55 A IR 55 A B R bR
2. AL PR -
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A 1. AR E B TagBlock (.Y W F) 45 5 3C
W F=0nyomy s om,) s B PR SCHEHE m, 1HE AR
T, s HHE LB 6) (7D FiR
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AT = Fm T, WES W =T, ,T,, .,
T, )BT, wm) I<i<<n} KX 55 4.
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I<liin ) KA B UEAR 2 1 5 5 X 4, 1<<i<<n, IR
B r=h, (e(X. 2D M W, =g, (), I B IE %
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Br (T, om) s 1<issn) s USRS AL IR 55 4% 18] % 1
v 3% (5] AR R
3) ig:)i'lﬁﬁ%:]: B C 8RB AR U o B AUE B
IR B B A 338 25 AR AT B2 L. AR IR ) 2 AL
FRJE IR AL Sk B B AUE BA ROME BAE 5k
W E AR P R BAR LB
HYR 1. % P A AR AU B PreProxy(x) : %
PP — A FELEL k€ Z,0F Bt K=g*. & 5 i
Az — A R WA B0 A A 56 0 A8 K00 4 A BB 1 4R R
m, USRI FAE o X PR AT 2 44 sign., Gm,).
FALRHE AR T AR R P AT 500 1 BR A 2% 1. %
Pt Ja T 2=+ K MG FHAR m, X LR 1) 25
% sign, Gn,) MR RAUE B (=, KD & 1% 45 AL
LT 2. RPEIEAE S ProxySel fVer (2,
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A 4 sign, G, ) AL MG E A S Z2®
T R ACER 0 BRI A5 F AR B & P A (2, KD
ARG A H 2 AL
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ﬁﬂ%?ﬁﬂiﬁ(é%),%K/A\iﬁ'ﬂﬁﬁ%ﬁﬁ%. RIG
A EMEC A I Z=g € GIERNAC
2 5. A5 D)L AR 3R 46 % P I A
4) ARBR ] AR 55 2% 3 UE L By BAR D BRAU 4
B 1. A R IEE B GenProxylInfo(z,
m,) AR AR 0€ Z, .15 r=g" XTAR
PR LR m, T E s=0
s KD Rk 45 k55 7.
B2, R4 4% AEICH VerProxy (m, .7, s,
KD 55 ae kA m, DURRIAACERIE 506 2 m, IR A9
RR il 2544 » [T AR 55 #8 A 2E G, » G s 3 KO ) S5 156 A2
ghm = (XK")r, 9

(6)

Y hy(my) —r2) . ¥ Gmy, s (ry

WRFF A 55t 2R ) I HAE A & P Y
FRBE 7500 o iR 55 25 45 24 2 32 AR B 1 S & P i AR

5) R IAE T L0 UE IR 55 45 vt B0 45 A M i)
IR 55 7 K Bk R B 55 2 BEUSCPR R =2 5 S A A TE IR
it e 1% A AR L. AR B IGIE IR 55 A 4R AL A0 B3 A PR IR .
HAR A BRALHE

AR L ACHEE B IR chal= (c ki s ko) Horp
1<c<n,ki €Z, .k € Z,. fRHET7 0] IR 55 25 K 2% % Bk
1835 5K o R IR 55 45 SR m A Bl B Bl ATL el B

o R IFAE RO ¢ A BEE BRAG 15 A IS

AR 2. IR 55 4 He 52 R AR IR R GenProo f
(F.chal,2). R 55 as W B3GR 5 H e 1<<j<<c,
R HEG i =m, GRS RE o, = [, () 535

HitHA T= HT" o= Zam,,ﬂx‘c}:ﬂﬁ%%ﬁ%

¢V—@j>ﬁhV4pﬂkﬁ%ﬁﬂﬁnmﬁ
P g 11 171 52

PR 3. ARBE X IR 55 AR E AT R A M5
CheckProof(X,chal V) ARFR )5 W B IR 55 25 101 &2 V
J& BRI R A

e(T.g)=e IIh(¢,(m GO ur, X)), (10)

LU E JF“HEIET%FEE’(%%%u*&jﬂ‘%ﬁvﬂb&iﬂ
PRI % 7T A B SIS B
2.4 IEmMEMREMIUER
AKX PDPPD Jy 58 (9 1E B 14 A1 50 3k 42 42 Pk
PEATIEW] . PDPPD IE 8 PEiE WA 40 F .
t=e(Z,K)'=e(k, )™ =e(X,K)*=17, (11

(Topy=e([[ T +g)=
j=1 ’
(TT W e 25" ) =
j=1 ’

( Hh(W,] )4 ujglu/'m"/ ,X) =
=1

([]hCo G, G P ur X ) =
ji=1
(T]hCe Gr, GO0 wr X ). (12)
j=1
Xt F PDPPD J7 58 1 56 3IF %2 4> ¥ . FRATT 45 4

T R IR
EE 1. BT WX A Diffie-Hellman [7] 35,
PDPPD J5 & AEREHL 5 #5584 v ] LAGRIIE R 15 1.
B B IE B 35 F AR M 6 # Diffie-Hellman [
5] R ) Bl AL 00 35 485 28 e, B T [l A2 O A O 56 TR AR
KT N T A AT 22 AR 3 R A T3 Rk
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IE A . ik AT DL GE O gk A SR B o T AN
o WF Dy IR P fE o TR i T T
ZT A p#0 % Do=p — p. W5 32 2 1Y 113
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Table 3 Notation Summary of Cryptography Operations
RI ARGREFRERSE

Cryptography Operation Definition
Addg In the multiplicative group G , the additive operation is performed 7 times.
Multg In the multiplicative group G , the multiplication operation is performed ¢ times.
Expg In the multiplicative group G , the exponential operation g¢ is performed ¢ times.

Hashg

In the multiplicative group G , the Hash operation is performed ¢ times.
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Table 4 Performance Comparison under Different Number of Sampled Blocks for PDPPD Scheme and CPOR-2 Scheme
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