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Abstract In some applications, it is often needed to simultaneously transfer the ownership of a group
of RFID (radio frequency identification) tags in a session. However, most of the existing group
ownership transfer schemes for RFID tags generally require the support of a trusted third party, and
they often have many security and privacy protection issues. Based on the analysis of security
requirements, a secure and efficient group ownership transfer protocol for RFID tags is designed. The
new protocol supports simultaneous ownership transfer of a group of RFID tags without a trusted
third party. Then, in the UC(universally composable) framework, an ideal functionality capturing the
secure group ownership transfer for RFID tags is formally defined, and it is proved that the new
protocol realizes the above defined ideal functionality. Compared with the existing group ownership
transfer protocols for RFID tags. the new protocol provides the security and privacy properties such as
anonymity, untraceability, mutual authentication, authorized access, resistance to de-synchronization
attack, forward privacy protection and backward privacy protection. Meanwhile, it satisfies UC
security. Furthermore, the new protocol has low computational complexity. In addition, the number

of storage on the tag and the number of interaction among the entities are small.
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Table 1 Symbol Notations

*x1 HSEX
Notation Description
A Length of a random string or a secret key
PRNG(O) Pseudo-random number generator
K¢ Shared secret key among a group of tags
K; Secret key of T;
Info(G) The information related to G
Info(T;) The information related to T;
I Concatenation operator
[SHY Random choice operator
-~ Substitution operator
&) Bitwise XOR (exclusive OR) operator

WIta B 2E T 0 B8R T R PR A
X I — 50 3R (K s Info(G)) , 2H P 55 FR 28 % R —
0T (K, Info(T,),Ks). NS 3B 2 R E %
PER{0,1} g€ {0,177, Hif p=¢=3 mod 4;4k
G n=pq. N n 45 CS. W% T, 11248 K,
Ko, FTH 25 1 BAR B B SOE 3R 34

Stepl. CS—NS.

CS vE BB HLEL res €1 {0, 1}, 5 MC =
PRNG(K; @ res) s I NS k& 2% £ L V5 7] 1 8
{res sMOC).

Step2. NS—T,:

NS BEHCBEHLEL ras € 10, 11, 35 MN =
PRNG (rys OMO) I [ bR 2 20T H5 I B2 Cres s s »
MN).
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cs | | NS

res€r{0,1}

MC= PRNG(Kg @ rcs) rcs, MC

ras€r{0,1}

MN=PRNG (59 MC)

If M\I:PRNG(YNS@PRNG(KG ® rcs))
(T, €r (0,1}
AT; =K; ® Ty
Xi= PRNG (r, llrcs);
Yi=(rnsllr, > mod n. }

Send {(AT;, X))|1<i<m} to CS

Foreach ¥;

{Solve the equation ¥, = x> mod n, then get Tys

(AT, Xp)|1<i<m}

For each pair (4T;, X; ) check K; in group G
where X;= PRNG ((AT; ®K;)llrcs)

If all the verifications succeed, then the group authenticated.

Ginfo—Info(G)
Foreachtag T;in G
{AC/=K; ® PRNGAT;® K; );

Tinfor—Info(Ti)-} | Ginfo,{(AC;, X;, Tinfo)|1<i<m}]

K; €r{o,1}!

KG‘_KC';

Info(G)<—Ginfo

Store ( Xi, 73,). }

Foreachtag 7; in G

{K/ER{0,1};

SK,=K|®r, ;

SG, = K, ® PRNG(r;)
Z, = PRNG(AC,|ISK,IISG|lIr, )
K, « K,.';

Info(T;)<Tinfo; .}

>

>

Fig. 1

If Z, = PRNG((K, ® PRNG(r, )ISK, I SGIr,,)
(K, « 5K, ®r,;
K, « SG,® PRNG(r, ).}

Group ownership transfer protocol for RFID tags: mor.

Bl 1 RFID #R2H BT A BUE R L moor
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ATk B A (kg dE DUAESR S i, JF#k Z
L

(2) i E CS BB, S BRI res » I3 E
MC=PRNG(K;Dres).

(3) fiH NS M. Bk A Foor WIHE
(sid s Type(NS), | K¢ 1D J5»S SEFERENLEL 7 ns » FF T
. MN = PRNG (rys @ MC) 5 SR G ¥ Cres s ras
MN)£4; A.

(D PFE T, BG4 A 53k Gres s rvs s MND)
4 T, B, S HARKIEE A EES R P Lk A
Foor W) Csid, Type (T, o | Ko |). SR JG . S % iiF 45 =0
PRNG (r\s ®PRNG (K;@®res)) = MN' & & 57
MR RN S VEFEREMLEL ra B 7y FFREH T K%
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