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A Privacy Preserving Attribute-Based Encryption Scheme with User Revocation
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Abstract Since Sahai and Waters proposed the concept of attribute-based encryption, ciphertext-
policy attribute-based encryption (CP-ABE) system has drawn more and more attentions due to its
widespread use of scenes. The consumption of the battery is not economical for users who use
attribute-based encryption on mobile devices because of the large number of bilinear pairing
operations. Due to dynamic for user’s attributes and the openness of the access structure in the cloud
environment, it may lead to the attribute failure and user privacy leakage. In order to solve above
problems., we construct an attribute-based encryption scheme, which protects the privacy for the users
by fully hidden access structure and supports flexible user revocation by key updating mechanisms.
Meanwhile, we outsource the high computational cost of the bilinear pairing operations to the cloud
storage providers, which reduces the computational expense of users for mobile devices. In order to
curb cloud misconduct or malicious attacks on the cloud, we provide the verification function of the
converted ciphertext which ensures the converted encrypted cipher text is not replaced illegally. The

proposed scheme is more suitable for secure mobile cloud applications.
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LS P 5 2 255 B % SCHP A 1) 65 4 5 A i I
WA RG T E P EE T ARV GSKL KR
2T REA YGRS M BT LA R & A KR
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K TR e AT LT 2 AN ERR Game,
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B0} c=0. BRI A md (g v g g VD =
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Fa,b,c,wERZ,.

D w1iafb b B, 8F A $238 2 A BB Pk % 1) 1
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b HE AT A T ST 5k BRCRAILEL < € (0, 1),

2) FHIG T E B B B B A RAS S on =0
MAGAISE AT Y=e(g . g") =e(g, ) Al
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EatEGT BB BHLEEE L, €Z,
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{T.;}}s
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O FABAMIN. Bk AR e [1,n L
WEEA€Z, H r=—20t,—d IFRBIR ik
AR D, . {D,.,,D,.},D,}.
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HE mom € G IFRRGEAUAF B. 1R mo=m, ,
WAL SR B 158 1k IF o — A BEAILAE 0. P vk %
2 NBEVLIHE mG om| € G HEHLIERE 6€ (0,1}, 3R [A]
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6) FEM BB, B F Akl — DT HEPUE ¢ 19
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25 b B v DBDH R Mk 5] 551 (4 4 2%
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5138 2. 412}k DBDH RETFEHRE (G, Gr.pre)
JST s WA A7 AE MR 22 10 2 i o) BT AL R R A
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LI AW ETF A fERZ R e N ITEL g Ik
B BH IR 1) ) 1 R LA T 200 00 A0 3 e i A5 T X
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2) FFmkENE. BitH Y=¢(g.g") =
e(g @) Bl a=ab. BBENLIESE 20y 20 Bstijs o
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b
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2) W BB 1. B A 32 SSH N 1Y 8 1 51 35 45
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BRIR AT

O M. BilEs B b8 E M are, Y951 B
LR A € Z, JFRE r=—2A0t,, —o B ZF
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AR 3 CT' " = (K K1 s Kl s Kz s Kl .

M TG % = Sl B BEVLEEEER, W B 17
WFHEEm =K /K m" =K, [Kw. %
BT A pAs TR W B AT LLGE o a0 e S
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U Hash 5 % o 47 16 W 60 6% , 5

:y(H(m/)*H(m”))
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i T Y B TN 5 R X i) if He.

M HmZHOm* ), x

6 FERILK

ARATREA SR $E 77 %6 5 3CHR[9. 14,18, 29 [ iy
Jr AT R . B AL T U7 SR 1 SR MR
U7 () 25 46y J2 75 B U5 1) 25 40 ) TR RE T I 15 S8
ML AR ST, ISR IR 1 TR

Tablel Comparison of Schemes

®1 FRUER
Scheme Type Verifiable Outsourcing Attribute Revocation Anonymity Access Structure
Ref[9] CP-ABE No Yes No AND Gates
Ref[29] CP-ABE No No Fully Hidden AND. OR Gates
Ref[18] KP-ABE/CP-ABE Only Outsourcing No No LSSS
Ref[14] CP-ABE No No Partially Hidden AND Gates
Our Scheme CP-ABE Yes Yes Fully Hidden AND, OR Gates

M T AT RUAR L SCRRE9 . 14,29 TP i 07 SO RE
(7 Fsf S 355 a8 P R A DR 4 TP B A s SCHR 18 iy 7
FERAR P T AN ERAE L H I OR 56 UE B 0 8 SCHY IE

B 2R G0 00 R PR 5 T AR SCT 4 07 58 S TP
fCE - HLBERS 58 4 R M 2548 L R SR AE T X AL
SCHY SR IE D BE.
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A P17 P e o RGN % et fe it T
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K5 RIS Xk P B 3l i 3 149 1 P i (3t B4l 40 A
BAERAE i 2 HE A T Z 2 PR

Wit — A S TS m i iR R
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