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Abstract In the setting of secure multi-party computation, two or more parties with private inputs
wish to compute some joint function of their inputs and achieve the security requirements of privacy,
correctness, independence of inputs and more. Secure multi-party computation is not only the general
basic research of secure protocol, but also applied in many applications such as coin-tossing, electronic
voting and private information retrieval schemes. The research of secure multi-party computation
provides a central tool in many area of cryptography. In recent years,secure multi-party computation
has been advancing in leaps and bounds, especially in the practical techniques; the practical technology
becomes a new attractive field in secure multi-party computation. In this paper, we introduce the main
advances and results of practical secure multi-party computation, and focus on three major supporting
techniques, which include garbled circuits optimization, cut-and-choose technique and oblivious
transfer extension. These techniques significantly improve the efficiency of secure multi-party

computation in different aspects.

Key words secure multi-party computation; garbled circuits optimization; cut-and-choose; oblivious

transfer extensions; semi-honest adversaries; malicious adversaries
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(a) Garbled AND Gate (b) Garbled computation table

Fig. 1 The garbled AND Gate and garbled computation

table in Yaos’ scheme.
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Fig. 2 The technic of Free-XOR.
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Fig. 3 The technic of FleXOR.
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Fig. 4 Garbled computation with 3 rows.
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Fig. 5 Interpolation.
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Fig. 6 Garbled computation with 2 rows.
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Fig. 7 The technic of Half-Gate.
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Frederiksen 25 AFERR % 2> 2013 | %F CHk[20]
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Tablel Comparison of Secure Two-Party Computation Protocols Based on cut-and-choose
Level of Computational Complexity
Reference  Model/ Assumption Communication Complexity  Error Rate
cut-and-choose Symmetric Non-Symmetric
Ref[9] SM OCs|Cl+s2n) O(s?n) O(ts|C| +1ts*n) 2 sh1
Ref[10] SM,DDH oGs|c OCsn) OCts| C) 270.811s
Ref[18] SM,DDH oGs|ch OCsn) OCts| C 270325
Circuit Level
Ref[11] SM,DDH OGs|C OCsn) OGs|ChH 275
Ref[13] ROM,CDH oGs|c OCsn) OCts| C) 27+ Odogs)
Ref[12] SM.DL.DDH oGs|ch OGn) OCts| C) 27
Ref[19] UC.DL,CoRH OCs|C|/logC|CI ) OCs|C|/logC|CI ) OCts| Cl/log(|C|)) 278
Gate Level
Ref[20] ROM OCs|[Cl/log([C])) OCs) OCts| Cl[log(|C|)) 275

Note: n is the length of the input/output, s is a secure parameter in statistical, ¢ is a secure parameter in computation, |C| is the circuit

size. SM denotes standard model, ROM denotes random oracle model.
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Fig. 9 Result of Base OT.
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