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Abstract With the rapid development and popularity of social networks, how to protect privacy in
social networks has become a hot topic in the realm of data privacy. However, in most of existing
anonymity technologies in recent years, the social network is abstracted into a simple graph. In fact,
there are a lot of incremental changes of social networks in real life and a simple graph can not reflect
incremental society network well, so abstracting the social network into the incremental sequences
becomes more realistic. Meanwhile, in real life most of the network contains weight information, that
is, a lot of social networks are weighted graphs. Compared with the simple graph, weighted graphs
carry more information of the social network and will leak more privacy. In this paper, incremental
dynamic social network is abstracted into a weighted graph incremental sequence. In order to
anonymize weighted graph incremental sequence, we propose a weighted graph incremental sequence
k-anonymous privacy protection model, and design a baseline anonymity algorithm (called WLKA)
based on weight list and HVKA algorithm based on hypergraph, which prevents the attacks from
node point labels and weight packages. Finally, through a lot of tests on real data sets, it proves that
WLKA can guarantee the validity of the privacy protection on weighted graph incremental sequence.
Compared with WLKA, HVKA is better to retain the original structure properties and improves the

availability of weight information, but it also reduces the time cost of anonymous process.
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Fig. 1 An example of anonymity incremental sequence g={(G,,G,)»(k=2).
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Fig. 2 Grouping results of g=<(G,,G,)(k=2).
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1 320 R TR [ TS T o BT 3
LIS T 26 415 5 R TG ok E SR e T
£k 5 B YRR P T % A R R T VR I A
R 5 34 X — I 220 1 AT B 2 B — A Pt
FIVKA B LA 85 0] P A A (0 T £ 40

T 2. (LM 4t A L R S R B
i Al D D5 L6 P I T P

FIVKA B4 1 Bl 8 20 15 54875 5 4% 3o oo R
ST 5 RN 3 LA 78 B V8 1 i g 40045 .
KR B 2 AT L 26 HVKA JE 4 15 5] 19 15 4 16 L
5185 7 L

FEL i) 5 4% 3o T A 8% 2 3 1 P 04 DA 6
e A5 IVALIE G, AT 1 44 5 AR 50 B 44 1 Gy, A
T b 7 SB35 .45 K 5 LR

o | w(i,j) —w (,j) |
IL(Gw .Gy, )ZQE WG ) . (D

Horr o« G j) O BE 44 D5 (AT, W (G, ) R SRR ]
G, ™A A BB Z .

PLE 3(a) (b) A i WLKA 35 fil HVKA
AR AE 27 R o I 1R S R R XA 3 () B
NI G, AT WLKA B2 515 2] 4018 5 () TR i1
G, . B S BUN BB TL(Gy, .Gy) =
26/36=0.72. X & 3(b) frn iy Gw, #E47 HVKA B
GBI 6 () FTR [ G, . ACE AR L S B 15
BEERHE . IL(Gy, Gy ) =4/36=0. 11. 0] LL & il
HVKA [ 24 R ) B K e WLKA B 44 K Y
FRBU /N AR E B 2 T & HVKA 15 3] 1
4 VR i P BT DT A R B iT TR

5 a5 iEh

A WLKA 1 HVKA B f 4 90 83 3 47
PEBE 234 R PE A, >R B S Ak 2 I 2% s 48 Cond-
Mat-2005% F1 Astro-Ph® #1752 5 43 B A it . 4
AR R 1 Fk 2 s,

¥ 4 Cond-Mat-2005 JJy BH0F A G 7E BE R &
Wy SR 5 UG A A 8 ST A I £, 43 3l R B
iZ M 4 fF 1995-12-03, 1998-03-03, 2001-04-03,
2005-05-18 1y IR » 1 S i AL I 3 122 75 91 14 B 2]
t=0,1,2,3 Wtt M E. £ 1 R T & —nZ) 3
s SR ECH B3 S T 40 421 45 S A

175692 45301 B 4530 WA Ko BHF N R 2Z 0] & 1F
KRB M D, Cond-Mat-2005 1) ¥ 1 AL &
{H M 0. 28.

Astro-Ph $fi iR T K 44 ¥y 3 24 i 5% 40 38 b B 4F
N DN G A e 308 ST AL [ 2%, 3% 2 i 1
AP 2] e=0, 1 1941 25 I 28 18] )2 3% W 45 7E 1998-11-06
A 1999-02-01 f I E R » B AL & T 16 706 A48 15
1121251 245351, Astro-Ph B3FEX i E{E k0. 51.

Table 1 Cond-Mat-2005 Datasets Description
F1 HIEE Cond-Mat-2005 # ik

Nodes Edges

t Timestamp Nodes Edges Added Added
0 1995-12-03 21224 106 758 21224 106 758
1 1998-03-03 26753 128684 5529 21926
2 2001-04-03 36 306 164143 9553 35459
3 2005-05-18 40421 175692 4115 11549

Total 124 704 575277 40421 175692

Table 2 Astro-Ph Datasets Description
xR 2 HIELE Astro-Ph #iR

Nodes Edges
Added Added

t Timestamp Nodes Edges

0 1998-11-06 11434 99 804 11434 99 804

1 1999-02-01 16706 121251 5272 21447

Total 28140 221055 16 706 121251

B T #3854 Cond-Mat-2005 Fl Astro-Ph #§ A
FAREE S T LAAS SO N T A i T AR 2 FBLEE L T A
WRGE— . bR & & 3 A @t ik (10~
60) Ik B B a8k £ A KA & (50 AN %) . 5256 i
AR R AN T DA 3R 5. Intel Core 2 Quad
2.66 GHz CPU,4 GB DRAM W 1£. 2) #:/E & % °F
£ . Microsoft Windows 7. 3) 42 ¥ 3%, Java,Eclipse.
5.1 #ITHIE

B 7 W T EAFBE 4 L WLKA Fl HVKA
BRI PATI RIBE & (B /NI AR AR O, IS 56 2%
BT LLE L HVKA 535 1§47 i [/ F WLKA
VL ORI O WLKA B33 B3l B — i 2 iF
IR ESE R G — Ak, T HVKA 23 ) 255 78 i %)
t="T it 4% 5 A 0 A7 A B 33l KK /b T B 4
FUEE 3 B B AR . B R fE 3G K, WLKA I
HVKA B3k AT i 5] 25 22 ek b X2 i 1 e i

@D http://www. cise. ufl. edu/research/sparse/matrices/ Newman/cond-mat-2005

@ https://snap. stanford. edu/data/ca-AstroPh. html
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Fig. 7 Running time for different & values.
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