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Abstract A Hash function algorithm based on variable parameter cascade chaos is put forward aiming
at the possible risk on the letting out of cascade chaos key and the deficiency of present Hash function.
That is the status variable of another chaos system as the parameter perturbation is introduced to a
Hash function cascade driving system, and the safe variable parameter cascade chaos system is realized
with the control of turbulence intensity. The Hash function composed in this way not only obeys the
variable parameter characteristic of chaos rules, but also possesses the feature of crosstalk step by step
between the cascade subsystems. It can effectively reduce the risk of short period behavior caused by
the finite computer precision and digital quantization possible, and it has great significance to improve
the complexity and strong collision resistance of the compression function’s internal structure. The
experimental results show that compared with other chaotic Hash algorithm and SHA-3 algorithm,
this algorithm has high sensitivity to initial conditions, nice chaos and diffusion ability, strong
collision resistance, simple and flexible algorithm, and strong controllability of variable parameter
system; and it has a favorable prospect in the field of chaos secure communication, digital signature,

etc.

Key words cascade chaos; Hash function; parameter perturbation; Lyapunov index; anti collision

B OE ANAFERAETRALENSARBRE AR L Hash FH G RE B H T —F L T T A0E
b 69 Hash R %, Bp £ M %, Hash R BIIEZH 2 AP INT 5 — 4%/%%2/@@5/&,\.;\24/}3%
BHREFH FERDBEAGIERN T EA 2420 ERARIE R %, b ed Hash &8 R A 454 %4
ARG EAHR. AINELAAKRTRAAAZRR SHOER A AGRK ST LA RS LS FEL
TRERGEFPIT ARG, HRHER DMK AFRENG I LEFPRERREA AL EEL. FRERE
8.5 4 Rb Hash ke SHAS M . ZE 2 L AR BN MM R ERRIFHORILLS Ik

W EE:.2014-10-30;1& B HH:2015-04-16

EETH Jb4E A AR 54T H (F2014209108) 5 o[ b 48 B 5 345 10 3 4: 350 H (13210706) 5 8 1L T Bk 315 5 4 550 H (131302082)
This work was supported by the Natural Science Foundation of Hebei Province of China (F2014209108), the Key Technology
Research and Development Program of Hebei Province of China (13210706), and the Science and Technology Project of Tangshan
of Hebei Province of China (131302082).

BEESE 4 #EGjgl956@126. com)



SO R TA SRR Hash o680 675
B AEBRAR, AR EAMERE . TALAATERBR.ARABRFRIE KFELEMARAA BRI

B AR W R,

k47 ABRE; Hash &40 2430 ; Lyapunov 38 40 ; st 5 1

hEESES  TP309

Hash p& BV 80528 44 55 2 2 HOR P Y — 4
RHERR Y, Hoz PRIk )™ 32 G T, 4 il & 2004 4R
DLk, %P A& 48 Hash o 8000 Yo s S 1 98 e 1 1
J&.MD5,SHA-1,DHA-256 % Hash %k (1 %2 4> Bk
B8 B i 82 08 A » BET B 9 Hash sRBURCH % A T 12
SRVE Y ). ph TR D R A vy B 0 SRR 3l I 2
PN BEAILPE 55 % it 2 4 i DRI 45 5 R Tl R G 4 3
T Al FEPE LT 2 VRS Hash pR %L, 1k T 4F 5 5 19
WEFE 7 18] OB U T — e 5T R

AN SCHR LT 0 A% ke 52 ke 55 78 45 72 2 80T 19 iR
AT N E Hash p& 808 25 08 i 2 Ok AR W7
PR B0 2 A2 AL X Hash {5 19 52 0 5 SCHk [ 2-3 100
I e 2 TR S R S ) S A T L T P RN T A A
Ao S Ve R 2 A 1 Hash 58S, 38 aoF 45 28 P48
A VP 351G 0T I R PR AR TR Tl R A (B B B IOk
IO o AHL R B0 2% B B S RCR BAR Y BR TR R
e S5F 380 AF 23 1] ) 77 96 Ab » SCHRES 182 0 T — ol /87 2
AT AF SR 3l Hash B3k, il if 4= 3. 9999995 — &, X
0. 00001 4 B SCIH B I8 1 3] Logistic W5 ) 2 ¥
li1] o ) VR D 2R 0 %o 2 M B8 SRR A 3k B AR 4
(9 B 5 SCHRL6 10 7 — 25 3 T e 55 Rk Z2 0 =X
SRR T — RS SRR IR AT IR E Hash 83, %
TR MOAH T B B v Bl 250 AT AR 2 8, e i i
— 4k Logistic B3 /R 25 B R #9 # Hash {8 8 T
T IR B — R AR AR G T RE A AE 4 BIE 4 e B L SCRL7 14
T RERTEGIRM S ) R Hash R 8UH 1 H]
P 4 Logistic BRES (0% 1 0 23 BEZ Ik W 19
B S A B 2058 0k oy B R B 5 9 2 Rk AU T
Hash {i. SCHRL8-10 ] 45 & i 25 18 i i 48 M, A ] H:
AR5 A 48 30 AF 0 R 8 H AT B i BE AL
PEAS Y HURE J1. A X T f] SR 0 e 3 A9 Hash p&i
B, 3T 2SR 1 1) Hash sREUE — M F 2
) A7 AH B AR5 1 T B 2 A v B TR D R 48, Rl R
A VERY RN W2 T RA R B e, IR SRS
Hash pRE0HY 2034 3 T 8 K se ik, (B AN A2 7 —
S ey BR. ) TR HOTR TR G R AR
Lyapunov & $/IN WIME 5% 1 F1 & Gt 2 B0A BR 45 ik
B o T 5 T 37 82 YR Vo 0 v A TR DB R 1 7 %8 L PR T

I 2 R EUTE R F 9 A AR S, SCRRL4 ]
P TR ORI — M G758 TEAR T 5T 1 K
Xt 8l g 2E P RE A B3 L UE T TR Dl B 3R R 4L
WAL 152 2 1 ) — b g 2052 B9 7 3. B3R B
(977 5 A P 91 A R 22 AV RE A B — i (L
WA A 22 A gl SCHRLT Dt 45 Hh il T4
IR R GE T R G R A7AE 3 18 G B s R A A
PRI AT R G 2 IR VL (E oy e AT R Y 2
AR GE A AN 2 TR A OO L T 5 R B R G
RS 8 BB BT RGP AT K.

N T v IR IR AR T AR G A RE A AR 1 2 4 XU
ARSCHRE T — R 2 B0A 3 T Bk gk IR v
PERE Y 7 58 . JF LLMAS £ 42 42 T 5 ) Hash pfi 2, 1P
TEM B Hash pRBHIHIRIK ) R G b 51 A o5 — iR
ARG APIRS AL AR 9 Z B 3 OF 78 B 8l 3 i) 5
il LB L MRS R TT R %I BT
DA Hash pR 0 20 BCIRIE R G MR ML 2 &
4 . Hash ek i A 825 K 5 xfi LS00 5 2) 1) i 72 ¢
A PRI 5 TR A pR R e T 8] R 2
oy I ER R T iR r N IS 11850 DN & ML D2
53 SRS E LS R U8 T RS
ZHH AT A3 1)

1 SHEMHBTHESREKEE

L1 SERBITHESEEKRELFTE

L Logistic W5t #1825 36 E 6 3K 20 & 4t
— 2 ICMIC Bt g i 3h J= e by i 7% S IR IR il
RG L, ZGRETTRWT
= 1— (u +ozal;
2y = 1— (u tozy)al;

;= 1—(u +oz)als (D

L . 2
T = 1= (upr Fozm)a; s

2
2, = 1— (uy Toz,) 2,1,

_ 1 . (a
o msm(z”),a € (0.00). (2)



676

EAR S AR 2016, 53(3)

Hrr, 2 XD g g s s s HECD I
Sk, o, AT, 2, MEH (2 HRB .0 H
YENhmE. 24 j=1,2,,m B,z P E—2%
G =180 FREWNH o HENT %GR
OF RGN A IFE SO W E 2 s
SR o BIRFXS SEHATIR ) BB j=m B &S
—HFREWH S 2, BERRET — RG]
TRAE AN SE 3 m G+ 2 50 14 PR A R B 3R 5.
1.2 #zh58E ¢ 5 Lyapunov I§ #1547
FORAELL (D) AN 2277 A 1, e p€ (1.5,

3

Lyapunov Index
(=)

-8 -4 0 4 8
(o3
() m=4,u1=1.501,1=1. 601, u3=1. 701, 54=1. 801

3

Lyapunov Index
(=)

-8 -4 0 4 8
o
(b) m=5,u,=1.501,u,=1.601,u3=1.701,
Hy4=1.801, u5=1.901

3
2.
S
2
2 0
=
g
3 L
-2}
73 1 1 1 1 1 1 L 1 1
-8 -4 0 4 8
o

(c) m=6,u,=1.9862, 43=1. 901, u3=1. 801,
wa=1.701, u5=1. 601, pg=1. 501

Fig. 1 The relationship between ¢ and Lyapunov index.
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Fig. 2 Effects of positive and negative regions of the
Lyapunov index (a=0.05).
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Table 4 Statistics of Hash Value (L, =512)
% 4 Hash £R%it % (L, =512)
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(851 B o PRI 2 Ce) R 027 10 B e B 45 o x iz 1)+
2t i KA

N
2>d,
i=1

1 <
. TN\ 2
AD\/NIZ;UJ,. D)*. (10)

KOOAOH N BT RE . d W R
SR GE -1 LRI AN ZERE.D R
FHAB 2 A~ Hash 5 (9 5000 F 477 3 22 7 2. S0 50 45
%t 128 b,256 b,512 b Y Hash {H# 4T N =10 000
YR 3 D, 15 B GE T A5 R ANk 5 i .

Table 5 The Test of Anti Collision Performance(N=10000)
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Mean  50.004 2.318 256.194 11.078 50.038 2.164 Reference B AB Pl% AP|% D
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Table 7 Comparison with the Performance of SHA3

Algorithm(N=10000,L, =512)
®7 5 SHA3 HiEM M EERT L (N=10000,L, =512)

Run-bits
Reference B AB P/% AP %
(Left/Right)
SHA-3M17) 255,86 11.38 49.97 2.22 85.29 1.0097
This Paper 255.95 11.28 49.99 2.20 85.31 0.9745
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