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Abstract mCrypton is a lightweight block cipher introduced in Information Security Application 2006
by Lim and Korkishko. mCrypton-64/96/128 denote 3 versions of the cipher with 64/96/128 b keys
respectively. In this paper, we apply the meet-in-the-middle (MITM) attack on 8-round mCrypton-
96, which improves the best MITM attack result on mCrypton-96 by 1 round. When analyzing the
security of block ciphers, using key relations to reduce the time complexity, memory complexity and
data complexity is a common method. From the property of the key schedule of mCrypton-96, we
know that each round key could calculate some information of the internal register by the algebraic
structure of the key schedule, and some round keys could be deduced from the other round keys. By
using the relationship of key schedule and the properties of S-box, we present a MITM attack on 8-
round mCrypton-96 based on the 4-round distinguisher by adding 1 round on the top and 3 rounds at
the bottom. The time, memory and data complexities of the attack are 2°*° encryptions, 2" B and 27
chosen plaintexts respectively. It is illustrated that mCrypton-96 not only has an efficient performance

but also possesses strong security.

Key words cryptanalysis; meet-in-the-middle (MITM) attack; block ciphers; mCrypton; relationship
of keys

W OE AN UAERA A TARN A AERAXRRGEKE R SRR BELLERA-ANTF RS
FB.E 4% mCrypton-96 AW A E A AEAAERLEZOBEFSENOBRR . BRK T ESTRP
FRE M 6 FAA LA, 3R T 2T 8 # mCrypton-96 ik ey Pl Aaid s L K KA R B 4 A 290
K 8% mCrypton-96 mFZH , Gk A A 2B KW AL B A 2T Ak F U L.

(@R FAELE>N P RAAMEBELK; 5 AE S ; mCrypton; B4 % £

mEESES  TP309

ST EE BB EERERER  encryption stand, AES) BILMEEIE S K K2 T
Hofi, 19972000 4F 3¢ [ 5 20 4% A5 M Cadvance 0 ZH SRS 3005 1O B0 A0 23 A7 4 5& [ — (U 2 5

WA EE:2014-11-20; 8@ HH#1:2015-07-06

EETH EXAARFEGTH (61572125,61373142) 3 R A8 R E WL WFFE A= 5 G218 SCRIHT ¥ B 5 H (112-06-0019025)
This work was supported by the National Natural Science Foundation of China (61572125, 61373142) and the Postgraduate
Dissertation Innovation Funds of Donghua University (112-06-0019025).



TN A X 8 #8 mCrypton-96 (%) A [a] AH 18 2% 5

667

AR UERA E Z 05 BRI B AS R [ 45 2 AR T R 45
FIAE 45 25 1 500k B o 308 0 21 % Y B9 o3 B AT
Hem 7. ROl R R H BN R R TR
F18 5 BH O A% T TR B LA P ) e g B A U S D hn
BT — M0 o 2H B A Sk M 2 T 5 2 R
B IR, AN 545 3R 51 £ (radio frequency identification,
RFID) Ak A 23R 58, B8 6 4 70 4 % 85 55 3k LED,
Zorro, mCrypton, PRESENT, Piccolo, Klein, XTEA,
DESL, HIGHT, CLEFIA, Twine, KATAN, 1% & 2%
i % Grain Al Trivium, D K 3 F PRESENT
(R % B G i bR RS SAVE Y 1 IR KA HF T R i )
WRE R, SHER . B TR TR A
T 0 o B T

1977 4F Diffie #1 Hellmant" & Y B T # 8] 40
I J7 vk, Henri Ml Minier'™ 7 2000 4F gk i 7 %t
T AES Bk i1 b ] AH 8 Mo 45 0 AR 4R 4 %8 AES
VAR g T 7 %8 AES Bk b R AH i 1K
. Demirci,Selcuk™ 7E 2008 4F7E 5 4 AES &k 2%
3V BT ) A b e ) A 38 Mo O v i 2D el ik
TXF 8 A AES-256 By Zr B R, Jorh .5 4 AES 57
TR R R 4 B8 TR TR R R TR /9. 2010 4,
Dunkelman, Keller 28 A" ot g 7 % T 7/8 # AES-
192 #1 AES-256 (9 70 #r 45 ik, 2013 4E, Derbez,
Fouque, Jean"™ g3 7 % T 7 # AES-128 ¥ ][] #H
WHEHEER I H A TX T 8 4 AES192, AES-
256 MYXE. 2014 4F, 22U BN 5 NS R
A BB T 5 R AES IPERT. 45 T
XF AES-192 1y 9 % v 8] AH 38 Mo s 53 4h, STk L7-
12 25 57 X HoAth 23 2 %% it 502 4 o ) AH 8 B

2006 4E, Lim f Korkishko™ 42 f T mCrypton
BE e ALY B i 03 2H B % 5. mCrypton
s& Crypton 55032 (1% 45 D80 WL . R A SPN 25 4, £ 5 3
ARRA AR EE 43 5l 641,96 b, 128 b,

SCR[ 14 T4 H T X 7 % mCrypton-96/64 F1 %}
8/9 % mCrypton-128 f¥ o [a] A 38 X o 5 SCHk[ 15 1R
H Biclique # R 45 T 42 % mCrypton-64/96/128
R A &5 28 s SCEkL16 145 Y T 8 48 mCrypton-96/
128 1y filf 18 X s SCERL17 )28 1 T 9 % mCrypton-
96/128 (1 AH & 8 AN n] BE 22 43 43 M s SCHRL18 1%
Biclique 8R4 T 2% mCrypton-96/128 1) 43 H7
S50 kL1945 1 T 8 % mCrypton-128 HIAH K%
AR B A SCR) % B AR 0 vk B M T AR A

A FEVERT 45 1 T X 8 & mCrypton-96 57 i ) v [H]
A 18

RN Y

u.W,.U,,U,.U;.U,.U;) &4 U, £/R 16 b;

U [15,14,13,12,11,10,9,8,7,6,5,4,3,2,1,
0]:16 b, U, BY55 0 fiAEsAT i 5

U~ 0U B ER s

K. 5 r 5%

u  KoRE r R EA LS E IR GZ
i BR A

U u, R ADBEFATUD);

®:“H"BH;

° :“5”5\5%;

AX: XD X';

xlex! PSS b DNERIT CETEE T

X 2 X BYHE  ADFNES m A FRLIC (T 80H 2

2

T,
2 mCrypton &%

2.1 mMEEH

mCrypton 75 & 5 T U0k — 8 i B 2% (substi-
tution permutation network, SPN) ZE /Y 64 b Y
By mmaEk B 3 R K 45
N 64b,96b,128b,1X 3 MREAHRSE 12 4. WA A
7 K 64 b BT SCor ALHEF B 4 <4 B JE B e
A a;, J4b.

ay, @y ay A

S & 7v:mCrypton i) SEBHAE 4 1 4X4 S
£:.5,,.5,S,,.S,,H¥ S,=S, ',S,=S, ".i&kS &
AR A T H iy o

S()(Cl()) S1(Cl1) Sz(ag) Sg(a\g)
81 ((l4) Sg(a:,) Sg(as) S()((/l?)
S(A) = .
Sz(as) Ss(ag) So(alo) Sl(all)
Sg(alg) So(d]g) S](Cl]4) Sg((l]g)

FRpE e o IR E S SRR G R A
FATR B I RE X5 TR B A B4 4 — 571 53 ) Ak LE A o 46



668

EAR S AR 2016, 53(3)

PR FE A= (A, A LA, LAy LTI 28 LR 8 30 05 19
HR 7 (A) = (i (A v (A) o (Ay) wms (A D)) 1
From EXWMTF: 2 a=(a,,a:,a,,a;) =A, (0<i<
3 M &t A5 5 8 b= (b, by b, . b)),
Horpr.

3
b= ﬂ,(a)@b] = @(772(1\_/\lz)m0d1 ca,),
£=0

m, — 11102 « My — 11012 Ny — 10112 Ny — 01112.

. ap a;
B oW B AT A AR 51 40 AR B %
ay djz
A N R a, a a, a:
RIS Bl © =
as as a as
W B A (ALK L Ho
ag a a; as
ay as Adg aq
A - D)
dag Ay d A
iz diz dig Ay
kO kl kz kg
ky k ks kg
K — ’
ks ky kio ki
ki, ki ko ks
W) 25 33 % BH iz B30 1 s ol
A @K =
ag @ko al®kl a; @/32 a3®k3
ay @ ky as @ ks ag @ kg ar @ kq
ag @ kg Ay @ kq Ao @ ki an @ ki ’
aiz @ ki, ais @ ks an @ ki ais @ ks

Horp,a,  k, (O<G<<15) A K EHR/E 4 b.

25 L iR »mCrypton S0y 1 48 70 %5 5 72
o () =0 cromey(x). it 12 BB H 5. L
T°Iw®°T @%aﬂﬂﬁﬁ%%i.
2.2 96 LALLM

®v&,U=(U,,U,.U,,U,,U,,U:)=K,HH K
S EEY WA K, A G R

D T=SWU,))PC,.T.=T-+M,,
Hrp, M, =0xf000,M, = 0x0f00 , M, = 0x00{0 , M, =
0x000f.

U ®T,

3) U: (U5 ’U0<<<3 ’Ul ’UZ ’U§1i<<8 ,U4).

3 FEREBRE

3.1 Z#pdhEBEBREH

W o WS 0 1 2 Aoy Ey AVE,. Ey i
MW= K E, it SN Ko D) K5
P&t E, EER E (P IR HEAE T, B
Ji K. ¥ AN % S C %t E, fig % .15 %) D, (O).
il D, (O W BAEER T o QiR AF 7R W) %
B (K LK) WM %5 8. BB R B S0, 4k 2 Bk b
R, L 3 i 2 2 B M — T
3.2 X AES Wy i HHB I i

i1 F mCrypton B ¥ #1 AES 2581, X} AES
(] AF 38 My B BIF 98 T DA S 2225 SCHRE3D4q i 4 %8
AES PR, IFAE 4 SEPERTRT N 1 48 5 HN 2 .45
HT 7 % AES i b ) AH 18 ks

EX 1. 052 x BRI HAFrE BT R g BT
BT 0,1, -+, 2" — 1), HoAth B IT# 2 o Hmy 27 4
B SCEH L B Horh n S B 0T i — R R

MR L. 45 AESHEE. 4 0 HE{x.x.x]. .
X7t 4 K AES A oy oy (x8.xg . xd, e
XL AR A x, @ x8 o xs @ xl L, xE @ xd
xS @ P EBR T 25 ANFL LA T
xS, @D xs x5, D xs, x5, @ xd e x @ x37)
A 27 Fonl fe i UM, T AL BE LS 0T A
274 T HUAA.

PR R

B xl, @ xtx, @ xlxl, @ uxi e xi @
X270 T T RE Y 20 b R T E AR Ok IR AR AE — A
Hash & T .

Yo #

WE L RTR B PSR AR N0 B SCL RS DR 1A
FUGE 2 56 AH S 4 HEBR #5— SL R 75 G 1% 00 /9 1
SCN TR B R 1A IISC A 1A 0 AR LK 0 FE
BB BT A D XD xi XD
X2 xy @B ME. 5. A& Hash £ T, 4l
XA T A #E Hash 22 T v, 00 R 55 T 1
W o5 2 M R H AR 0B .

2008 4F , Demirci fl Selcuk™ #2111 5 4 AES
WPE R IR T 7 B AES-192 Fil 8 48 AES-256 1)
rha]AH 8 B . 2010 4£, Dunkelman, Keller 2§ A
8 4 % AES BRI A P P AIHE B T 2 EE L H
AHI 1Y) 22 AL I EIGR T 16 5 Bl 24 2°



FEEEE X 8 % mCrypton-96 F) A [&] AH 8 15 669
The 4-Round
Differential
Characteristic
Ug
[
Fig. 1 Meet in the middle attack on 7-round AES in Ref[3].
B 1 SCHRC3IXT 7 % AES i
WK Bk 7 %6 AES-128 B 25 ] FVECHE &2 2% B2

ﬁﬁfﬁamﬂxﬁ.ﬂﬁm&m%mr,,ﬁ( )ﬁn

(LA 22 8 A 00 4 1 R AN H R R AR T Fii 3
S T ELRRAR T Ko i e A) A2 A

2013 4F, Derbez, Fouque, Jean™ 7£ 4 # M
RRIH S & 25 PR FRTEETﬁ‘%:gﬁ%FJ?HﬁE'Jﬁ
AR M 2 HAETTRERYIBUE R 27 FEAR 3 2%, (A

FRREAR S 2 LUTF , JF B2l dh glc it 7 X5 8 % AES-
192, AES-256 {145 B 45 5

2014 4F R FE AN ENC FHERA R,
P T X 5 % AES-192, AES-256 A4 it , I 78 Ik
Fmh B E A B T X 9 48 AES-192 1 Hh ] AH 1 X
iy Ak T X 9 48 AES-256 A4 HT 4



670

HEHLTR S &R 2016, 53(3)

4 8 % mCrypton-96 1 = 8] 4818 I &5

4.1 4% mCrypton B R
4%‘ 1 /I\ 0 %{xg’xé»xg’"',xés}sé’éﬁ 4 i—ﬁ/ﬁ
mCrypton NI A B 5 {x, xi, x2, - x ), Horp

Xo
]

-

X5 (0,152, 153 I 1 A2 515 (14 BIr A AL
xo HA P70 B EAHSE. xo IR 2 By 4
RO LR 1 ASIISC AN 4 R AT

MERR 2. S APERY. AN S & A 25 4y of
— B % a2 0 ME— B E L U S G e A A i
XEFEHE A 1 AMA.

N
D

Fig. 2 the 4-round differential characteristic.

K 2 4% mCrypton i1

MR 3. 4 % mCrypton 5. A 5741 {x,, @
X500 X5.0@ X200 00 X80 @ x5l ) MR 11 A2
B ox IR IE 2 s 4 5 22 40 6 28 1 1E 1 0 G 22
I3 AxT s Azios X200 5 X 0.0z« INTITIZAT )PP
YA 21 AT RE Y U

4 % mCrypton M RUER AT .

W A I (x50 @ xi, x5, @ xio, e
x50 @x30 ) HE R T 25 B 710 o xle . X0 0000
X3 000 15) s X0 (0unis2y - N UETZ 25 AN (A {E Bk
TR 1A a6 s AX 5 0 X2 0012030 s X (000,512
Az, BIERT : fIX 11 AN P25 AT HE S x).

1) B oxis Al AxY s AT A5 Axs 0.0 X R
AXS o2 ORI BRI SR Y Axs

2) M X osae B AZLATAS Ays. ANTTAR 4 S
AR X i %,

YLH A T Y S B 2 A 20 R AT RE Y RO
TEREHLIE LT A 2 Rl B
4.2 REHAZEHBEXR

M4 SFEHEHAN K PHAZARENU KU

VAL U=K. W iy Ky 7T 4% w 55 1 A7 9 {E.

WL AR A R R T K i RIA R
Un@lswi T @G - M ]
Ui " @lswi—"H @ G« My ]
Ur " @LSWi ") @ Cs + M, ]|
U, " @Lswi—") @ Cy » My |

Wh SW,~ '@ C « My, R 12 b BH N
0.8 U=~ "@LSW, ""H@Cs « M, ik 12b
5T U, "% 12 b B AT B K TT75

U,[13.12.11,10;9.8.7.635.4.3.2].

[EELIN: I SRR
U,[1.0.15,14;9.8.7.655.4.3,2],
U[4,3,2,1;0,15,14,13;8,7,6,5],
U,[12.11.10.958.7.6.5;4,3.2.1].

57Ky M RKA A

Ui @S @G - M

. _ Uy " @Lsw:; ") @ C « M|
et esws T @G - M|

Uiy =" @LSW; ") @ C, » M, ]

Kg:



FE % 8 # mCrypton-96 (1 7 [a] 4 18 2 7

671

¥ K. 758 SR EGE/ 15wk
u,, = (U,[4]0U,[2]U,[1] @
0U,[15]U,[14JU,[13] @ #xx
0@ U,[8JU,[7]0U,[5].
Hip “xxx” R U, " OLSW;"HD G -
M, JBY5 7 7. 55 6 (7. %8 5 . b Ko 7] 15
U; - "[7,6,5,4],U;,7""[7,6,5,4], N1 ] i+ 5
A o, LN U, 4,80 iy K, 50 L T
Bu, ,[0]. JiF B,
MRS, MK 5 Ko s 880K U[7,6,
5,41/ U,[7.6,5,4({H.

IE . SR UL A K, 1A .
U ®LW;) DC, « M, ]

U, ®[WU;) @ C, + M, ]

U, W) ®C, » M|’

U ®LWU;) ®C, » M, ]

M B Ko, 260000 ATHEH U [7.6,5,41F1 U,
[7.6,5.4]. 55—, MR 1 IEB T %0 i Ks
IRATHEH U [7,6,5,4]FU,[7,6,5,4]. Ik 5.
4.3 8 # mCrypton-96 BJI¥ £ it 52

A T8 4 R % B Z B e R 4 X 8 g
mCrypton-96 [ H [B]AH 8 T o, e ik AR A&l 3 s .

0

M ko Xo Yo % W
TR e O,
AL
uy kl X1
ok HHH The 4-Round Differential
AU
us ks X5 Js 25 W5
= ‘. = [= ” . HIH
L
ug kg Xg Ye 25 We
[= [T K (| HT . .
AU
u; kq X7 » 27 Wy
EnEw Sk , . .
AU
ug kg Xg C
\)ﬂ TooT
AL/

Fig. 3 Meet in the middle attack on 8-round mCrypton-96.
K3 %t 8 # mCrypton-96 Ay Xt

RN UN

P X0 @ xio xl @ xio, e xt @ xi } 1Y
T 11 A7 L0 D7k 11 A2 35 (e 1
B AR A 2" Al g i B, O AF L
Hash & T .

Yty i 72

D) e 2" AW A W SCah A 2n
AN SC, o i 5 2,6, 10, 14 AR5 (I (E , AR
T AAE R H R W — S AT 20 X 20 =2 X B S, 3

SR CAH N 1) %% S

2) XF T B B SO E I AYs, 0,12, s AT T
RN DO RS SR 2 AR AL, i AR 8 1155
HA R B Ax; o X 28 SCXT 48 53 A0 N A 26 A 4k a]
IR Ay, AR IE S &M B, B (Ax; » Ay,) 7]
TR sy Ky B EAEE w5 x
HAT S B AT K.

3) K& Ays.o s HEAT AN B L R ds A 15
AXg 01,00 AR S EAYPERT IR o000 ARG



672

EAR S AR 2016, 53(3)

B x: KA EYEEA 5 yo. 002 #EAT H B
TR ALY wo 020 FEAREYERT 40 B w0000
A 2t e Ky AT HEBR$5 2 Fig B,

4 FEW wo., . Gk AR Y 2 M A 3
AYo. 25100 s WA ST THE Y Axo. 260000 - IR HE S
PR T X0, 06000 FF 5 BB BISC, A5 F)
Ko, 560000 WARHEPERT 5.t Ko 5 K, o] HEER 452 2°
Tt .

5) XFF BT A ] i i 0 35 %5 BH . 358 B AH 1 BH SO
LA SOR S B w2 owo i@ 0,1, 00,15,
T A LAY B SC (o B IR [R) 2% S0, 5 I s, iR
B AR RN A A (x20 @ xlo . xl @ Xl
@ xi% ) IH.

6) #r Hash 3& T, WK T HAEAEA T IFHIE .
DA Ry 23 B R I 2 A E A 1. 55 2848 R LR AR A 5 .

AR 4l g o aok R AT A B () 52 2 B o ol o o AR
ML BR 3~5 Fak. L BR 1 W5 2% B2 X%F 277 B 3¢
#E4T 8 & mCrypton fil%5. 298 2 X4 1 Xf W] SCHR
TEM Ay 0025 » BTUAE IR 2 (BT H) 52 2% B 2 27°
22 °¥Kk 8 % mCrypton f%. YR 3 7R 0 9R 2 Iy 5L
filh B SOREI T Ays.o . BDEE I T 20 FRAE L B

0
s X5.0

SUATLATHS M LAY w0100 » T LAAL R 3 BB 0] 52
L 27 X 27 X 273k 8 & mCrypton il % iz
B BR A DR 3 WAL E R T w . s B
AT AR 1A Koo - BT LB B 4 RIS
] 52 A B 29 Ry 272 X 2% X271k 8 % mCrypton fil %
EHL YR S MR R B A BE 2y Ry 2T X2 X2t X2
K 8 % mCrypton fill %5 iz 5. DT 7E 26 B it 1) B[]
FABEZY Ny 2700 L AT T 2 X i st 1) &2 4% L il i
S I [A) 52 2 BE AT D) Z0m O T PG Aok R Y A i
SR 2 B TR R B WA AE I A% B Z s AN, 5L
Pu 2 2= N 27T AR PRI S

A SCH i B 5E R BT mCrypton-96 % 4 A= B
VL R R AR R 55 SOOF S 4 e
mCrypton-96 B35 14 B, 45 T 8 % mCrypton-
96 Ay 0 b [RDAH i X0 S b2 B o BT S SR T
1%, Beali (I [a) 52 2% o 2% Yo % is 58 a5
REER 2T AW S, AR ERE N 2B LT
mCrypton B35 /AT 45 R N3k 1 PR

Table 1 Summary of Attack Results on mCrypton
%* 1 mCrypton EZHHHER
Data Time Memory
Version Round Method Reference
Complexity Complexity Complexity
7 257 257 24 MIMT Ref[14]
mCrypton-64
12 248 263.38 Biclique Ref[15]
7 257 257 24 MIMT Ref[14]
8 257 293 247 MIMT This paper
mCrypton-96 8 248 265 281.6 CA Ref[16]
9 259.9 2749 263.9 RKIDC Ref[17]
12 227.54 294.09 220 Biclique Ref[ 18]
7 257 257 244 MIMT Ref[14]
8 216 216 RKR Ref[19]
8 218 26° 281.6 CA Ref[16]]
8 257 296 24 MIMT Ref[14]
mCrypton-128
9 250.7 266 2557 RKIDC Ref[17]
9 259 2118 2120 MIMT Ref[14]
12 2201 2125. 84 220 Biclique Ref[ 18]
12 248 2126.56 Biclique Ref[15]

MIMT: meet-in-the-middle attack; CA: collision attack; RKIDC: relate key impossible differential cryptanalysis;

RKR: relate key rectangle attack.
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