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Abstract Collaborative filtering (CF) is one of the most successful recommendation technologies in

the personalized recommendation systems. It can recommend products or information for target user
according to the preference information of similar users. However the traditional collaborative filtering
algorithms have the disadvantages of low recommendation efficiency and weak capacity of attack-
resistance. In order to solve the above problems, a novel collaborative filtering algorithm based on
social trusts is proposed. Firstly, referring to the trust generation principle in social psychology, a
social trust computation method based on multiple trust elements is presented. In social networking
environment, trust elements mainly include credibility, reliability, intimacy and self-orientation.
Then specific methods of identifying, extraction and quantification of the trust elements are studied in
depth. Finally, the trustworthy neighbors of target user are selected in accordance with the social
trust, so as to make trust-based collaborative recommendation. Using the FilmTrust and Epinions as
test data sets, the performance of the novel algorithm is compared with that of the traditional CF and
the-state-of-art methods, as well as the CF based on single trust element. Experimental results show
that compared with the other methods, the proposed algorithm not only improves the recommendation

precision and recall, but also has powerful attack-resistance capacity.

Key words  collaborative filtering (CF); social network; trust; trust elements; recommendation

precision; recall; attack-resistance capacity
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Fig. 1 Initial trust network of users.
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Fig. 2 Trust network of the target user node.
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T VTR B RGBT [R) R B SR R A
KA SO 1 HE 7R 50 (CF-CRIS) 5 1% 48 1) P
[F] 3 V8 757 (CF) F CF-DNC 83k 3E 47 52 56 [
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(CF-C) H:F nl 5 B /) P Rl 4 72 3300k (CF-R) VAT
ERE NP EHEFE R (CFDMET AR ERSMH
0 B I e 7 B v (CF-S). % FilmTrust 1
Epinions $(48 42 . 4351 H A5 H P 3% BUAS W] 19 15 4F
B JE A EL o) 15 3 B HEFE KT BE (MAE) X I 45 R n &
1 2 2 PR,

MEIME 2 Al LB G b=
15 Fil k=25 I}, 2% ] FilmTrust 1 Epinions (& &
R4 77 7 1 1 3] S A 4 1 AR RIS S R 38 2R FH WA Ao
4l 4, CF-CRIS W % MAE {545 W] & /T CF
F M CF-DNC 835, D KR T o —(FEZE R 1
8 : CF-C,CF-R,CF-1,CF-S. X MY 5 T %
TCAYAE A5 A 1 b 1) 4 5 B8 3k T DA o S 4 o o o,
H AR SCHR Y A 52 A5 AT B2 4 T v 2 ] Oy, A
RZTEHEGFETRETSEEHZRT 2N EEER,
JIT A #2408 J 10 355 5% B of A . AT 3R A T T Y
HEFFH L.

Table 1 Comparison of Recommendation Precision (MAE)

with FilmTrust Dataset
F 1 M FilmTrust # B E W EFEE (MAE) 3L

k CF CF-DNC CF-C CF-R CFl1 CF-S CF-CRIS

5 0.8456 0.6995 0.6894 0.6954 0.8954 0.7745 0.5812

10 0.8321 0.6847 0.6874 0.6845 0.8854 0.7658 0.5728

15 0.8012 0.6714 0.6670 0.6758 0.8651 0.7462 0.5643

20 0.8154 0.6875 0.6858 0.6854 0.8714 0.7541 0.5827

25 0.8256 0.6987 0.6912 0.7014 0.8987 0.7689 0.5904

Table 2 Comparison of Recommendation Precision (MAE)
with Epinions Dataset

% 2 XA Epinions $E £ M F 15 B (MAE) 3ttt

k CF CF-DNC CF-C CF-R CF-1 CF-S CF-CRIS

10 0.8982 0.7412 0.7660 0.7213 0.9577 0.8419 0.6410

15 0.8798 0.7334 0.7584 0.7214 0.9451 0.8365 0.6446

20 0.8654 0.7254 0.7154 0.6989 0.9265 0.8275 0.6455

25 0.8362 0.7121 0.7110 0.6813 0.9177 0.8019 0.6431

30 0.8521 0.7321 0.7354 0.6987 0.9321 0.8254 0.6457

Bian , >k A FilmTrust 308642 19 5250 Y 4 77 40
JEE k=15 B}, CF-CRIS Ry #fE 3% 4% & b CF 1 CF-
DNC B354 B4 & T K29 290 F1 16 %, L 3 T 3
—(EEERN MR Y CF-C,CF-R,CF-1,CF-S 43
SRR T RY 15%,16%,35%, 24 %. Bt 4h, CF-C
PR B b CF SEvk 4R 8 7 K2 170, R 7E A
FOARARLEE (22 5 # v, CF-C 258 1 1 P 1) 1y SR 37
0 H A, i e T UL R PRI E B T O 4R 8
JEREEERZ —. T i — L s R
] % b A S i CE-CRIS &3k 5154 CF %4
A1 CF-DNC 5.3k, DL T i — (5 AT B R (W I 7
B A PR AT T SE0 L R E g SR an & 3 A
K4 iR .
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Fig. 3 Comparison of recall (RL) using FilmTrust dataset.
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Fig. 4 Comparison of recall (RL) using Epinions dataset.
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9 7E 2 G0 [ A 1) FFRCPE Ao P B A
TN AE IR 45 5 52 P AR 1 A R I Y R e
AT 52 M 4 2 1) o . O T R B AR OB 7R CF-CRIS
FUEG Gedfe 81 CF LU J CF-DNC 8 3 78 b e fig
715 T AP RE L SR FH TR & Bods I 20N B 1) 546 4k
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Table 3 Comparison of Recommendation Precision (MAE) for Hybrid Attack when Using FilmTrust Dataset
#x3 BAWTHTET FilmTrust HIBEWHEERE (MAE)XT L

Attack Size
Filling
1% 2% 3% 5%
Size
CF CF-DNC  CF-CRIS CF CF-DNC  CF-CRIS CF CF-DNC  CF-CRIS CF CF-DNC  CF-CRIS

1% 0.8612 0.7241 0.6054 0.8753 0.7354 0.6142 0.8885 0.7485 0.6245 0.9015 0.7545 0.6341
3% 0.8684 0.7285 0.6095 0.8765 0.7325 0.6124 0.8855 0.7388 0.6212 0.9111 0.7588 0.6382
5% 0.8748 0.7314 0.6115 0.8845 0.7425 0.6201 0.8947 0.7511 0.6344 0.9188 0.7614 0.646 4
10% 0.8785 0.7321 0.6254 0.8975 0.7514 0.6314 0.9074 0.7617 0.6412 0.9221 0.7812 0.6512

Table 4 Comparison of Recommendation Precision (MAE) for Hybrid Attack when Using Epinions Dataset
* 4 BREWETET Epinions B EWHEEIEE (MAE)XT L

Attack Size
Filling
1% 2% 3% 5%
Size
CF CF-DNC  CF-CRIS CF CF-DNC  CF-CRIS CF CF-DNC  CF-CRIS CF CF-DNC CF-CRIS
1% 0.8817 0.7554 0.7065 0.8945 0.7625 0.7154 0.9054 0.7784 0.7254 0.9155 0.7888 0.7386
3% 0.8898 0.7581 0.7098 0.8998 0.7681 0.7198 0.9045 0.7754 0.7245 0.9176 0.7857 0.7388
5% 0.8912 0.7621 0.7154 0.9012 0.7721 0.7221 0.9144 0.7877 0.7358 0.9277 0.7978 0.7487
10% 0.8988 0.7699 0.7189 0.9110 0.7811 0.7278 0.9223 0.7954 0.7377 0.9387 0.8057 0.7498

MR 3 ORI 4 W LUE R — SRR, Bl
A O FRASE (4 AS W 386 L 3 B A FE 5 I 1 MAE 4B
AL mka W MEBGEH P E . 75
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o 7 A 1 TR A 25 i ke CF Bk Al CF-DNC B k%

/I BAR T FilmTrust %l 48 9 5250 45 58 0] 762
FSF B e S B R - CF-CRIS 53k i 4 7245 He
CF 83 Fl CF-DNC 53k 43 il 42 5 7 K 24 3006 Al
1656+ i AT UL A SO 2 B R Bt it fig
FEIR & Zoaky Jr 20K, 40 52k A FilmTrust A
Epinions £ 46 . 24 J H AR5 B A BUSE R R 304
5761006 I SR FI 3l #fi 45 55 1k 1) - 249 35000 g 22
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Fig. 5 Comparison of APS with 3% filling size.
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Fig. 6 Comparison of APS with 5% filling size.
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