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Abstract Privacy preservation is one of the most challenging problems on secure data aggregation in
wireless sensor networks ( WSNs). In WSNs, current data aggregation schemes with privacy
preservation cannot meet the requirements of security and energy saving. and have several
disadvantages such as complex computation, considerable communication load or low-security. An
energy-efficient and data-loss resilient data aggregation scheme with privacy preservation is proposed
in this paper. Two different forms of perturbation data are adopted to protect the data privacy of each
node from being disclosed to the sink and any other nodes in the network. Firstly, from the point of
view of sink intrusion, we describe the design scheme of initial perturbation data. On the basis of it,
we present the construction method of second data perturbation and the operation procedures of
aggregation validation for intermediate aggregators and the sink. To resist various external attacks
efficiently, the technique of message authentication code is introduced. Security and property analysis
show that the proposed scheme can ensure the security of nodes on the premise of lower energy
power. In addition, it has a strong ability against data-loss, and both its security and energy efficiency

perform better than current works.
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Fig. 2 Construction of the request index value.
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Fig. 3 Construction of aggregation index value and perturbation data.

s BERSHELRLIBRITE

@ end for
4 RESW
4.1 BEFAME

1) SRR Tt A R 1 1 1 0
RERCHE NS T T VR AR 3 0 1 7 230 A 0 5 L B
S.=C,+ DA, HA,=H(R, k). thFIEE

yEA

RE W RARAN A y BFAB] by o T LUAS BEHEN
Sl 5L C, s PRAE T BN 1Y i 508 0T 100 25 rp Ay
SR BB B MR Y s 42 i B . Al AT X
(3) 75 B AH N 1Y W SCER G 4521 AR RS9 500 LG
Kol RAIE T A S Bl o 5 ol ) BRA

2) T B Mok R A A AR A A Y
HONG BT S TG R, e XD, Il 18] i

2



2036

HENMR S kB 2016, 53(9)

A HENAR Y SN, BRI 4. BOERR
PR RN oy B IR AR 7Y A R B H bR
S PT A E AR R T H QI<i<<a) BRI
i X HARTT RS @ AR R RTAY L U H ARy
SR GHE MR R RER

P,=1-PQ VQYV- = VQ)=

1— (P — > PQAQ) ++
i€ll,a] iy iy € [(1oal i) <y
(— D' X P, A
i €1l iy <iy<<w<i

Q, N AQ )+t

(=D 'P@Q A Q A AQ)). (5)

Wl BRI N HACI MEALL Y
FEPAAR I Y A5 s M BER AT R R
(G
PQ AQ A= AQ)=( & ).

Hodp, X RR B i RRL , o 7R BN 8 B FASH

B ig,
e (G
P = D) (6)

=0 X

FH 2% 5 E 0 4 it 3] L X 1 R A5 A T
SAFA R o DRV 2T U1 5 AT BT A
LS H A 80 25 A1 T RUTE A R S A I Y
A2 T R IR R RA . Rt AR IR
15 60 T 1Y B AL 8 % A A - L R E — AT
TRA o ML o RRRA R B I
MR T 0 2% MRS | 5 B N 3% 3 B SRR AR LU R &
2 AT A I R AR e S S A A

N, = E(aj)(iz;(l)ijC;((éYl)¢>. 0

ji=0

PETT A4 749 R G R B

b = i}(Z(—l)fC;((éi; )Y)><

j=0 " i=0

a Gy
(;ul)w@;(@( ) ). (8)

H 19 R T Bl 3h B AR B Kt 2 47
(AP ED Co= 205N 5 4l 7 B BV o 45 31
W1 SRR T E TS B AR R R HdE .
) R Ty 2l ad i 4l 2% 1 R AT
DA — 5 SR O JEU AR KA . S 9K, JCAT AR ST 26 5 51y
745 5 A T 3O AR e LA I T R

51 5 RO B8 . B RO 4 6 m (1< D) 4

T 5L AT A AR TR F A Y A
ST AR S A R

Y
(/;\"72/11

CL,
T L ER S L T R 1 %

Do = D) (2 —DC (LCX; )Y)><

j=0 " i=0

(M 1)"’»"Cf,<%)¢>><

, (9

pP,=1-—

i=j
(170{( z,,,>>< <170?§~ 7>

Ch Ch

4,2 TEME

X T BT B AR AR B A A N TR R
S I R A AN py sy R ko
M5 BOAUERS mac,;. A N, v N; Zi% 07 &
T P R N R v BN L (S T N W
%5 B macy; @ mac;; 0. [R5 5 7 $2 38 B4 i %
FH T I (R AR, SR R 2% rh A AR J i . gty
SUTE A T 2 DA TR RS T 22 WO R R AT 95 91 B[] A g
i K LA TR

5 MERES N

5.1 BiEE#E

FEZEA M R 5 B R, RS N, T AL R
N, #2282 S, [ IX4,, | mac,, || T. #4556l % SC
MR, Co=2""N X +d,. th r =0, B ER d. =
LR HE R SO B KR 0+ [IbN | HL T
| IX., | =Ax.H 0.0, N,mac,, Fuf a8 T 69K 5
R E B BT LA S E S R A2 O(D).
5.2 HEE#E

A — S B ) B B A L AR SR 4R B O
RGIAKAMG T B R 7E R A A5 R SE Rk R
T A PL R G HEAE N BRAARYE B iz b
AT A RIS REIE. h TR
SFABN « (a WEEBD . H o< X, 454 T 2%
SCH R EE R AT W TR R R S O(D).
5.3 BEEHFE

A J7 BRI AE R EOk A T R sg B AU
FAXT I By 5% () ECDH 8 4E. B2, A 7 g4
A8 TRV i 89 R L M A 1YY S e s 3
EEY] Hoazk i B AE RGBT BT — IR R
E R AL R T i MICAZ ), HLR I 160 b (¥ i [
Bk CATEUS 5 1024 b 1) RSA MR %2 4 9500,
B SCHBRL 12 IR, 7R 1% & 8 #r — xR 38 B U
=R e Rl 50. 82 m]. I, % ECDH #
VEAS 23 45 3 G0 1 3 7 1Y) 4.



5 I —Fh LA I W K R AL R B R & T &

2037

RLIGMTAT RS WA L2RE L
TiPERESRAR B X LA SR, Horp, C SRR R RUBL. i 5% 1

LA AR B2 G0 F AR TT R B A R
RERLPE.

Table 1 Properties Evaluation of Protocols
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Aggregation Type Hop to Hop

Encryption Type Cluster Head-BS

Privacy from Eaves Yes
Privacy from Other Nodes Yes
Privacy from the BS No
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Computation Complexity o)

O(log ©)
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CPDA SMART Our Scheme
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Node-Cluster Head Node-Node Node-Node

Yes Yes Yes
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