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Abstract In recent decades, with the introduction of Ethernet and the more close connection with
external network, an increasingly larger number of vulnerabilities have been found in the industrial
control system (ICS), exposing its serious security problem. These security issues cannot be handled
completely due to the variety of the vulnerability. Therefore, we must construct the defense-in-depth
system for ICS. In particular, the intrusion detection system (IDS) is one of the most important parts
in the defense-in-depth system of ICS. The IDS is able to discover the potential intrusion by misuse
detection and anomaly detection. In this survey, we analyze the architecture and characteristics of ICS
and provide the detailed descriptions of the security concept of ICS. Then., according to the
characteristics of ICS, we put forward a clear requirement of ICS IDS and elaborate its connotation.
Moreover, we categorize the existing IDS methods based on the detection strategy, including traffic
detection, protocol detection and equipment state detection. In each category, we analyze the
detection technique and discuss the detection algorithm. Finally, for future work, from the
perspective of the disadvantages of current solutions and the constraints for ICS applications, we
summarize some research trends of ICS IDS from the aspects of performance metric, detection

technique and detection architecture.
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Fig. 1 Industrial control system.
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Fig. 2 A classification tree for ICS IDS by Chen et al.
Kl 2 Chen % A" ICS IDS 432 Jr ik

FLARSR U AR 5 £ ok R A9 A [\] L ICS DS 7] 43
FR I 2% 0 2 AL 2 R 2R ) 4% IDS 3 3 19 46 AR [f] 1X
Iof 5 ARG A BRI A SR I 4 3 R O UEA T RS R L
Br BB 45 S8 B, S B 4 JR A IS ARG, e ol 2
JC I X R 8 1 A BOHE SE AT R s =ML IDS
P RGN SR N AR R R AORR SO R B
REFHEN (L Z X ICS 2 /5 B R K.



¥ 4 TS R RA RIS A LR

2043

(7] B AR i A 00 e R 1) A )L ICS TDS A 43 i
FEAS 0 R S A 2 288 35 FH ARG 0 SR ) 4R A DG e
AR EE 5 © S AT R R AE R AT LU X, R
BAARAT R o LB AR T IO VR A M AR N il 5 58 A
DK SC B A7 5 IE W AT A B A AT DR IE , e 336 I
AT AT R RIS i AR AT A s BT R T G ik 4
e EATRE BRI R 43 BeAh AR HE TCS b 55 i 7R
i 5 B4R - Chen 78 5 5 # DU rp S — 25 %] 43 8
() F 20— FLFAT R MU AT R Ty 32 iz Ay vk
M R Tl 2 B AT R X R G AT i AT
SRS Y A

iR ICS IDS 43 2645 J2& 5k & 48 1DS 432507
e WA 75 % I8 ICS MR AL, Rg R L ICS 5 K
S B LI AR R SRR L R 5 ICS iR S
L Bk 3 % TR L A/ AT X 4 B A s i A

R FxF K ICS IDS SCHR 14 43 M A B g, A SC
7 18 TCS BYRE AL, 22 30 DK T 0 52 A7 B2 4 13 8T 1 40
253k BB 1CS IDS H AR ) 43 B3 T 3 A T
PSR 5 £ RS AR 3 K. 2. BT X ICS
A Ml 55 U e R AE S DA O i R A B E AT 4
Br 5 4 s LR AE It i 43 b B A L XS R S04
ZH HEAT RS T P U B A AT 5 B K R LS A R
WA IR SCTE R & R G I B AR PUAT R
i R G0 Y P R R B AT A R R IR E AT R £
GRE LR T EX AR BB L WA ST HAE
BRI v X % 2 A TCS 4. B, %4y 2K 0
LA T ICS Ay,

2.3 ICS IDS g

76 ICS m L i 8 U 41 238 Rl 232 55 4% 48 1DS
PEREFE bR . L SR R R IE AT R 1% e
RS AT IR s U R R R AT IR AW
TEHAT A AR 2 5 A D 3 R A I S SR AT
R AL SR BHOR G X 3 A8 4 I A R e
8 BR T 55 1 A A 2 SRR T R R IR R R
ETNESE S TR B i (O = W S = i S T
FrER R AR IR B RS B aS R
4e BRI AR R B R B . I ICS IDS 1y iRl
TR T AR 1) R, BT 0T U R R ARV R

A L F 58 N BT X TCS 11 5 52 s 5% U6 A2
PR A5 4R 550, X ICS IDS £ M B 19 PR g 46 br. 40 Striki
AU TR I R E T VAN 4R A B0 AR AT A
T4 ok B4k IDS J2U50 B4 st 8] 8] B s Misra 48 A
P T RGEYIFE A TR AL R 0 3 SRR bR

3 ICS IDS # M+ A

HET o8 A B0 EE T #2845 L S ) s AL A8 K
VR KL B $2 T AR 2 ICS IDS # AR 35 T
o e ey ek N |11 I S = = N G NS P B S i B TR 3 N A
I, AT B 1Y 1CS 1DS HOAR 42 IRA SO HY Y
FE TR XS G200 53 28 07 1 HE AT 0 28 O % 4 Al
12 b HOOG B R IEAT 43 #r
3.1 ETREH IDS

TR E M DS H G ICS AN ] 2 4 X 18 /Y i
TERFAE S B O6F BB Bk A0 P R e B SRR G
22 K ) 51 R 1R) G VR S 78 AS i A B A B 1URS =X i 1
BN S A I 2% 1 S 8 L SR B IDS,

e 48 56 T ik 5 A A T ik 2 aE L 4R I 5 JT
G TP, H 1 1P A% % )2 Pl R port, H 1Y port) [ IP
TEIVUI, | 3 F A5 52 B () L SF- 4 6 () B 55 48 B o DUERE ]
23 ) 3 A b AR 3 TE AR 5 8 T A Sy A
FEVE K S 30 A B R ) R AT b AR SR
RAALYT0]  H R] N Bty AR 4R 55 (denial of service,
DOS) Y ii 58 ARAT M kil S8 100 285 JL 4R &
& AR BHAR RGN N E IR R B R S
FNVERRIZL Z N X RGP R M EE W
I AR P AL, 5 SR T 52 2% O 19 4R B4 T 1Y) A s
15 B R R] A7 A6 .

BT A5 T 48 T Ak 1 67 L D fig LA S N B3 T Ak 1Y
FTT VHRBEAS ] B 35 RN 51 3 43 L 2 A~ AN ] 1Y) 22
A DXL TR 4% 22 4 X0, 1 25 RN AR B A AR
K A X I T O S AR ICS S 5 N B
B AEXT G5 AR R A T [ L ol 1CS oA I
ARV B RRAIE 5 [) IF TCS b 55 81 7 o R T i 2540 40 B e
7 A 0 AR e S s B b e B s R
ANAS . PR BT i B AR TS T ICS 2 4 Xk,
AT Bt ARG A B M B T AR AR B ) s
311 ARSI A A B R I

F 58 N O3AE X 3 A5 R R 22 40 0 25U A T
Tl A5 ] R 2% b i BCf] b B AT e B D
Stavroulakis % A" RIS T & B £E ICS 1IDS
Ty R A BT F R T 3 B R Bl Ok
1 ICS Y i %) 43 o -t 2k Sz YR TP, H 1y 1P, TCP/
UDP ¥ 1 4545 B 4H 1 08 7 &2 48 BF (traffic matrix) , &
AN R AR e S T NN i g = SN S 2 DI SR 1 A
21 1% /Y B B (traffic volume) , 38 78 — & i [8] P 9
26 S 3k HEWCI I B SR 5 b R SCHE IR AR Ak L AT A



2044

EAR S AR 2016, 53(9)

i A8 A A ARG U A2 K (traffic dynamics) , %R
D) 2% 37 k- it B ] A A5 Ak
3.1.2 R BIR ARG U7 v

HEr e 3 bk 245 2 76l 55 [ € 1) 1CS
I R T R T3 B U ) TR 45 A A 3 T A
27 R I T R AT S A AR DN ke TR S

P25 ) 2% EL A AR Lk 35 M A B AR B RE T L AT
T 3 X KA Y GRAe A FE AT 23 BT, AR A5 X oK 1 i AT
g B AR . T D G T v g R 2% a2 2]
G FE ICSREMRBERA S ZRELL2REZ
() ) B 53 56 2R 5 LA I % S B 0080 0 A7 40 A o A o S
WATH.

Bl Vollmer % AN F ] 54 43 4 3 it JE 47
A ARG $ IR 2% 3t 67 2, ICMIP sy 1D 3
Fe o5 AR, DL TP B 1D dul TP 36 30 Jaf, 55 4%
fiE &, I ok F 15 22 52 1] /% 4% (back propagation, BP)
VR YN 25 28 I 245, foff A 28 T 4% 1) 108 28 B/ D 5 FE A
N B 52 B i IR I B 0T 5 AT P 28 R 2% b E AT 4
7. LLSZ B % attempted-dos, attempted-recon, bad-
unknown,attempted-user, misc-activity 5 22 Fi [ 2%
AR R, 7E e B Rl [ Vollmer 25 AN R
B R Bh A ORI 3R IO SE A ) A R g TP
11y O = N A Vol B R QN O KOS I TR AR 2
H B KB E 0 R H 55 16 F 9 45 R Ak A1)
BP f1 LM (Levenberg-Marquardt) 25y JI| 2 4 25 %
2 R I S A

Ry v R 28 I 4 I 25 T S K Y B 53, Manic 5%
TSRO SR SR 32 8 S B T — R 1 AR AR T AL
O] 282 B0 R PSR S Jm 38 R 4 38 AN KS L AS i 1Y)
E LR e SIS TR IR VK $1E 2N B Rl i)
AR,

SCHRLC T8 B X by ¥ 2l 1 100 B A Ze 4 J iy F 5
R SCRFAE K e v TE AT O R 2 R AR SRR B
RGN FF 38 5 R X BR R T AR OC 2R eR B
VT B AL PSRN 322 i R D) B L T T T Y 4 O
R TEAG I N L 122 75 S AR H1 AR 222 o ) ) e R A
R FE WU 5 G0k B E 22 18] 0 S I AR AT R

SCHRLTO JEE RV 2 B8 48 09 A 1 o 3 808G 00 17 g
TRERY ), R ] TYPE-2 BB 2 8, 55 f A %L
P AT B A0S P o SOk (18 ] 0y R BB il i
P 2 i B AR 2. %007 52 5 SCHRL 18 iy IX 3 7E T Ho
HE P A 2 R R — S T T L i (X s e (X0 JL TE A
DU 32 7 28 AR AT S I 5040 A6 B A fiok 2 5 B BB {3
Fil 55 6 12 AR 2 1R 1 P8R o 32030 1L A I 2 | )

NN S5 TE BB Z N A R IE 5 5 A0 35 32 1 4B U A
A BE.

SCHRL20 IR 7 25 T OR] 2 58 A S 4G I 22
. AR R TYPE-2 KW 2 8 43 B B R Tl 3%
SRS BRIE T AW R RN I AR 20 B 5 2R sh 250
T B R B A IR T S ARG A RS

W Ah, WF 58 N B3Ik SR Y 34 18] & AL (support
vector machine, SVM) # AR, 8 JF AR 28 PE A 0] 43 79
UL 2 AR (0] 1 Bl A% R RO S 3 1w 4 2 )L O A
1A~gr28 i DA X 73 1E 8 R B 5 AR it . Maglaras
S5 NP SR B2 3 R ] B HL Coneclass support
vector machine, OCSVM) & DNS, FTP, MDNS,
Modbus, TCP, UDP % P 18 & 37 3 5 #5586 77 W
i) PIE oSNV BT S €/ B il M TN L&
) 20 k2 558 A= AT . SR il SVMLRE X 53 i
S ORI U S R S0 Sy g STk (22 ]
RHZA SVM {3245 0 Has Gk iz
K SVMs., SRl S Bl » FHAR UCR HT R & ot
SVM PUSE B AARAT A B2 5050 50 i 3 o

( Start )

Network
Data )

SVM (Normal)

Yes

No

No

SVM
(Remote Login)

No

N \2

Generate Generate
Special Other Attack
Attack Alert Alert
| |
\
End

Normal Data

Fig. 3 The hierarchical SVM IDS (take the detection of
2 attacks for example).
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Fig. 4 The transformation between Modbus RTU/ASCII and Modbus/TCP.
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