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Abstract The development and application of cloud computing set higher requirement for the fault-
tolerant capability of the storage systems. Erasure code has been widely used to generate device-level
redundancy to protect against device failures, while has less space efficiency when resisting the sector
failures. Current optimization schemes for the sector failures only resist the failures of small amounts
of the sectors or specific sectors. In this paper, we propose a hybrid coding scheme (intra- and inter-
device redundancy, IIDR) combining inter-device redundancy with intra-device redundancy based on
the homomorphism property of MDS (maximum distance separable) codes, which employs global
parity sector against sector failures in the data disks when adding parity device against device failures,
and optimizes the ability to process single-sector errors taking advantage of intra-device coding to
generate local parity sectors. In the end, the correctness proof and performance analysis are shown in
this paper, and the results indicate that our scheme can protect against device failures and sector
failures of any distribution, and the computing cost of recovering single-sector errors is much lower,
and the update performance is better. Compared with traditional intra-device coding schemes, our

scheme comes with less space usage.

Key words cloud computing; device failures; latent sector errors (LSEs); erasure code; intra-disk

redundancy
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Fig. 1 Relationship between sector, strip and stripe.
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Fig. 3 Data recovery algorithm.
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Table 2 Detailed Steps for Data Recovery
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] D)
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i E.

4 MERESHT
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4.1 HEFEAE
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i L M EZ AR, T STAIR Codes, IDR
B AR TT EAE R S 42 55 B8 1 T RSB0 i A 5 H — B0 B
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X H.

WA 4 B HEHUARE 2 43 A0 1 B X g R STAIR
Codes FUF U8 it 07 43 A3 1 A% 36 bt IX, BG4 A4S
50 I IX. 32 7 58 T S I A e X b s AR T R
B T VSN 4 SR S 56 Bt X, 3 AE RS A B R AR I T AR
HRE B0 B X T LA T SR A B DX B KT STAIR
Codes 75 % s IDR J7 58 B 78 B A 5 P U I f K 4%
TR A A 50 B X, A 56 B DX 8K H Ok e KA 1R
5 n Z B T LABE A e KSR EUW IS KL IDR 7 %
AL A B . T LLE AR BT ARR o o A R DX R
I ATy Z2 0 B R R 4 T STAIR Codes 5 IDR
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321 [ STAIR Codes m
[ IIDR
[ IDR
24 —

g

(1,1,1,1) (1,1,2) (2,2) (1,3) 4)
e

Number of Parity Sectors

Fig. 4 The number of parity sectors for different e.
P4 R X EH
1 T STAIR Codes J7 %8 A SCHFAT 5 IX A %
31 HBEXT HE TDR J5 %8 58 7 S8 78 AT B A iR 7
A IR B SR R AR T S S 0 B A 36 Bt DX o3 A
(s LS/ZJ ) LS/SJ )ty Ls/s‘* ]J ) Ls/sJ 51,00, 1),
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W% H AT AR IR
Stor =S5+ Ls/ZJ+ Ls/BJ+~--+ Ls/s—lJJr
Ls/sJ +n—s,
IDR 7 A 56 b XK stor =n X s, Al LAE H L 7E n
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K5 o Al n=8,16,32, 73 A Xf LL 2 Fh oy
SRAE s A7) 1 SRR T A 6 X800 1 A2 4.
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Fig. 5 The number of parity sectors for different s.
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R A B /D D) 3 55 TT B . BE R R AE Mude _
XORs(R,»R: o) 5E X N4 T HYE R H5HE o
I B M ES R, 5 8RN 0. G &) 5 7Y 4 5
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) SR i X R iR X L4 AT STAIR Codes 5 %8
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Bk = —1)+ (—m) X (m X7r).
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Fig. 6 The number of Mult_XORs of STAIR Codes.
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Fig. 8 Compute overhead of a single sector error

recovery.
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Fig. 9 Update cost of SD Codes, IDR. IIDR for
different s.
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Fig. 10 Update cost of STAIR Codes, IIDR versus
different e.
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