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Abstract The newly developed networks hope to bring some specific features, such as wide coverage,
high bandwidth, and provide varieties of media services. Fortunately, multiple access techniques are
at there to help. Nowadays, terminals are always equipped with multiple interfaces to adapt to the
heterogeneous networks. Thus, there are more than one paths existing between two endpoints.
MPTCP (multipath TCP) is proposed by IETF MPTCP working group, in addition to compatible
with traditional TCP, which utilizes multiple paths to transmit data. It improves the efficiency of
bandwidth usage and the resilience of the connection. What’s more, it can adaptively move data from
more congested path to less congested path. In recent years, many researches have been carried out to
gradually make MPTCP from concept to practice. This paper introduces the technical details of
MPTCP standard, and expounds the present situation of the related aspects, including simulation and
actual deployment, out-of-order control, coupled congestion control, energy consumption
maintenance, security, and other aspects such as path selection, mobility and QoS, the data center

scenario, et al. Finally, this paper gives a summary and expectation.

Key words multiple path; multipath TCP (MPTCP); scheduling algorithms; congestion control;

energy consumption management; security
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Table 1 The List of IETF MPTCP RFCs
%1 IETF MPTCP RFC X#— %

Standard No. Standardization Document Name Date

Threat Analysis for TCP Extensions
RFC 61818150 for Multipath Operation with Multiple 2011-03
Addresses

Architectural Guidelines for Multipath

RFC 6182011 2011-03
TCP Development
RFC 6356012] Coupled  Congestion  Control  for 9011-10
P Multipath Transport Protocols
TCP  Extensions for Multipath
RFC 6824010 2013-01

Operation with Multiple Addresses

Multipath TCP (MPTCP) Application

RFC 68970171 2013-03

Interface Considerations
Analysis of Residual Threats and

RFC 7430L16)  Possible Fixes for Multipath TCP 2015-07
(MPTCP)

MPTCP Btk tn & 1 Fri7s , & i /2 i) TCP
X143 2 #43 : MPTCP |2 #il TCP 2 (Y 73 2).
MPTCP JZXF F R HZ R EWH. N HIZEF WK
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Fig. 1 MPTCP protocol stack.
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Table 2 Basic Operations of MPTCP
&2 MPTCP ERIRIE

Basic Operations

Description

Connection Initiation

Starting a New Subflow

Address Knowledge Exchange

Data Transmission

Connection Close

Use MP_CAPABLE option to declare that its sender is capable of performing MPTCP and contains some
corresponding information. Begin with a SYN, SYN/ACK, ACK exchange on a single path. Only if both
ends support MPTCP, MPTCP can take place; otherwise it will gracefully fall back to regular single-path
TCP.

Use MP_JOIN option to contain some corresponding information of staring a new subflow. It needs the

three-way handshake of SYN, SYN/ACK and ACK.

Contain the implicit exchange and the explicit exchange. The former one uses ADD_ADDR to inform the
coresponding node, and the coresponding node uses MP_JOIN option to setup new subflows. The latter

one directly uses MP_JOIN option to setup new subflows.

Use dual sequence numbers (data seugence number and subflow sequence number) and dual
acknowledgments (the connection level acknowledgment and the subflow level acknowledgment) both in
connection level and subflow level. Expand congestion control, reliability, retransmission, flow control

and so on of TCP.

Use MP_CAPABLE option to declare that its sender has no data to transmit. Each subflow uses standard
TCP FIN to close.
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Fig. 4 Relationship and function description of
structures in Linux implementation.
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TE FPSPH 1 5 |, F? P-DPS (fine-grained forward
prediction based dynamic packet scheduling)®* 7§
Gy T U TCP b DL R s i) 2 AL, i
TCP @AY J5 i, & 3% o MR 46 0 b1 115 31/
RTT MG 3 19 AL 246 T K R — B (8] 3%
T AT e & 2k MBS B ONL TSR B O VR O A
T BB PG A DL sub flow, ], 9] 06 %
AR a U RBERSE(p s RTT), XLt 1N
sub flow,; b JT 47 W] g 1 8040 43 1% i 35 10 1 H B 50 it
V1 R A G BE RS N.
fH MR A E i, FPS F1 F*P-DPS #5 H 2 i 1 45
AT RE S LPRIEOLA 220, S TR k2R MEZ G
RiR 22 Bil, i — 4 7F F°P-DPS By F:at I, —Fh 3T
TCP SACK Jz i a3 B A% OCPS(offset compensation
based packet scheduling)™" ' g $2 i, J7 & W 7E T i
Zopld F TCP SACK 3 [a] 24 15if 2 W o 6L )5 475 100 » &

Hum AR P TCP SACK #4719 15 2ok by b — 524
JEE IF TR 2 FOAD - O 00 R B R o 22k it A
1A A8 I PR3 %8 T — 8 1 PR 0 S B AT 18
1E. OCPS fE 42 it A7 7E — 2 LB I i 00 T A R
U )8 I RE T

3.2 HAEMELHRILEF R (MPTCP/NC)

R R SIS TR P R T (N
W55 & 2l A Z 42 TCP 5| A M4 gt . — 7
T ] L B o2k 5 R T IR B 25 44 R A4 1)
RS 5y Oy T AT LA AL 2 B2 TCP 2% F i 2 (8]
Fiy ) JEE [ A

VAP 7 Fil&l 8 D Bt A7 Ua i - R E BT A 1 2% 4
#RJE TG B AL 2 A . AE B 7 L TR S,
S50 S B AR g 5 Bods . 7 0 £ Dy . Dy
Dy, T 1 A& % Dys Do s Ds o A% i i 72 b fBUE 7 0
So LAFTETCEBINL AL, Dyt T JC 2 A% i A R i
TOEIE W M PR 2 B 2 AR D 73 So 1%
) Dy e B3R HCE . TN R S B BeoR
FaA LM Dy HBEE I G A7 AL LW AT P A ] LUER
3252) MR T AL AR 2 X A (8] R A5 T
SR K i A BT KGR o AL XA GE R T R
SHESEY SRS NP OB HE $13 N EE R/ @) I
YO ELR. WE 7 FrR . 4 Dy BIA I IR
i St Dy BRT 2Dy A AR AT AL W AT
FR/NF IS EAE B Dy, D, Dy 1A,

Serial Number Information Format

Subflow So- subflow_seq, original_seq Subflow Si-

! Non-Coded
Non-Coded Wait D1, Dg, D4,
So_P1. Ds x Store Dy .
So_Pg, Dy Get Dy 2R 0
Get Dy
DupACK So_P1
So_P3, Dg

Wait Ds S1_Ps, Ds

DupACK So_P;
\ Y A

Fig. 7 An example of MPTCP transmission.
7 MPTCP 1% i 7 14

SIS A B0 AR 1B 8 Ay iy TR T g A AL
il - 42 i TCP [ 45 2 £t 1) Ji DU 42 S AN LA 58 4
fige B Y i Al B A DAy i B 2 WA e o R
Uit 7 2 % 1) 2 v ol LU B0 B WA B 2421



B PP 45 BT MPTCP (¥ 2 42 1% i e Ak 5 R 2585

2519

Subflow So- Serial Number Information Format Subflow Si-
Coded subflow _seq, original_seq Non-Coded
D1+ Ds+D3+ Dy
So: P1+Pg+P3+Py
D1+2D3+3D3+4 D4 \ Si_Pi,Dy
So: P1+2Py+3P3+4 Py X S1_P2, D3

D1+3Dg+2D3+4 Dy
So: P1+3P3+2P3+4 Py
Seen Dy

Seen D3
Seen Dy

\/ \ \
Decoded All

Fig. 8 An example of MPTCP subflow layer coded
transmission.

8  MPTCP i 2 5l 4 B 1% i 7= 141

FNEHE B 5k ROy 2L A 2 46T TR T A
WG 705 . D K% 23 & 1 ICAR 4 4 FEAS
T BLEAT s R A BT . R 1 4 21k TT L
PRI o it — 20 4 e WO A T A B I s @ 6 I 02
G B - i 3 2 AR G 05 F O L B 5K 0 G 45 3 2 G
B2 G ) K Il By Bz AR A AT B R A A
A

1) 4 it o3 21 2 Ml 57 1 LA BCE 1) 4 5 3 4

2) Fe TR B G A 43 AP L i 2 A
(5 50 505 8, 53 AT LA Bl 2 050 1 4 A% 43 41 A
fif R G2 A rh o S B O R 1 ) 5 S 15 B

MRS N2 b, 28R4 TCP /4% g i 5 =4 &
FE] DL 4 oA T G g A L A B B g
T L) O G R 2 s A TCP B 30 el il 4
AN FEA PRSI I R A R TG 2 O R 1 2
BN Z AT - AT B0 76 AS [6) 3 1) 4 T 8
5T G b 1) 5 S5 I . A e AT EE B B L TR
T G R V) Ay ~F A0 5 ) & ) 5 5 D) Ay 32 42 900 4

ALY X & T LAY Sk e 5 3 5 R g 5
T R S L U0 BT 1 2
A w5 ¥ i

Z A% TCP W 4% g it 59 B AL i R 48— . ]
P43 U 0 o DA AL R 4 O A PL L.
TR g R FH - 3 9 0 B B LR e
590 i i P DA SR FH - 9 0 A DA B O O 1
BIAALE. TSN H 5 £ e TCP ¥hl)s
] He 2k 4 A 1 E AL 3 7 T TR O AT 3 A LA
TIPTS5 BAE o SR I S 5t 45 838 4
(4 25 A FITAEE Bof A8 b 38 02 3 AR b R I5G 50 o (8 Al
PHFE SN P, 3% 45 GO B AGE T T 3 $E 00 G B LA
HEAEPON T 55 BAE N RBAR G N T B A %

G5 0 SO A e S AR HOR 2 2 A AE T L
PSS E R R G EAFER M TFAHRS FRE
B SC, T Wi 0 B R AR — AR AR L A
8 L RS T 514515 B SSNLPX, IIJE It
F B2 1t 5 5 DSN DX, U Sy 322 432 2% 591 44 2 1
3.3 HMFWITHMAR

Br 7 LA AR B 2 285 0T DU Tl e L
J7 (1 [ #5221 MPTCP N 4% 3 28 F 5200 i 4
B 7 4 Fofr {7 BRSO BLR -

BLHI 1. 76 bR A% 1 5 AL B ZERE . Y &k
P2 U % A7 B FE 1 B oK 31 38 2 0w 1) )3 81 5 d /N 1Y
Bs e et i 2 LB AL iR 2 RTT /b
HOfEYEN

ML 2. FEST BH ZE B2 0T 00 s i 1. & 3% o
) VT BHL S 322 W A 1 1 D » At B R 1) 3K 42 Ao 1)
5 Sie /N A S0 B P AE 3 O X 3% U 04 4 2E
PRSI AVE. At T B b SR BT A — 4T
T s £ — N FEIR B AE P4 7] — 2% 79 A AE T 1 K.

BLE 3 ML 4. MPTCP 1Y % 3% Fl42 I 25 17
SR A Sh R T AR R G A KRR AT LB Ik
BV KRR ) 28 R 9% MW A7 D BT
FERE AT RO L i $ H B 1 4~ BDP(BDP (1)
B A{E N Bandwidth X Delay) ] /N, %P ZE5 0
WE FR. MPTCP dr BAR &% 77 U2 Y sRTT
(smoothed RTT)##d T 2 f5 A9 3 RTT B st A
PIZER O E BRI, 3EuE RTT N FTA T 5 b i i
/NRTT fH. AL 3 HHLHI 4 7 sSRTT By & 75 =X 1
A EARTE. ALH 3 BHE AL timestamp 3% W5 ic
SR K 2 5 e st () el i sRTT {E i AL 4
FHF 342 M — A2 T 11 /DN I 3080 e 5 2 11 S Bk
BFRRA S sSRTT fA.
3.4 EFEEHING

MPTCP 42 i B4 40 6L 7 B0 500 1 4 = 3o
WA ity % A7 BEL 2 o I E — 25 B 1k & 3% i 1) 40 € 11 [l
AW h. B AL H O & B AE 3 A5 T DARTE
MPTCP £ 3t 4 1 S 31 43 P K040 £ £ 45 AN 7]
T U T B AT A B A R R B AR AT T 5 20 48 N 4% G
i 1y 72U 25 1 2 B A 25 SR B L % 36 U A% 1 G
% 504 A R I 4 WS ot 50 40 A A i 15 3) IR B TR
AL O I L I S 1) 2 A o 38 A i 2 A BHL 2 11
A C OGRS (O € e s N E N1 N i ve7) b ] L]
J5 &R LA 5E 4 kL ) AL A B R J
SRR TR B B, X 5 MPTCP AR S5 KK AR 8 T
iy 21 0y U BUAFHE — 5 D& FR W SR A S S AR 11, Y ity
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FUBEAR U B 5t £ Ak T 24 i A 0 25 AR 00 PR i
A — R Il Ja P Xt 24 T SR I A IR AT A R T
MERE. B B3 J7 SEAETEARAE MARAS L figg ke [] 5L {H g
SROFT LT T o M A 380 3 — A oK L ] A 5 W
% 21 e K.

4 BREREEHEZE

MPTCP ¥ & 45 TCP i nl LA dE FH 45 1 19
TCP 4§ Z€ 45 i 5 . i B A ¥ 28 & 6 Bk 2
MPTCP 5% ) — K. W28 42 TCP §f 2E ¥
il A, 2 42 TCP P 28 5 I AL T LL4T o 2
25D LI EAANE R I JE & B A bR G 5 2) LUKE I AR Ak
fli Y HT 2 5 & AR 2E.

4.1 ETEZEHAENAERHEZX

FE MPTCP $ H 2Z i . 2R 0 05 0 — A % 2
M2 AT 2 W — A~ % 0, Lt E-TCPY,
CM  MPAT M #Eax $e )5 e, 8 AR T
FAH) AIMD(additive increase/ multiplicative decrease)
J R WRAE—A RTT th i kA4 EAd . P 98 6
FUBR RGN 15 an 2R L2 pu i 26 1 0 AT — T & 4
T EALL P EER DRtk X 207 e N A
b TR, S ERA R EEAN TR R 2
P R BRI PR A 2 B AR Kb, 25 2 %
& TCP M40 ZER HI AL B N EAFRAA A S
(R FE T 1. A8 AIMD JEAtl F R [F] 37 =2 18] 2%
A 222 W) k. bl EWTCP (equally-weighted
TCP)“ ", COUPLED"™ !, SEMI-COUPLED"",
LIAP ,RTT-Compensator™ , OLTIAP 4. 3% 3 %44
T 6 A7 T A T K

EWTCP J5 % v, 3l o “ A B il 2 % 42 TCP
PR SAE i LAk i, 2 TCP Pl sl &
Oy BRI FE R O, Lk s iy AP gE R 0. B
B a RRZ AR TCP i 5 HEKAR TCP Ji At & i1
KFR.Y a=1,01 LI 2 EE TCP i 5 k%
TCP At & A1 Y. EWTCP (A R Z A 7E T K%
EARE T3 RTT (A ).

COUPLED 8.3 0] LR E 508 i i % = o~
PIZEM B A2 b HOR B 2 4b 7E F . 1) COUPLED {X
%18 RTT A1 [F 19 &% 45 14 2) COUPLED %k 78
UL et A B g A v 2 U BT B T 2E Y BR AR IR AR AR
PR AR ZE 5 o TG Tk P Ak 2 .

SEMI-COUPLED % COUPLED gk iff 75 T,
SEMI-COUPLED ffi [} - {f F 4/l 28 72 £ 4% ) 8% 4%

B 22 58 4x f P 1 26 B O 7 T 1O B A T O A 1 26
(14 f A B — 0 o A i ) Al D S B 2 Y A
20 R i A 2% AR U 2R A e AR T AR B AR Y
R JEE I R D2 T A A A Dl R At B Ay A
() %4 s J1. SEMI-COUPLED K IHE: T RTT #H [
A

Table 3 Window Size Change of MPTCP Congestion

Control Schemes

#3 MPTCP EMMMELFINEE QFESFK

. . . . . Windows
Congestion Control Window Size Si
Scheme Increasing h Me,
Decreasing
. Aw, =alw, »
EWTCP! w,[2
a=1Nn
COUPLED!52-53] Aw, = 1/1@101;\[ u’mml/z
SEMI-
COUPLED A =awiou w2
Aw, =afwiol »
aAX 0. 2
LIAD] o m:xx w,|[RTT? w2
a4 = Wil ——
(>3, |RTT,)?
Aw, =min(a/wew s 1/w,)
RTT- max w,/RTT? /2
- -~ - w,
Compensator-*5- a = Woul —y =
(>3, IRTT,)?
to, = —2dRTTE o
(>3, |RTT ) @r
o 1/n
[57] )
LIA J T TE B w2

“:17 ‘1](4"‘ . rEM. B\M£D).

0, otherwise.

LIA MO 30028 - 08 A BE & G e R i) el e
ZACTE T AL 5 B 45 AR RTT B9 A 33
a WS HE. RS G AL E. o ES
£ 4T RTT A %Y LB,

RTT-Compensator f£ LIA % ¥ 2 F #F47
HE LB IR — A ACK, % 1 i 48 K iR B | FR
BWEN Hw, HEHWEN TIRIES —~FNE LKL
AR TCP ¥ 28 3k — /N I 204 4% 76 AH [A) %) 40 28 %
N DL — i g TCP e 13 RAEAE N B RR.
RTT-Compensator F i T A [ #%42 RTT 19X 51,
R ) 2 B AR TCP 30 ZE 8 HIHLH] ot bk
T 248 TCP W 4% g i 14 S AL ot

OLIA ZEH] LIA w42 46 28 17228 4k 3 B2 9 S8
R NS DA BB I W U b ) BE X LTA 847 1 2
kR RIS G AN BA BRI ZE R A
D B A PR AR B R i T AR Ak R O e A 2
TR T 10 A8 Ak R AT ol A5 B R R B K Ak,
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FEAS 751 FE 4 % i i R o 1k A B A . B T
OLIA &4 7F Linux- MPTCP P #% At H 52 91
4.2 EFERFAFENAERHEZR

FEBLH A% TCP ) 2€ #5 il h . TCP Vegas™ J&
AR (Y e T A I ZE AR, R
T 4E B 4 AR A A T I 45 7 A7 I RN A B R
[ 5 E — 2 W B0 O L RS ZE T R RN, T
B B T4 2 e BUAS T Ok SRR DRI T D AR O R
P11 28 28 T A 1R DR A5 6 fh % 0 ZE 4 R AR SHUR L U
OB F R AR LSRR 2 b oK 3 T RE A ) AR
AZE MPTCP H fH 45 H T 35 F 2E i 1) 2 i 42 TCP
I 7 2 W WL —— WAL Vegas (wVegas) 575D,
wVegas $ 15 305 1) 11 ZE 349 45 o U], B 9 £8% 9% R A%
e RAL Y BUAE R0 2% b B — 2% Bt A T 1 4 ZE AR A [A)
) B, S 3 2 RR B A TR A Ok R R i iE RS
wVegas HLI K 3 ZE 1 B 42 AT DL AR A5 B KA AL
PR T DL DL Ry ik )y 2T A 2 B X
A5 30 4% B AR AT 1) T SR O 2 5 S 22 L R H E Y AR
AT HIACE B/ 38 3o [ 5 AR B A S A SR AR
Sk ar

1E wVegas H ik, 20 (7) Fom 0 2E fE 42 2%
FE 5 2GR (8 i g, FRm iz ok AR 1Y 3 8 R
{90« 33X FRL SR FH 2 7 A B 1) 1) 2 o) O = T R A ) Y
HME R ERE N E &a, B diff XRZH
& TCP Wi s fEl 1% r DRI EZ AR /i, B
MR ARR N 2, = cwnd, e, B 20T DL
(DFREER L& LS. 7 wVegas B
Perp, MR A AT LA S0 (10) /R e, ROR 2 B
& TCP JAE T AT F I 4 BB A7 0 i L By,
N TCP A ki, 2 42 TCP i th & %
R I IG 05 % AR > EECE R Ak S A
B HE 2 R TCP A7 10 4 4 6 2 DA S iy i
RPIIERES ¢ A& Hh AER /R WA AD.

o cwnd  cwnd :

diff= <baseRTT rtt ) XbaseRTT, (1)
q.=rtt—baseRTT, €D
X, = (9

Qr
o, =Ty (10)

Vs q-
b (=" (1D
Vs

;H\:IT‘ 97"6R).
4.3 FHEEOM/SIE
& % O # 4 (dynamic windows coupling,

DWOS S HL I 58 I 1 35 149 46 . DWC ) % .0 8
BAET 2l [/ — S BT A 1 3L —
Ui F R — BRI RS W s B
TCP i Z A 19 A -, DWC [m] I e ol 2% 41 % 5 %k
sk 2 6 L 251 8% 6. DWC LI AR E 7 i — L =
M AEE M T S (subflow set) Al LI 5 TCP #i
PRAEZS S S AEAS R 350 b (% 3 4 A 0T LA 37
i el B o e KA AR F 0 . DWC ) B 55 2 %0 i
B0 T A AN K Ry e 7 8 3ok TR — 4 T S8 BT A
TN R 2 — DT IRES.

DWC AL ] 32 %2 2o A8 42 455 < I e Il L 9 2E 7 1
PR ARSI TR AL TR R SR
AT TR IR — AL AR A T SR DU o R S
PR b U AR S T A 1 sk B O ARG DN 1 ik e R
Be— 25T LA 1 A0 28 2 A, gk T Rl O
TR SEE IR 380 2% B0 A BLGR DK Sk 8 - ) G = —
TUAEAW BZEE N WA 1 B AT 2 0 #%
FRARAL S T e — B B i SR . PR A e R A
T ABCE U SR — AP R R A KR S
A5 B A o BBUHS BT 1Y 3% BR2E Cactive set)
rh A DU T A A B O S AR I ) SRS )
JE R, S S Y S5 380 A 1 3 R AT BRAE TR R A
2, 5 B W BRAE B0E A HLAUA — A6 BREE L TR R
A& By 3t 38 AR W) B0 8. DWC L& 40k fi &
AN VT B % R AR, I X6 1 BR AR v i O AT 2E A
fil. DWC B & Z A TE T, S5 I B0 2% A B3 S i
BER B 5 A — % 283 [m] — A8, i 2 A v] RE 20
S 22 3k AN [ 1) e 250
4.4 BEWERSEZNG

KA 0 2 Rk B Tk B AR A 1 A
AR E SUIR 20 A0 46 7 U 2 S 1 BT
PERER A A TR A TR HR UL B 45 T
L VA e T S R 87 P TR/ O BBk
MPTCP ¥ i 75 i S 4k 5 HoAts TCP 3 28 - 47
SEWL B VE 5 W 2% P 2 HE MPTCP £ i 1Y A
7 AN NI T IR AR B TCP ik . M
N T) B3 T A B 5 4 2 4 i B 9 A [

PN 32 1 R R i L B 4 2 4 1 R
BEZ [B AT I VE (friendliness) . ¢ 33 4 (responsiveness)
ME O 527 (window oscillation) =4~ 7F J& K 2 8] Bt
AT A R AR X B TCP A - PR o
A XS T 0 2% (14 4 2 it PR Y B 1 AR Y 2
&7 B 0 R/NE SO RE Sl e PR R
R Z A 7 G SR MPTCP B % 4% 41 2E 5
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PR SV S 2 A0 9K T WR 36 % 2 1 3L A AGL I 3] 1 2
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5 RERETIE
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RS2 BRI SR ] MPTCP fE % 78 42 7 1 g 19 [7)
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