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CEGAR Based Null-Pointer Dereference Checking in C Programs
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Abstract With the rapid growth of computer software in both scale and complexity, more and more

attention has been paid by software developers on the reliability and security issue. Null-pointer

dereference is a kind of errors which often occur in programs. This paper proposes a CEGAR based
null-pointer dereference verification approach for C programs. With this method, first, a linear
temporal logic (L'TL) formula is used to specify the null-pointer dereference problem. Then whether
null-pointer dereference occuring in a program is checked by a CEGAR based model checking
approach. In order to verify null-pointer dereference problem in a total automatic way. this paper also
studies how to generate temporal logic formulas automatically with respective to null-pointer
dereference problem. Experimental results show that the proposed approach is useful in practice for

checking null-pointer dereference in C programs with large scale.

Key words model checking; abstraction refinement; null-pointer dereference; program verification;

temporal logic
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Table 1 Set of Flag for Transitions
®x1 TBH Flag &R

Transition

Flag
predecessor edge successor
trueJ (= d Ar) “dAr true {1}
trueU(~d A true trueJ (7 d Ar) {}
true true true {1}
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varlnfo fRA7REUGE BWES funclnfo fRAFIER
HRMES wypelnfo;
i H cvarlnfo.
@ for node in c fa do | * X} c fa FRE— g5 & =/
@  if node PR 145 55 then [ * $EHLER
® paras =extractFuncIn fo(node,
funclnfo);
@ for para in paras do
[ % X AE—ASH*

©, if para Z—"4E4H 7L then
extractVarlnfo(para,varlnfo);
[ % SRS HL + |
@D end if
end for
@  end if
A0 edges=getLeavingEdges(node) ;
[ ARG « |
@  while edge€ edges do
® if edge J&7% 5 75 W] 31 HL75 B9 28 52
fR 22 A then
(B extractVarInfo(edge,varlnfo);
[« SRR R« |
@ else if edge 225 B B34 then
® extractTypelnfo(edge,typelnfo);
[ RS |
® end if
@  end while
@ end for

@ return varlnfo.
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int 7;
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BIANTE 7R ]2 ) 1% 42 (counterexample, CE), 1t B 72
Jp 22 4 5 45 U 5 40 Ui s 491 A2 S 5 Mg AR 2R S 451 it
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Fig. 6 Flow diagram of the CEGAR algorithm in
CPAChecker.
6 CPAChecker 7 CEGAR % ¥ 04 i #2
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Bk 2 /T HT CEGAR By C # )% LTL #
RURGEI 0 535 . V2 SRR I i A R I A A e M
A i HE B AL V. Horp B B targer on HARIR
A BP U SR A 78 B ) A2 W carger Ry iz A9 1% A%
BJF—MIRE B target 23 AT OMR AL RV
AR T A AR A AP FRARYE AP A PR P AT
@B P XL X 3315 AllUneil %
B AT @~ @25 T S ] il 42— 20 Ak AR B AG ) )
Bt AR, N B A IR AR I success A true, W] 3 78 I )
AR SRR, I B O S Ay, A itk iy
ARG; J2 2 s success i false, W 156 B f2 1 B 42 &,
PP A% 4 AT @A SCH Y S5 O O B
23 g5 T AR o WA AR
3% 2. LTLModelCheck(M.V).
B IR R RR P M RRRG N A 48 BT AR B Vs
. true 8% false.
D target=null, success=1{alse;
@ M—cfa; | * £ CFA * /
@ AP=generate(V), P=Property(AP);
@ S, = initARGState(cfa, AP, P); | x ¥ th
AR =/

®© reached=1{S,}; [ » AT IRIREHES =/

© waitlist ={S,}; [+ — DK A7 R AL HL Y
R«

@ AllUntil=LTL2NF(P);

® dof

©  target = generateARG (cfa,reached,

waitlist s ALLUntil) ;

if target! =null then
success=re fine(reached) ; | * 4ifk |
if Vsuccess then

printCounterExample (reached) ;

[ i 0 R 9 B AR |
return false;
end if
target=null;
end if

@® } while(success) ;

@ return true.

&% 3. generateARG (cfa, reached , waitlist,
AllUntil).

FA AR A SIL o fa i IRAREER G reached .
FHARAF TR AL BOR S — DA waitlise 15 5 UE P
JE XTI I ALLUntil £4 AllUntil s

8666 0666
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.14 ARGState.
@D while waitlist ' =null do
s=getTopWaitlist(), p=P(s);
TR=nextStateNF (s, p);
if TR=null then goto ©@;
for T in TR do
sucs =computeSucs(s.cfa) 5 | * JG4EIK
L«
if sucs==null then
if existCE(reached,s,AllUntil) then
return s;
end if
for suc in sucs do
CP Csysuc) s | * TF5 )5 4k 2 1 iy
x|
CF (s,AllUntil,suc); | * i3 Flag
g«
sucPro=getSucProperty(suc, T );
[ % THE S Ak PE T+

if sucPro==null then

OO 0660

(=)

®

continue;

end if

reached =reached J {suc} ;

if Istop(suc,reached) then
waitlist=waitlist U {suc} ;

else if existCE (reached , suc,AllUntil)
then

©0 066686606

return suc;
end if
end for
end if
end for
@ end while
return null.
TR 3B p=P(OIFEARE s iR
B s BREL stop FIWTIE ARARES sue 2 A PBT 5 5 pRER
getSucProperty TH5 J5 48 IR 2505 2 09 M BT R %K
CP 55 4k IR 25 75 220 2 1 5 bR R existCE H|
W7 A AE S B8 A2 BREL getSucProperty W15
AR 4 PR,
&k 4. getSucProperty(S,T).
A LA ARG ARZS S MEBUA 1 52T T
Bt 2 S R AR RS W AL 1 I
O M =S. getPropositions(); [ * IR S i 2

{1 i AR A« |

SESRSERS)

@ boolean bool =true;

® T:P i/>P/;
@ for m in M do | * ¥f M g — 4y = |
if mAe’ 1=false then

continue;

else
bool="false;
break;
end if
end for

@ if bool==true then

@  return P’;

1 else

@  return null;

@ end if

Bk AP . THEBER.MNEMNETBELR
T W52 5600 R an AR & M b (1 B — i il 5
e PSS SERRA 2SI UL IR AS S il i S P

BREL CP IR IEIT - D SRl w1 i RS 2
S g4 CAE path. 2) ¥ parh % SMT fg g 4%
FZWIE XL ICHE path formula. 3) 5 B Hi WK TS 1)
RS pp. D MRS pp TR A 4 T
YE B8 d 5%k SMT A3 £ A path formula,
JEH SMT SR fi. R E45 R K true, WUEAT S AR
ST s AL S RSN R am i d L B R d A
TE N TF A D03 B A3 A R Y ¢ 2% 38 3R ) e
HIE AT 2.

PRERL existCE WA B ANG VL 5 Fos. Hirr,
path WA IR RS B A AR E 09 B8 A2, S0 %
FEIEMRIE parh WG R ER 53> A .

&% 5. existCE(reached ,E ,AllUntil).

BN IRIR S E S reached . — 4 ARG RS
E R EE 5 B B ALLUneil 4 AlLLUntil s

i . true 5% false.

@ path=getPath(reached .E) ;

@ for e in path do

®  Flag=getFlag(e); | » {18 Flag 4 * |

@ for iin Flag do

©, F,=F:U/{e};

end for

@ end for

for 7 in AllUntil do

© if F; A path! =null then

() continue;

@ else

SNCNENCECNCNS)
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@ return false; F& {148 FH NULPChecker #:25 3 35 d (9 #2 )%
@  end if RO A A AR 2 FR B A S | A R) L A A i R v, T
@ end for PR P — T8 5 AR 5, Rl 8 Frw . FR ATk

@ return true.

4 IBWERDW

R T B UEAR SCHR Y O s, AT 7E CPAChecker
MLal IR R T C BIP A e Mol AN T B
NULPChecker, Jf-i# i #2 )7 35 i Benchmark £ /7
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T@nt
properties{!((J(r—d))}
Line 0: INIT GLOBAL VARS
' Flag: {}

5@N11
properties{(true U(!(d)&&7))}

Line 1: void main()
Flag: {}
9@N12
properties{(true U(!(d)&&r))}
Line 1: Fuction Start Dummy Edge
Flag: {}
13@N2
properties{(true U(!(d)&&7))}
Line 2:int i
| Flag: 0}
1T@N4
properties{(true U(!(d)&&r))}

Line 3:int *p;

| Flag: &}
21@N6

properties{(true U(!(d)&&r))} 36

Line4:[1<2)]
Flag: {} ,/ covered by
;’
21@NT
properties{(true U(!(d)&&r))}

. N Line 7: *p=1;
Line 7: *p=1; Flag:{4}
Flag: {}

40@N10 38@N10
properties{(true U(!(d)&&7))} properties{true}

Fig. 9 ARG.
K9 MRk
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Table 2 Experimental Data
R2 REHE

Program

. Number of Number of
Line VarNums . .
SAFE Pointers UNSAFE Pointers

test-0102_false-valid-memtrack. ¢ 127 17 8 9
test-0236_true. ¢ 182 23 8 15
cs_dekker_true. ¢ 512 1 1 0
merge_sort_false. cil. ¢ 837 54 50 4
43_la_cilled_true_ok_nondet_linux-43_la-drivers-—clocksource--cs5535-clockevt.

ko-ldv_main0_sequence_infinite_withcheck_stateful. cil. out. c 1107 1 16 3
s3_clnt. blast. 01_false. i. cil 1644 8 7 1
32_1_cilled_true_ok_nondet_linux-3. 4-32_1-drivers—-wl--slaves—-w1_bq27000.

ko-ldv_main0_sequence_infinite_withcheck_stateful. cil. out. ¢ 1723 30 26 !
m0_false_drivers-staging-comedi-drivers-ni_670x-ko—107_la—adbbe36-1. ¢ 2915 29 22 7
mO_false_drivers-staging-comedi-drivers-ni_6527-ko—-107_la—adbbc36-1. ¢ 3215 32 24 8
m0_true_drivers-hwmon-ibmpex-ko—130_7a—d631323. ¢ 3397 53 49 4
mO_false drivers-staging-comedi-drivers-ni_65xx-ko—107_la-—adbbc36-1. ¢ 3959 110 100 10
mO_true_drivers-staging-comedi-drivers-ni_65xx-ko—-107_la--adbbc36. c 3989 109 100 9
email_specl_productl2_true. cil. ¢ 4185 78 78 0
moO_false_drivers-block-virtio_blk-ko—-101_1a--39ald13. ¢ 5743 60 52 8
usb_urb-drivers-hid-usbhid-usbmouse. ko_false. cil. out. i. pp. cil. ¢ 6444 144 122 22
module_get_put-drivers-net-pppox. ko_true. cil. out. i. pp. cil. ¢ 6839 27 25 2
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