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Abstract As one of the most significant parts of “Internet +”, Internet of things (IoT) is being
widely applied in various aspects of human society. IPv6 identification is the base of large-scale
deployment and interconnection of IoT. Nevertheless, the 128-bit IPv6 address brings more storage
and bandwidth consumptions for resource-constrained IoT. A novel compression mechanism-named
IACH is proposed for the hierarchical IoT forwarding architecture, which mainly includes: removing
invalid routing message at the end of IPv6 address, address stripping, and address extension.
Moreover, the irregular outside IPv6 addresses can be translated into virtual addresses of IoT subnets
by means of address mapping, which is compressed according the described mechanism. TACH is fully
compatible with 6LoWPAN. Experiments and performance analysis show that IACH can significantly
increase the real upper payload in packets transmission. In particular, the forwarding delay of IACH

is shorter than standard 6LoWPAN for packets with the same length of IP-upper payload.
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Fig. 1 Example of hierarchical forwarding tree.
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Fig. 2 Simplified structure of hierarchical forwarding
tree.
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Outside-in :
Inside-out
Forwarding nside-ou Up . Down
direction Fgrwardlng
irection
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the tail of TPy external [P forwarding Remove LB of N;
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change [P to virtual IP add “0” at the tail of 1P,

Fig. 3 Address compression in gateway.
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Add LB of N;
into 1P,

Add VA of N; into [Py ,
remove VA of N; from [Py

Fig. 4 Address compression in forwarding node.
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AEEAR A 5 s

Varied Length Varied Length

| ‘ SACISAMlDAClDAMl SAL | DAL | |
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Fig. 5 Compression address format in 6LoWPAN packet.
B 5 6LoWPAN H2 3CH ik J1 4 A7 i 4% X
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@

02010101 020101FF

(5)
[4]1] o20101FF [o1]
74
(8) 0201FF

&

02FF01 02FFFF

| SAL I DAL I Source Address I Destination Address

Fig. 6 Changes of content and length of packets during transmission.
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V_Nodep %t i hik PEX;, : 0002:0100: /64 (J5 45
J& S 0x000201).

Root Node @ PFXg4

Fig. 7 Virtual address in 1IoT subnet.
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A 1 AR AL Lt X 2R A 1 2% ik e S 30

2) Mtk b 75 8 AT AR 4 S PR O R A KK
23 45 it WS 2 A Ok ) £ 2. R 0L ik Y 3k
TSR LA R e B 0 4 4 S5 45 1 456 L R 5 kb
(14 75 1 R L

HE 01 3t ik B PR 0 AR G5 . — BUFE i S HR 46 AT
fitg 5 - HAE YT AN [R] )2 47 AR 15 it fR o & —
B AAR LS £ B 540 B m bk b R . 4
B A0 b Bk X L T A N D)L R 4 A
JIT o LU R O B0 S B A A SR b bk, 2 0 K

N;.lay

(1D A ik 19 o2 2y Z LBy n. WK, S i3k

PEAN G5 A8 v 205 7S 2 R 0L b g B RS D
AEA I FE. G0 R [ B35 8] — AP0 I Y A 88 & 42
BEAZRZ, (A HEB 2 i35 B 7 1
ALBLC 5 50O AT 7K. e, w2 e S5
RUECEE S 255, M HULH R Y R 46 AE A KA 16 b.

TE S 7. MR HhE SR IR R R G AL 1 A1 R
IPv6 Mtk 1P6.. 5 4y 5k 1 W P9 36 1Pv6 i 400 3 ik
V_Addr WX R 5 2, FR A A0 30 i dik i St Cexternal
address mapping, EAM) it}

EAM.V_AddrIP6.,.

A [R) B[] AT BB A 22 1> A1 35 b 1k X6 10 /] — A~ K $
itk E 2 B 2003 e S 0 o X — R O R

b1k B SR A G 1) Ak SRR AE X OGSt L iR AN

BE 3. G St Ah 8 ik ke S

ARt A R S CBRIA 255 bk

AT A R UL M ik 5 A S B AR 5
Seam s BRI A + Sot = Sa » Seam = D RIIEAR 73 H7 4
SCH Ak S 1 OO %0 BB AN 8 FIR

Receive packets,
lookup forwarding table

Outside-in Forwarding Inside-out
direction
Generate mapping ~_ Failure
entry for P, Lookup mapping Report
entry for [Py error
Change 1P,
to virtual IP Success

Change 1Py to
external IP

Fig. 8 External Address mapping.
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Fig. 9 Storage of mapping table for virtual address.
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Fig. 10 Address compression ratio for communication

between IoT nodes and external system.
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Fig. 11 Communication topology inside IoT subnet.
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Table 1 Parameters of IoT Nodes for Experiments
1 YBERMXBTASH

Parameter Description
MCU8051,32 MHz

1IEEE 802. 15. 4

Processor

Link Layer Protocol

Transmission Rate/Kbps 250
Communication Distance/m 100
Memory SRAM:8KB,FLASH:128 KB

Operating System Contiki 2. 6

SEEFAMAE 12 Fros PR B2 ECN 6.

Fig. 12 Experiment topology.
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Table 2 Max Payload of IP-upper Data in Different
Compression Mechanism
K2 FAEAESHENHTIP FEHBEHE XA
6LoWPAN TACH

Maximum Length of Upper Load of IP/B

Communication between IoT node and

69 89
external terminal(the best)
Communication between IoT node and
. 62 85
external terminal(the worst)
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77 90
(the best)
Communication between two IoT nodes
62 81

(the worst)
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Fig. 13 Forwarding delay.
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