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Abstract A novel static Android malware detection system Maldetect is proposed in this paper. At
first, the Dalvik instructions decompiled from Android DEX files are simplified and abstracted into
simpler symbolic sequences. N-Gram is then employed to extract the features from the simplified
Dalvik instruction sequences, and the detection and classification model is finally built using machine
learning algorithms. By comparing different classification algorithms and N-Gram sequences, 3-Gram
sequences with the random forest algorithm is identified as an optimal solution for the malware
detection and classification. The performance of our method is compared against the professional anti-
virus tools using 4 000 malware samples, and the results show that Maldetect is more effective for

Android malware detection with high detection accuracy.
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Table 1 Symbolic Instruction Set Definition
xRl ELSHSEAWEX

Symbols Semantics Quantity Representative Opcode Prefixes
C comparison 5 cmpl-float | empg-float | empl-double | empg-double| cmp-long
D definition 11 const | const/4 | const/16 | const-wide| const/high| const-string
M manipulation 13 move | move-wide | move-object | move-result| move-exception
R return 4 return | return-void | return-wide| return-object
L monitor 2 monitor-enter | monitor-exit
G jump 3 goto| goto/16 | goto/32
1 judgment 12 if-eq| if-ne|if-1t| if-ge| if-gt | if-le | if-eqz | if-nez | if-1tz| if-gez | if-gtz| if-lez
T reading 21 aget|iget| sget|aget-wide| aget-object | aget-boolea| aget-byte| aget-char

writing 21 aput | iput| sput| aput-wide | aput-object | aput-boolea | aput-byte | aput-char
A% method call 15 invoke-virtual | invoke-super | invoke-direct | invoke-static
Table 2 Illustration for the Frequency Statistics of 3-Gram Features
R 2 3-Gram FHESRER M 4T
APK Set ccce CCD CCM CCR \AAY
DroidKungFu. apk 0.032016 0.010601 0.019507 0.036 822 0.071454
BaseBridge. apk 0.059207 0.011801 0.018162 0.032164 0.047 486

Plankton. apk 0.030508 0. 006 391 0.017376 0.038064 0.053952

2.3 HFBREIFERIFHRE
O3 PRI — M L B AL 8% A2 2 J7 5. SR
LIS A48 1 B i DL i e 70 28 B0 vk 1R BB 9 VF Al 2
B R S A B R AR 4 DR ERE D
H. A4 (true positive, TP), 3/~ 1F B 20 25 2 =
B W B A A B 2) i FBH M (false positive,
EP) R 1R I3 200 B A RAYEFEAR A% 3)
H PP (true negative, TN), /R IEM I8N B 1
A R R A A8 40 B B % (false negative,
FND RN DR 50 28 O R F1F 00 0% B R AR A 4L
HH X 4 M FE bR Al AR AN 3R 3 Fir 7 B TR ¥ A B .
T oMo R BEIE WS 1.
Table 3 Confusion Matrix
®3I RBER

Prediction Malicious Benign
Malicious TP FN
Benign FpP TN

Hy b3 A FEAS 45 AR o) LA Bl T A — 265 R
FEbR -

TP

TPR:Re(‘all:m ’

_FP
FPR=pprrN:
Precision— — L
recision =5 T r
Accuracy= TP+ TN
YT TP+TN+FP+FN’
_ 2XRecall X Precision
F-Measure= Recall + Precision

E AR (TPR) JR B # Il # (detection rate) ,
AW FR N A B (recall rate) ; R HMEHR (FPR) JR
B4 &K (false alarm rate) ; IE B R Precision 8 {E
FLIE B EAEATE 3 28 0 0 SR A Y LU )5 73 2R 0
& Accuracy A IER - RREAR ST A A Z
H s F-Measure 38 ME W1 R 5 A 0] 3R A4 & 1 - 45 (H.
ROC M4k (20 # 38 17 FRAE) J& — B i 7 43 8331k
() TPR F1 FPR Z [a]4fr o ¥ KB AL J5 1% AUC (area
under the curve) /& ROC #1109 1 £, iR 58
S YERR AR AL ALY 1.

3 XWESH

3.1 THIBESLRIRE
W3 T R FH B % R AR O T T 1 [ R AEAR K2
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Table 4 The Detection Results Based on 2-Gram Sequences

x4 ET2-Gram FHHMLRKE R

Method TPR FPR Precision Recall F-Measure AUC
Random Forest 0.915 0.106 0.876 0.915 0. 895 0. 970
SVM 0.852 0.173 0.801 0.852 0. 826 0. 840
KNN 0.930 0.136 0. 848 0. 930 0. 887 0. 897
Naive Bayes 0. 870 0.221 0.763 0. 870 0. 813 0. 888
Table 5 The Detection Results Based on 3-Gram Sequences
£S5 HTF 3-Gram FIIMNIKER
Method TPR FPR Precision Recall F-Measure AUC
Random Forest 0.956 0.079 0.908 0.956 0.931 0.982
SVM 0.922 0.130 0.853 0.922 0. 886 0. 896
KNN 0.952 0.148 0. 840 0.952 0.892 0.903
Naive Bayes 0. 867 0.170 0. 807 0. 867 0. 836 0.903
Table 6 The Detection Results Based on 4-Gram Sequences
F6 EHTF 4-Gram FH MK ER
Method TPR FPR Precision Recall F-Measure AUC
Random Forest 0. 956 0.103 0. 884 0. 956 0.918 0. 984
SVM 0. 944 0.106 0.879 0. 944 0.911 0.919
KNN 0.904 0.088 0.894 0.904 0. 899 0.909
Naive Bayes 0. 900 0.103 0.877 0. 900 0. 888 0.917

i il AUC, TPR, FPR, Precisions Recall , F-
Measure 548 br AE A 55 55 09 3 Al 45 . b, AUC
S bR E . B T LLIE A #b ) it TPR A1 FPR
ZI A FR  AUC {8 S A 3R R Y 25 & 3%
. FPR L& — W & 2 45 5 . FPR {H B ALIC R R
R AR. £ R 4 L BPLRMR R L AUC 1 &
& FPR {HAK. 1 TPR WA 4 KNN 533k, 18
5, BEATL AR AR GE VA 19 45 LA A A0 AR R L. AE R
6 H L BEBL AR ARG 1 AUC {8 5% & KNN B3 1
FPR A A8 (BB AL R MR L FPR H 5

KNN3k FPR {6 2 AR /M. Z8 46 50 7. 7E 2-
Gram, 3-Gram,4-Gram $§ 4§ 5 J¥ 41 v . B AL 2% K
R RIS ALY,

DLBE AL AR AR 55 3k O B it i — 20 S 4R R A i N-
Gram JP 9. 256 LA SR 4~ 6, Al & B, BE L AR AR
ik AUC {5 3% AR 20 25 (Y 4 < 4-Gram, 3-Gram,
2-Gram; BENL AR ARG B8 FPR B % AR 2] 25 09 U7
4 :3-Gram, 4-Gram, 2-Gram; 2-Gram JF %1 3¢ ) %[
EHREMN LA E. 4-Gram 75 1 B HL 2% AR
B AUC A L 3-Gram J7 51 Y BE ML ZR PR 7L AUC
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AL E T 2% .10 4-Gram J7 51 (1) B AL 2% AR 55 92
FPR {H It 3-Gram J¥ 5] Y BEHL AR AR F L FPR {HAD
H T 3000, ZEG 43T . 3-Gram J7 41 9 Bl HIL AR RO
5 — R BB J7 k.

Fie RO A HTRE A K X HER MR AL BR T
BRICH Y 600 MNFEAME N /NEEA S AL A I —
1100 MREA AR S KAEA SR & 15 0 B S 5 4% 3-
Gram Y REHLARMRFE L R 10 P75 Bl X E AT
AT, SIS AR 7 A 3 iR AR
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Table 7 The Results with Different Size of Samples

RT BEHENLHER

Sample Size TPR FPR Precision AUC
600 samples 0. 956 0.086 0.908 0.982
1100 samples 0. 980 0.079 0.917 0.992
1.0
o.8f [ .7 ---- 600 samples
¢ —— 1100 samples
0.6} |
d
& :
0.4 F
0.2}
0. 0 I N N
0.0 0.1 0.2 0.4 0.7

Fig. 3 ROC curves with different size of samples.
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6 S BE A IR AN E T T 5P B AR I 7E 2000
MREARHE 2 |, Maldetect L 95. 3% By A I % 7
10 3R 2 P HESR 3578 4 000 AN FEA B4 48
Maldetect UL 98. 6 2o (46 I % 4E 10 3K 2 2 14
PHESE 203X R W] RE A AR AS I SRR A B i A
Maldetect FAEHA 5 B H 5540, 206 A FH 1Y
WEHACSATE T — B, K 25000 8
PRRAE PEEL 20 A T 33K 26 05 B AR AR I R AIE o 76 A6 DU
RS TT Y B R AR, Maldetect fHLES 2% > 77 200
T Re AR BLAL #.

Ll 1) R0 B A I IR R B ARAE 000~ 1%
Z i), Maldetect [ it 5 L& AT 2R ol — A 55
Hh .3 9 3R BTBE & VI ZR A A B0 09 39 /0 Maldetect
SR ey IR =R

Table 8 Detection Rates of Maldetect and Antivirus Scanners

£ 8 Maldetect 5 2 7@ F MBI R T K L& %
Sample Size Maldetect AV1 AV?2 AV3 AV4 AVS AVE6 AV7 AVS AV9
2000 samples 95.3 100. 0 97.0 94.0 91.5 91.0 66. 0 49.5 15.5 11.0
4000 samples 98. 6 99.1 92.7 92.3 78.7 90.0 12.9 45.0 7.5 10. 2

Table 9 False Positive Rates of Maldetect and Antivirus Scanners

%9 Maldetect 5 % 5 5 5% 4 B0 1R 18 X bL 5 %
Sample Size Maldetect AV1 AV2 AV3 AV4 AV5 AV6 AV7 AVS8 AV9
2000 samples 5.0 0.5 0.5 0 0 0 0.5 0.5 0 0

4000 samples 1.4 1.6 0.9 0
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3.4 BEFRKBSEXR

BT A I B AR o — A E I, AR E
SO BRI AT R RE VAL . AT LI TR ARG
FEARR R R Z A W 9 A E AT 900 4>
FEAAE g S 50 B A, o 60 00 B4 A Il 4R

40 Yo B HEAE A IR 4E . Maldetect #F47 5256 5

ZER R 10 Fron. NF 10 AT, 9 % B KR W

AUC HEAMET0.97, FPR (HE A S T 0. 037, 1%

TTE X BRI A B R e aE T
MERB .

Table 10 The Results on Classification of Malware Family Using Maldetect

R0 KXBEREFENER
Malware Family TPR FPR Precision Recall F-Measure AUC
Plankton 0.949 0.003 0.974 0.949 0.961 0.999
DroidKungF 0. 833 0.003 0.972 0. 833 0. 897 0.996
GinMaster 1 0.037 0. 755 1 0. 86 0.997
FakeDoc 0.976 0 1 0.976 0. 988 1
Fakelnstalle 0. 865 0. 006 0.941 0. 865 0.901 0.978
Opfake 1 0.019 0. 882 1 0.938 0. 997
BaseBridge 0. 816 0 0. 816 0. 899 0.995
Kmin 1 0 1 1 1
Iconosys 1 0 1 1 1
[3] Zhang Yuqing, Fang Zhejun, Wang Kai, et al. Survey of
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