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Abstract Botnets, as one of the most effective platforms to launch cyber-attacks, pose great threats
to the security of today’s cyber-space. Despite the fact that remarkable progress had been made in the
researches of botnets’ both attack and defense technologies in recent years, the forms and command
and control mechanisms of botnets, however, as Internet applications are put into a wider variety of
uses and communication technologies upgraded more rapidly than ever, are also undergoing constant
changes, bringing new challenges to defenders. For this reason, an in-depth investigation of botnets’
working mechanisms and development is of great significance to deal with the threats posed by
botnets. This paper, with the attack technologies of botnets as its main focus, gives an comprehensive
introduction of the working mechanisms of botnets in terms of its definition, transmission, lifecycle,
malicious behaviors and command and control channels, and divides the botnets’ development into two
stages, namely, attacks to traditional PC and extensive attacks, with the technological features,
behavioral characteristics, case studies and evolutionary patterns of each stage elaborated in a detailed
manner. After a summary of existing work on the defense of botnets with the limitations of each

approach discussed. possible future attempts are presented.
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Fig. 1 Relationship between the Botnet and malwares.
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Table 1 Comparison between the Botnet and Malwares

x1 EFMESTERBXR

Category Independence Spread Controllability Information Steal Collaborative
Botnet Yes Optional Yes Optional Yes
Virus No Passive No No No
Worm Yes Active No No No
Trojan Yes Generally not Yes Yes No

Spyware Yes Generally not No Yes No
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Fig. 2 Malicious behavior classification of botnets.
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Fig. 3 Status of botnet life-cycle.
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2% % F 4 F 4 i 2 Hash # (distributed hash
table, DHT) B Overnet W3, 1F 3% B Ay 2 ) = F
TR DL H A BELE O~ 3 Ty A Ll i B A
B 32 A~ AN JAl Hash key, i & P2P ¥ 2% £ iff ixX 46
Hash key {B 3 B i 35 48 4 i 28 0048 7 W 25 i 1L
JUTE 5 T8 1 0 2 S A O B 4 L P IS0 R 7T &g L
R IR 24 7E A 75 P2P i i v X DLt % .

2) AE45 b4k P2P. A7 EHLIR JC A5t ik 17 %
P R A 2 Fh Oz k75 L, BT Random
SEAR Y Sinit 57 B 48 BEAL A= B TPV Hb bk I & —
Xof L HEAT VT 1] 3831k, 33X F b R FH 46 P2P 454, A
FF7E bootstrap B Br H A M 47 & BE 9895 2, + 53
et AR Bl R T A 3 AR, Sk A
FRORBAR, AN KR BEHM R ER S REA S
QAT A AR EVLGE— S SE R
peer list, 5& B AL Pk 2 H b (9 38 20 99 s AT 15
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BRI #5154 R R AR B %y AR
W26 B RAF 0 T4 et S Bl R

He T P2P P 4 7 R 2% B K A M Dy T
# HTTP A IRC {87 9 26 45 T 53 {H By 330 55 30
W FASAFTE 2 A )

D a2 ANIE AR 5845, B T4l P2P )7 M4 rh
AT R AT 78 2 A 55 v o B B AT AEB AT AR
A TEA B W 4 L ik 2 P2P R M 4% 115 B AL
AR TR A B TR TR P2P HR SR X
KoNCFERAEE B FEAT I E151%28 P2P 57 1
W 5% ) 2% 5] 15 Z (index poisoning)™% Fl Sybil
Tk T i A A o AT AE BB R AT 4 AT g

2) PR ARG 55 k. £ ) FHLLER) s Ak #R
BT ST A M 4 XA R R R 2
& bootstrap, & WL (Y bootstrap 77 & 218 1 F i
[A] 4% 4 i /1) peer list BY server cache H1 75 &, i oK
T EIE I 46 . pR T 20 R AR X S S
BEUE— BLR AL R AR ML AR R 2%
I # 48 4. BT L), bootstrap By B g A N 2
fg ot P2P AR 7 M 2% 1 [ A 55 A 2 —.
Nugache {8 7 [0 2% 7 3% [y B Wt [ & (19 22 4> Fh
SE AL R PRI 3R A Ay A LA e 5

2 BFMEBRRHE

NER 1 A4 BB 4% B0 2= A {7 R 4%
MRRITG T TREB, HEEMBEEAREAETE
ARk, i HR A (B) G5 A 322 2o B 4] 49 DAAS AR
0 A SR e X 52 1 “ PC X ik 7 (PC attacks) By BL Al LA

2002. 4 SDbot
The first widely spread
IRC-based botnet

2002. 10 Agobot
A well designed IRC-based
botnet, making botnets
widely noticed

A kind of large-scale
botnet, stealing
banking information

Z AR K v R R Ye H bR 9 T 2 Wil 7 Cextensive
attacks) By Bt. %% My B e 2 o 25 B B 5 ML L O
11056 7 AT AE b 35 25 R

2.1 PCILEME

19982009 4FFR hy i ] I 4% K& & s b il “PC
ek B B FEIZ L 4R 45 LU Windows 5
TERG W PC & & 0 F Al T 0% AL #E rootkit
Jik 22 AR B A5 2 bW B AR £ RD e X B rh R
Wi X LA 8 IR ISORD 40 FI 45 04 i0E A7 e i L B R TR K
R IIRE Z R M R Ak B PR A

R I 2% 1 R A B AT AE T B 1993 AR AR
P —3 KM BOT T H Eggdrop™" fig i # B & #
BUSEHLE R IRC W 2% 45 3. 32 31 Eggdrop )3 & »
BENFHEEREE, 2R E EENET 27
XF 37 F ALt ] SCE & Bl ) 2% it Al 8
FEs s NS INREE 1 A48 O AR M 4% GTBot' '
HEAE T 1998 48 HUB P BT S 2 F BHL LRk %
%¢ mIRC % i, 38 31 % 7 o fin A TRC 3918 55 75 45
Wil & T~ K484,

L2 G ot FATERE] IRC MU — X 2 it
T2 il 19 4 %507 X, A1 4% PreetyPark, SDbot
Agobot™, Spybot™*, Rbot 7 N 19 IRC 18 ' W &
S W i B, b Agobot Hy T H: R R B A i
T T AR R R AR P [R) 2 o e e A AR AT IR
FIE W 2% 2 M R R BRI 4 4 i R R

AR IRC B W 45 HAT ) hh) s 2T 35 19
Do AR A — R M GBS N2 O B SO
By S BORE B W 25 Bk BB LRI R W L O T
PR b 3R R R, Bk T bR B R H HT TP fn P2P
NS S E R
2007.7 ZeuS

2008. 11 Torpig
A botnet based on
Domain-Flux

2008. 12 Waledac
A spam botnet with
sophisticated structure

2002. 9 Slapper
The first P2P-based botnet

1998 GTbot 2004. 5 Bobax
The first famous A famous HTTP-
IRC botnet based botnet

2007. 1 Storm
The first practical
DHT-based P2P botnet

2008. 11 Conficker
An advanced botnet
with hybrid C&C
(HTTP and P2P)

2007. 7 Koobface
The first botnet
spreading through
social networks

Fig. 8 Botnet cases in PC attacks stage.
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%5 14 HTTP 87 [ 4% Bobax " H 3T 2004
A IZ AR M 25 1 T SR8 O Ak by SR A G T
I8 I RTHE A 5 2 AT 1% B 5 Ak 2006 48 H 3
B R 4 ) 2% Rustock g i 5V 4R P 09 4%
Clickbot LA Je 2007 4F H Bl %7 2% A1 {2 M 4%
ZeuS " YR HTTP Ak oA 4 4 il 45 3 Pp L.
%14 P2P B M4k 2002 45 B Y Slapper,
BARIEBR T 05 AR 5T R, K T S A A0 25 R
TEAL ] A Bk 2% 7515 38 A5 SR AR M 55, L J5 - Sinit,
Phatbot, Storm fJH BLUERH T P2P B M 4% BH &
Uf BIPTORAERE J7 o BIF 58 N B3 M LA KT JHG 8 4 A7 )
Wit T By 192 0 455 22 T 9 B0t 3 AS W S0t 4
il B AR DLAE B T 5 4% 10 W 28 3R 5%, 7 PC Xk By B
A AR R 28T 06 5 I P2 RE AL AN A 52 2R il
Rya . #ian, 2008 4 B Conficker 15 7 W 4% [F]
i} % B Domain-Flux #l Random P2P W #p F 4 5
e AT B AN By 28 Ak L 52 4 BH U G i 4 45 i AE
i ; [FAE B Waledac '™ 24 ] 7 HTTP, Fast-
Flux F1 P2P P8, EA A7 00 f 2k A e fi k.
T B A ok T RE S I A I 4% AR N B
SR R G TE R A X — AR T 2% i AT
M. Wang 88 NV T —FOp IR & 8 P2P {3 )
W 2% fir & 5 ) A5 GE % E R R ik 45 i,
bootstrap i B A MK A6 A Ji % 1) peer list BURE E B
AV IR T R AR AR i A A% ok A R AR
Xof R BRI e LA 7 AR N DR A R B L O
A DLt B A A HLORA B R B B Re L PR T

IR ) 2. L JRy BR A T i A 45 {5 1
o o o R AL 1 IR A 0 4R W TR AR P ALY TP,
PRI I 0 4 a2 (P2P SO (U AL 3 A5 B Oy
IR

Vogt % NI T —FhR A 450 09 4R N 4%
W 2 ik ey E 2R R B g — A KA
(=l S 2 B 0T A 1 e e [P 19 e el L el £ B TR R
P2P WS i% 45 k. 107 B L SO A i S AN 5
7 R REUR AL AT A TR AR AR R0 £ i AN 43t B
P BRI 251 (FL 12 45 48 B T Bk = S BRAG: 50y, 7 1 X 52 B
O % 14 1) 4% B 58 R 97 40 - B I 7T BE AF TE AN FRUE 1Y
J)_(ng%[igi'

Hund 2 A5 H T —Ffodfl LB 36 5 R 2% 1] 1Y)
P2P i 7 M 2% Rambot, %58 8 R H 5E T (5 21773 1)
BSIFE ML Ccredit-point system) L A T 4F & uF B #L 1
(proof-of-work) &5 J5 1 J| Wi 38 5 5 5 & 17 #Y 7 52
PR IZE R B A —E 1R BRIBATBE T A AE TR A
2.2 TzREME

MK 2009 A 2 A AR I 45 5230 R —fk 1)
2 el K ) a3, R BRAE B i G T iz A
T BN A 0 37 5 SRS A0 W 0T 46 2
IR T AT H H A AHOC I & A S i B B
Z N BEER .

mak 2 foR, iz Yok By B BLRY R R R A 3
A5 DS PC AR M4 5 Web 2.0, =i R4
R IZ BG s BT 50 R Y i A 4 B R
FVRR IR A A W 2% 5 2) PRl E AT B # (EH B
B REB A N H o Yol I R LR O

Table 2 Comparison Two Stages of PC and Extensive Attacks
F2 PCHEHMEBEMIZHEMEITL

Devel t Infecti
cvelopmen Type fection Estimated Size Topology Protocols Malicious Behaviors
Phase Targets
IRC, HTTP, P2P, DDoS, Spa ing,
. . . Most hundreds Centralized, X (? . P 1'mm1(ng
PC Attacks PC botnets PC . Domain-Flux, Phishing, Online
of thousands P2P, Hybrid .
Fast-Flux Identity Theft, etc.
s Bitcoin Theft/Mining,
HTTP, P2P, .
. . Most hundreds Most P2P o Click Fraud, Ransomware
PC botnets PC . Domain-Flux, R
of thousands or Hybrid - . attack, Banking
Tor, URL Flux
Accounts Theft, etc.
Smartphone,
Extensive . STB,Router, ;
Emerging Most tens of . . Most IRC DDoS, Spamming,
Attacks Webcam, POS Centralized .
botnets . thousands and HTTP Information Theft, etc.
terminal, Web
server, etc.
Hundreds t
Botnets in SCADA, undreds to Centralized or o Destruction
L . tens of . Most HTTP .
APT Specific PC Hybrid and Spy

thousands
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MAZGE PC i 10 LI RE T HL L 8% 0 4% AL T & S AR 3R
(1) 22 b 2 it 1 £ 5 3) i 0 I 488 ) S R i & 4 1l B R
7 APT(advanced persistent threat) 145 %] 7 72
IO T WA T M B AN T R Y — 3R
2.2.1 PCE] M%H ek

(E 0% AT A T AR 2 i 0 ol 55 5 4
JUTRIE R A N % R IAE 3 D 1) 4 Rl
Frey B AR PEME T 25 2011 4R LAY Spyeye
2014 4F & BLAY Dridex™" 5 2) He 45 M 42 4@ » 2012
AEZEATIG BRI ZeroAccess DUAE il K it 32 F F ML 5L
it s VR A A LR T A L B HOREAR A ZY 10
T FETE ) N R L2013 4R LK A BE 5 DL R
M AR Y B 44 S A I X A4t ) . CryptoLocker,
CTB-Locker 55 fill % ) &= B4R " W 4% 52 451) AS 1B 77
L, E AR 2% o )RR Tl A X A2 SR
TSN B S R . P e bR T 22 B O 1T
Wi 4% SO 4 5 7 AT R

FEFE LI b, PC R 48 4E 52 T SR 52 241
AR T BORNHR FD 2548 X5 T 0C AT A SR M. 2011 4F H 31
() TDLA™* SR 5 T Kad ¥ 4% 15 i 25 - B 92 3
WAE; ZeuS GameOvert, ZeroAccess v2H9 DL K&
Dride ¥R IR & #h b 45 14, 1 75 iy & 45 1] 45 18 0
DABY BEL . 55 2t [ B 1) B2 4 O 286 Ay e b 174 i
W 25 {5 38 B T — Rl oRT R 5, Skynet™ fif
J7 I 2 ) BE 44 W 4% Tor R iy 4 2 il il 55 2% B0 5
Ho A1k HE AT BEHC s Cryptowall 3. 007 3% F 12P B 44
SR T EHUR B F ) 0 SE AR AR
W s 1 AR B AS BB T 2 25 X e 0 28 v G i T I 4%
R TR

DLz 5 AR A2 R0 i D AR 1 2 S IRk 55 B2 R 0%
W R R TR T I 4% 3 A IR L B AT AT A Bl X
SN TR ROR AT 3 R A & i R
ME DL IR BRORTE R B 50RO TR gl R AT R
Hon W i EC2 = B ZeuS % 35 76 24 {8 )7 W 4%
C&C MR 45 #8775 L MAC OS X N3 H b5 19
Flashback 18 7 W 45 F) FH Twitter ¥ 2 & H
CR.CfFili, — H {518 K5k 8 ) EHLK @ 8 &
A A B R E AR IR T4k CRC & L K 5 45
4 [8] B A

AN B AT R AE B L 5 = iR
FEAC W AR S G I8 03 T IR 55 1 & 1 R AR A P
# . RSA 2014 K45 |+ ,Ragan fl Salazar'®™ /4 17 —
Folv 2 g E Y ) 45 1 A o O ROl A D g

TR BT IR AT SEHL L 5T T RS A A AR T A A
IR W 4% SoN (socialbot network) FE 8 {5 IE %
F P 58 1 2 Rl AE 2 AL 28 s VRS Tk ATl i 4
il socialbots SEFLE & # A )7 X LD AEE
&

TESA AR WEFE N BL A T 46 BIF 5 G faf 1) ] 5
PRSI T IR 55 46 322 B Ay B e 194 i 4 42 1 £ 1. X
A NSSURIESE T ) DNS B 30k 4 2 iy A 5 S
T8 %5 0 A6 B A e 55 4  HE TR AT (R I B
KL 4 1) Bl v s Nappa 28 X7 FI A Skype BRUE N
T AE BRI T — BB BRI 4% % YA ] AR S
Bij JC S A NAT B4 Hl A5 i i BB e & 72 Skype
it 2 H e DL X A e

Lee 55 A4 H T —F Alias-Flux" Pp i3 1 {5 18
REAY A5 A 5 2ok S 5 ) ) 4 Bk I 55 A4S R 51 4 B
SEHL bot X iy A 45 i W IR A9 F-4ik 5 Nagaraja 58 A
P& 0 A TE RS DL AL 58 I 45 A Ryl 5 7 &l i 1A
P RS BOR SEH A A i A 3. Cui B8 AT T —
it = A5 AR P4 AN, %0 B AR B A A i & 45
A5 0 2 N A R A B AR DR R 43 3 A
FAE 3 . 43 B % H Domain-Flux, URL-Flux, Cloud-
Flux 1y 715 18 p 80 280 8 HAT B4 19 A= A7 1 A
A .

2.2.2  H2LE 4 R

TE 25 4 TP 22 A i TR i 46 e E AL 4 28 B
RS KT 50T AR 58 PC AR 28 e 4% 1 A 2
FEDLAEAAE BTG T B K Pk R Yo & T R 2%
A FHAE PC 23 e A8 2 fil 4 I 26 PR 58 T 1 £ - 0
2% XA R Z P T BB B 5 B B
MR . 28 RUE T 48 R 22 N T 4

2009 4FE H B B S F HLE M 4% Symbian,
Y xes LT T BT 4R 4 B Y R B b D) iE
IR H B s AR 7 0 4 s 0 AT R AR AR
FHL. A PoS AL LTI & R0 465 55k VB RE R
Ji \Web IR 55 & S B & U T R H AR,
Tt 5 1 F) FH 3 28 e A 8 I 4% Tt 19 [
WAL PR B T 5 B 2010 4 H B9 B A X
Android &%t i T HLAE 7 M 4% Geinimi™ ] 52 3
IMET, b FEA BT il 5 s 5515 210 27 1, [a) i
I BB R IR B I AR 2 e W R 2012 AR A
POS HLAE 7 M 2% Dexter @ i N 77 B2 BUH AR K 67
WO P 1 SR 85080 £ 2015 48 H B Moose™™ 1] il
b H A U W T BT BT A 5 Rl T S i
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“SEk I B

ANE T 3 PC 8 2% % F A 428 B 428 L 10
TUEE T BRI AR 45 PPT Y A6 45 J7 vk, 4 K £ 805
LRI 28 A B LA 1A % TG i R I 4 T R 1Y
ik SIS A AR BT P B Yol T
BB RFLAE A kB E. 2012 AR B
Carna {7 P28 0 2 S5 55 01 A S BRIE R R T
)2 T AR BRI T4 9TB {5 H .
W AE T 53 T DA I 2 B4 5 7 3 R P L JR e g
T8 FEL S vz . 5 4 Darlloz 48 7 1) £ W [a] B ek 4
x86, ARM, MIPS ) F PowerPC 7& N i) £ Fh 22 14
&%[77:'

TEBAT % om AT G0 T 346 09[R B 87 2448
I £ 1) 38 15 P B8 H R ) HTTP A IRC Bl

H
3
2010 Chuck Norris

A botnet targeting
routers

2009.11 iKee. B 2012 Dexter
The first mobile botnet A famous botnet
targeting iPhone targeting POS terminal

2012. 12 Skynet
A botnet based on

Tor

T w3 R R JH B g A b ki =X GE A N A R OR
JH 6T BAI 4 TR G ok e ke Az N0 T 9 A2 S 4 A
R AR TE H A By T R A4t 4 ] i H A T
A VA 22 L 3k R W OB 4 A8 7 I 2% 10 i & 42 ) O =X
By TR BN 555 - [) 24 4 52 2% 1 v 2 PC i 7 I 2%
FHHCAT A — 5 #Y 22 JE.

TEAR 25 37 244 P 2% o B8 BE T L DL HEHT P 4
R ERWE RS TR 0 R 2 2
SO A T RSN B BRI GE J5 T) SAE T M 4
WA PR N 78 S AR W2 eI TAE b WF 98 N L
BT O 5T Bk A BRI 2% R 4 45 [ E TP
BEIR Gk = | T A LA R P Y Bt SR ) A
W, B RTAS SR I 2% 0 TN 32 PR 8 Rk T AT Y
[CRERZINYGE 42 S N

2013. 12 Thingbots
The first known botnet
targeting Smart Home

2013. 9 CryptoLocker
A famous PC
ransomware (botnet)
using Bitcoin payment

2015 Moose
A router botnet for
stealing social
networks accounts

2010. 12 Geinimi 2012.7 Carna 2014.9 Wopbot
The first influential A botnet from “Internet A Web server botnet,
mobile botnet targeting Census 2012” infected disseminating by
Android with 420 thousands embedded ShellShock
devices
2009. 1 Symbian. Yxes
The first influential 2011.10 TDL-4 2013 Darlloz 2016. 2 Locky
mobile botnet targeting A famous hybrid botnet A botnet targeting A famous ransomware
Symbian infected with 4. 5 million multiple architectures (botnet) spreading

hosts

Fig. 9

(x86, ARM, MIPS) through malicious macro

Botnet cases in Extensive Attacks stage.

B9z o By B 7 R 45 2 4

IR S M 2% 1 5 B AL 1 K2R ] SMS
2P0, Mulliner 28 AU #2818 T —Fp SMS-HTTP &
B AR A A 5 A L B U R 4 A A
ROy 2 AR 1) K In 5 2% 44 A A A K A
B 15 2) 3 SMS f 45 il i & URL #Ei% 45 13
JUREF. Zeng S ANV HE M T — BRI H SMS 4 £
P2P iy A ¥ i 45 1 - SMS 1 hy iy 4 45 il 5 18 A i
Rt s AL B P Cn Sl AN TE IR 55 X
A5 AT A SR FE WA AR 5 ARR] ] SMS N7 Rl 4+ —
AT T AR IR 28 T G B L T A R RN B2 R
REC Y SMS, 3 S 7 o B 9% R B i B dd S

Singh % NS 3 OIF PG T W 4R A A
P A 3 B TTAT I  HAE AR TR P A 27 2k
BIAI 0T % T B 5 e SR I RRPE 25 L 0 OF A% T Y R

9 PR 3 B T3 AR ROCR B AR T L A S8 bR H] AR A
[in] .

Cui AR I T —Ff 3L T URL-Flux shZ
D EER RS SR 2% Andbot , % J7 12 5 F 19 % A
TR Ry B I8 & A1 & il if UGA 5% bot Af
PLBh A K& A LAY URL 2= F- 4k iy & B UR. %
T35 B R AT A B rE Bk iz FTE R se T AL
S b RE I AR BEAE AT TS 2 oK.

Zhao % NV T —F LT Google 2 #3% ik
% (cloud to device message, C2DM) By sh{E F M
KRS FIE BB FRIRS 4 (C2DM server)
HEATAE B N5 1) T BRI 44 B TP B8 35, AN AR o 9%
J&IY SMS, [R] i AN 2 3t Ui 125 2R AT ik i m 4 H:
A7 B AL 55 HTTP M1 IRC B 3l 57 9 4% B /)N
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T A 0 I EL A S A 1 R A ]
2.2.3 APT s /7 ™ 4%

ULAESR LR 7 ki 7 Duqu™®  c4r
&+ H 78 DarkHotel™ | Turla"® F A FEH APT
ek AN W 8 30 B0 25 1B L ZE B LR TR L Tl B
WML &5 3 22 H Ar e T I 28 8] 35 FlBE 3K 1 2l , ™
B E R EGE AT S A R E .
FETVR T NICER R L2 XA LEO AT TIRA
() BREE A3 AT - 48 78 T 8 J5 10 B0 R AR Tk

FESE R I S b B0 AR IR T R R
HEAT PO 1) S bl /N R ARE Y 0 2%, SR e 2 AL
T AT B Rk 4 Ty 2 ) A A A ST AR L BRI
T B AR A B BB A AL RO Ik S AL G s
I 26 11 2 1 7 Al AR AL #E Duqu 2. 0 b ke
FHUKAE B R AE GIF Al JPEG B R v, 3 2 gk e
(R W9 O BT A SR B ik 4 A R B0l
DUKES BZ 4 ZU7E APT By v #I B 9155 1 2F
B P 45 5 Twitter Al Github F & & $81% 1 7
15 BAREUE A,

‘y\ Satellite
‘:s\
® As the destination
port closed, the request
packet is ignored by
legitimate user

Legitimate User Attackers

® Attackers listen and identify )
the packet to specific IP, then |
spoof a reply back to the source _/4
using a conventional Internet line

TR 4y APT Yoif of, X 35 E 40 AT
B W 2% 5 gt Mty 5410 U7 (Sandworm) 1)
BEA YT 2014 A 2015 4F 12 A FHIF IR
BlackEnergy Y £ 44 43 5l %t Bk 5 SCADA T4 &
S I RE O S TS 7 B

AR APT Hahi 535 38 i 7 W 28 7 i 4 35 il Pl
il b B AR LB T A AR R R
AEAE— 0 26 50 AE MUAE b A% G 7 I 2% ) J K #)
ML TC 22 ) e AR AL I AP 5 9 X /D BURE E
H A5 AT 8% G R ) 5 A A7 18 e M AR I 4 5
X R R PR XS 114 A8 4 BSR4 A5 1 BAA R 4P i
At M APT X b 5 9/ X 20 50 H b 1 Bl Ak
Sl C&C {53836 43 5 F A1 B 4
AN BARFE 2 2% 100 15 1 25 40 R B 800k X 470 G AL i
Ab APT Bk v i 38 {5 50 0 51 8 1RG4 1k 1 &2 4%
fb. 2015 4 12 A, R & 307 5L Bk &% 19 1) 35 41 2
Turla"* 75 B 3 A2 o R B 45 108 30 175 1) O 205t
A B AL, A&l 10 Bz, B AN 53 X DX 3+ 3
HEAT WA 32 b B AR SR R I 4 i AN 2 Y.

@ Infected hosts send
request to the legitimate user
through the satellite’s

downstream link

Satellite Internet
Service Providers

Infected
Hosts

Fig. 10 Anonymous C&C communication by hijacking satellite link.

10 5@ TR HEH B R 0B 4 C&CalfF

3 BEFM%XtR

HE A PR I 45 B A7 AE » 1 — 25 X P I 2%
SR BT X6 i TR T o R I 2 A0 R Y AT
ELpR M %5 43 TAE BT 43 S D R ) 2 A4S0 - A
W TAE B 76 & PR E ML 38 15 76 8 DL R A 4 15 4l
I 55 4 5 1 3 af] AR D) 3 o R S 3 B 1Y T Bk
1B I 285 f 3 o 31 e IR
3.1 EFME&EN

NG A S B B & VR I vk T )

O3 Oh B TEE A3 BT B T R AR AR A T S B
FTHE4 2k
3011 LT e M A I

BE T B S R I 3k e 0 i RE S Y
AR IO W A FEAS T A) 42 1 B8 vp R A7 M 45
G3 AT R PR P Ry OO AT Dy AR B R A
$% Argos,Nepen-thes,Sebek 5. % J7 1] & M A H
BT PZE AT AR A By Tk — 20 1 A A I 2% 3
15 AL K 15 7 I 585 A 5 ke i 2 0 LA K 3 5 4k T
AL 1 AT I 2 o X DA 4 T I A 2 R e 3 A
Tk = P RAE 5 5 i B R RE D RE R
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T2 B L
3.1.2  FETIE AR RS A

R T3 A AR A A I P T 2 ok SR T 1 B A
D5 ¥ 8 2 = SRR AR DT L AL U] L 3% A0 Snort 45 4%
e ARSI 2R G0 m PR A e IR 453 By %
J5 ¥ 38 T H A W RR AR 00 87 I 2%, il a5 2 0k
A A5 0 A R ) 5 T T 4% e R A 2 4P R TR R
(IRTFSIRVE /Y= i) %
3.1.3 FEETHE K

SR Rl i e e s o Y R T Y i
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26 )23 S R
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Stinson % A ERE R R P 4 YO AR 5 o A A )
HATh G IEw#HBRIT N EA 2 50, BTl
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A K NXDomain i &8 09 ¢ 4082 7 — Bk il
L TR BME T M 4% DGA 2870 Gu 48 APV 4R Y
BotMiner T 46 % ZC48 Ui 4% H (4 1k Ao 3 47 %)
g7 Gt i B RIS ENL R AT N REK e
ol RN IR R YR CE S R S Rr S Gk = =W S B § 3
JoK M Leyla % AU $2 H — Ff il 1) NetFlow %%
L B2 e BURFAE /9 & 4G I & 48 DISCLOSURE,
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Gy 5] H A T R ik 3 RN T R B H AT A -
A G FRAEE 1 L B
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T H AR ) 75 v S R T S R 6 U5 v T
BARRL (B E G IR R 25k H DNS, R4 % H #5105
ST G122 B B Ak b i S ok U0 1T e i
W 247 . Choi % AN 58 i W5 DNS 25 if) i & 19
TR TG Sl R R e B A8 7 O 285 5 6 1 e 3 IR 44 PN 2%
ARALYE . Zhuang 25 NS X6 d7 3 MR 28 08 45 43 4 AR 3

R a2 N TP A5 B AT — 24007 - R BIAR
[F) 24 750 £33 7 I 2% 5 {0 Bt 3 v g Al ) — 1P
bk 657 s T PN 3 A A S A2 b P A % [ — g 4 ik
S A S AS Bk 3% K b R Zhao 4E A
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