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Abstract  Existing dynamic methods for deadlock avoidance have four main drawbacks: limited
capability, passive or blind avoiding algorithm, large performance overhead and no guarantee of
correctness of target programs. In order to solve these problems, a combined static and dynamic
avoiding method based on future lockset is proposed and named as Flider. The key idea is that, for a
lock operation, if none of its future locks are occupied, then it makes sure that executing this lock
operation won't lead the current thread to trap into a deadlock state. The future lockset for a lock
operation is a set of locks that will be requested by the current thread before the corresponding unlock
operation is reached. Firstly, Flider statically computes lock effects for lock operations and function
call operations, and inserts them before and after the corresponding operations. Secondly, Flider
dynamically intercepts lock operations and computes its future lockset using lock effects inserted by
static analysis. Flider permits a lock operation to be executed if and only if all locks of its lockset are
not held by any other threads. Otherwise, the lock operation waits until the condition is satisfied.
Evaluation and comparison experiments verify that this method can efficiently avoid multi-type

deadlocks in an active, intelligent, scalable and correctness-guaranteed way.
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Ty & WL RE thd, B2 A U5 BT UL thd, AN IAT
ins, . MAERF thd, B y. X thd, AT ins, . Bt F
ins,., = H K IMBLE. flset Gins,.,) = { (2, RWLOCK) |
T C KR chd B AR BT LD thd, R AT
insy o M55 GF thd, BRI x. XAEBEE WL T thd,
thd, Z.8) (%) AH 5. AG R 5 15 AL B B8 81, 5 ot e B 2
ST iE B

FEBE 2 45 H HLE B 1 BT IR B () R e 2 RN
FIAT AL RIS T AN e R0 Bl 44 o B R ke
S AR I 5 U L Flider 0 AN 2x 034 Ho gl AT,
AR E B 2, AV TR SR A B A AT AT g
PR R B PR, fE e L RE 2 v kA
A AR Hh B B A OB o R R A
Be R S8 1Y . AE H AR AR 3 38 17 B L Flider 3@ i ) ¢
T fife B4 1 LA g ST RN TR R IR i o T 1.

Flider #1718 82 N 20 41, 0 B3 5 AT B8 42 B 1Y
IAERAE RN [ SC R EOUE B 45 1R T B RO 1 B
CGE SC 8) I 47 Ak 21 AR 7 45V P AT 1T J5 . 10 7 ) 25 43
T 1) P 478 A7 19 B 205 I A 2 A A 45 4 B A ke 48
£ GE 9. i Ja ML A > A 4 b 9 2 15 25 T O
1) PRAT R R R B 1) LS i) £ R O EE R R AT
B, T E AL 1, Flider H 8 AT 68 % A= 58 45 1 O [X
FRAT M35 W S AR & A F8 81 1) 5% S DX RIE O
DB IFAT AT o DATIT IR B R AR L R A0 R R EE H
b FEATTHITEL 5 J 735 e A 5 T oK of 3l 4 1) 46 ‘Bt H ke

TER 5 v S ER A o T IR B X i A P B B
A BEAR A IR AR A B 2 SR B AR T R AL
MR Lk BLFRATT 45 e Ak {5 B T i B TAE B
BN g Ty O Lock Co) TR A5 B R {y+.y—1,
ST, OWg T, O MBI N AF B2 (v — 15 98 )5 it 1
B bR R B0 AT ARS. 76 T M g T O B
PSR ef fect (f_Ty:g T O) AKE stack# T, ,
TEPAT g Ty O Lock (o) I, S B 81 i A K o 43
BB flset (g_T, :lock (), FAG BN ef fect(g T .
lock () AR ARG FERE P A 48 = — B A $R a2 v
WER y iy MR A flset(g T, :lock(z2)) ,
FREH g Ty N lock () R KBE R (2. v). |
TaX 2 DR A B, K Flider 7295 T, $4
T lock () LI SR v, A T, SR8 « )5 . #
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T,
Thregd void f_ T 0§
Bxecution | g 110://(x-}
unlock(x);
Interprocedural } :
Jump . i
_________ > void g_T710{ /
Inter-Thread lock(x) // {y+,y-} !
Jump lock(y)s // {y-} i
__________ > unlock(y); \
}

T,
®)l void f_T50){
r S - g_lrzg;//{y_}
; J@‘; ",’ :, ; unlock(y)s
' N | voidg_7,0¢

lock(y)s // {x+, x—}
lock(x)s // {x-}
unlock(x);

}

® Callg_T,() @ Call lock(x) @ After Calling lock(x)! @ Callg_Ty() @ Call lock(y)

y+
N x| {xy)
x= :

H:&\fyj{y}

stack#T, stack#T; stack#T stack# T, stack# Ty
® After Calling ~ @ Afterg 700 oo™~ 7" | @ After lock(y)
® Call lock(y) lock(») Retums ® Call unlock(x) i uhunnie
@H{y} = | x| 0} = = | 3- | (30}
stack# T stack# T stack# T stack# T, " stack#T,
Fig. 5 Demonstration of deadlock avoiding mechanism based on future lockset

K 5

Sflset Cg_Ty:lock (y)), WG BARLNL ef fect (g_T,:
Lock()) AFR ARG TERR h A y — B A FRad fd v
BRI 2+ 2 NS A flset (g_T, :lock(y))
TRBE g T, N lock(y) K ARRBE Ry, 2}, H
Ty —8 « 28 T, S, K Flider A
FVF T, AT lock () TMTEEERF H B y I 2 B AT
. IR E R G R T, M LHmBHAT T 76 T, 44
17 g TV OW lock(y)  Jeit A flset(g T, :lock(y))
HFlyr. BTy K8 &R, W Flider fu3F T, $U47
lockCy) L D1 4R BUB v, 76 g Ty O 3R [l &),
ef fect (f_Ty g Ty O) AR . T /AT unlock ()
H unlock (y) I, Flider 23 50 3 1R & 81 4 B & - AT
T, Reff i o 48 RIE -G B B B iE « 1y S8R
W BT AT g T O W lock(y). Z M, Flider %3 #1
TS T 2 RS AE AT I AT BB & AR R SR

4 Flider LI

FATHE Ubuntu 14, 04 (N #% : Linux-3. 13. 0) |
ST Flider. anE 1 s, Flider 3= 240 35 T AL 2
AR I3 A A 25 40 A = R, 43 il 453 58 A 7R
DAL 4 o1 9 P 7 B AR T e AT DA R A Sk B AR
T 5 LR 2 B AT SR T . 5 Flock A [A] L Flider
fili 1 Clang 1 A & CILM'™ 3E 47 7 b 33 A1 81 %80 1 4
ks 55 Ak Flider i FH 2% 72 S0 3 B 52 AR A J2& 25 Al

TEI< =

T 2R ok BB 1Y BB B ik s 461

RS BURON . BT 45 Flider B30 L AEAL 2 LY
Flock B8 225 () Y5 F2 % 5 1M J5 & (15 Flider 1949
RO T T 3 R g T R
4.1 SERAEHREEL

i Clang X} 2 26 B B2 )3 IR A8 E 4 7 18] 34 15 05 2
BT« 8 7 G2 0 T A0 O 7 e SR Al ST AR P g
Tl Clang @7 i 45 1 U LR — A~ Hy B 7R He 21 A
(A 1) P )P 92 PR RT DA (e ) A e 5 4 T i
TR rf 418 ) 22 8] 9 58 J5 AT AR AR R P 1 AT
He A FEARBAR e — A Wy AT 38 A P A1 e
FLFEPS B AR 3 3SR VAT BK S 4k, dn i 6 (a)
JEFREL FooO I IERS . & 6 (b) J& Clang 22 A L1
T il i 1

6 (b) it iy 4> 1 AR AR R — A A e,
B, 3| By 3 11 A~ A o B, F1 B, 430512 £O
A TR 1 e, 53X 2 AN B B4 iR B A B ]
A —13Bs By s By #CT — A FR X R 6 Ca) Y
while 7§35 ; By & H A /9K A5 465 B0 25 B, 1 F
I W b R OR B PR S50 . B while RIS 2 D —
A28 P AR 25 P B9 4 bR S SOAS Sy B i ) s R A
2 5 UEAS ) o A SR A XS L A T B
FR o L RIRVERS T 0y SCEE R L T JR I SUAR R
TR AT S 43 S5 s A T 1 3 e 22 8] 0 IR S
kR A I DA A AR 2E true 1) false, 43 ]
Fi 1) 25 R EL B B Y JS Ak e
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Byy: By:
int foo (int x, int y, mutex* mx, Eutry \ % }2::;:(”’_'5): 0
mutex* mx;, rwlock* rw){ ®y==1
int temp=0; Bg: oA
t T:if (Bg.3
lock (rw); @ lock(mx,) y if(By-3)
if (y==1){ — @ x++ v false
lock (mx) s @temp=x Br:
7
X445 @ unlock(mx,) ®y=10 falss
e T:if(B7.1&& )
unlock (mx1) By:
} —>| s true ¥
else if (=10 && y<200){ 17 Bg: false
while (y<100){ . @ y<200 >
Tock (mx3) Bs: T:if(B;.1 && Bg.1)
P ®y<100 —
unlock (mx3) s T: while(B5.1) true
true fal By:
lock (mxy) o l\ @ lock(mxy)
x+=2; ¢ @x+=2
temp=x; - 8iicf(zmx2) BO]:3 i ® temp=x
; = Xit
unlock (mxy) @) wrloch ks ) @ unlock(mxy)
unlock (rw) B
retum emps > @1 unlock(rw) |« Y
} ®) return temp
(a) Function foo() (b) Control flow graph generated by Clang for foo()
Fig. 6 Function foo() and its CFG generated by Clang
6 PREC fooO) K HF il ik A
4.2 HREAMERRERESW

Flider £ X izt 2 A 43 2% %A% O I B #54  A
SCRRESC P B AR T S BN G X 8) s PR I 7 3 5%
BRI =2 T A o AR N R b AT B AR
B s SRECM A BB 1 8 Bir A ] R B A

7 AL 8 TR B Bl 3 T BE AR S il Ty . R ORE 4 BT A 1]
Bl 2 A5 BT aA Pk (HOR BB THE axX 2 A7 A
Z IR )P B AT Ok B A I R AT R R R 1 P
7S ) B8 ARE A AT B SR B AL B3 1 1 e i BT AT
RE B% A2, BRAR A3 A S VE ANEE Tl R 09 A ) 1 A
HEAT A 43 AT R T o T B S T e AR oA o A IR R AT
TR PR BIDEEAE B 45 44 2k 96 8 R LT — Ik
Iy LER. BT R T 6 b s R 2 R 0 .
b g ) It PR Y B AR B Y i DA S ROR. T LLUE F
Kl 7Ca) AR By, By By 8 8— A FF, L
bR BEE B, AN Bs MU B B, EBR K B
Ja 4kt n Bs B9 54k B, s AT AS 2 & 7 (h) firzs 9 T
R i it 1

VR 1 LIS M AresINIIN I B A B
TN G At 2 PR Ab B 4R R R N2 AT AL A
B SR L R S A I IR AT N AT R B
22U [Ty A8 AR nstack A-fith i Ty 2ok #2 v 4% 2 19 7]
RE BN I 42 19 T 8, i H VerceaStatus [ N ] Al
ArcStatus| NJLN 13X 2 A H40 45 14 72 6119 209 AR
AR, F T 0<<i<<N, VertexStatus[i|=0 F£nr i

By
By
Bg By
By
Bg
By
Y
Bs By

(2] =]

(a) CFG of foo before
cycle removing

(b) CFG of foo after
cycle removing

Fig. 7 Cycle removing on CFG of function foo()

7 XF R B foo O B4 il Uil I 47 25 R Ab

TR AR IR B E O AR, B VertexStatus[ i1
1. % T 0<<i, j<<N,ArcStatus[i ][ j]1=0 4 HAL 4
WL A R BAERR AN W AreStarus[i][j 1=
1. 8% 1 d, Traverse (nstack) ¥ J5 ¥ nstack , ¥
RIS B Ak T A e 5 42 e R 91 40— 4% BT oK B A2
UpdateArcStatus (VertexStatus , ArcStatus) 8 P&
VertexStatus ¥ ArcStatus AFETA 2 P T0 S ED
ATER N R ZS D 0.

Bk 1 BN R AR R

A SRR SR SBHEEFFIE R AresL NJLNT;

Bty AR AR A B AR A T NS A
0 By BT A B A

4 paths.



436

HENMR S KB 2017, 54(2)

@ paths = {}; arg, = VertexStatus; arg, =
ArcStatus;
@ for i=1 to N.,VertexStatus[i]=0;
@ fori=1to N,j=1 to N,ArcStatus[ ][ j ]=0;
@ nstack. push(N); [ = H N AFE =/
® VertexStatus| N]=1;
© while nstack. empty(O){
@D elem=nstack. topO; | * FREARTIICE =/
if elem==0{
path= Traverse(nstack) ;
paths. add(path) ;
VertexStatus[ elem |=0;
UpdateArcStatusCarg, sarg:) ;
nstack. pop ) [ * SR THICER * /)
else{
for : = N to 0{
let C, be VertexStatus[i]==0;
let C, be ArcStatusl elem][i]==0;
let C; be Arcslelem ][ i ]==1;
if C & &CR8Cy ¢
VertexStatus[i|=1;
ArcStatus[elem][i]=1;
nstack. push(i); [ » B i AR »/
break; } }
if i==0{
VertexStatus| elem |=0;
nstack. pop () [ * BHARTIILE * |
UpdateArcStatus (arg, sargs) ;) )}

SESESESECRSESONSNENSNSHSNSNANCRSESNSNENS)

@ return paths.

A1 B KRE G N AR nstack, IF B
VertexStatus[ N1 /H 1 ##ax N B Atk (F7@ ~
Q) RFR AR B N A YRR s HARTOC R
SO B AR H DA IS B B 0L A B 5 31 A A —
FITR A AR USRI A B B AR SR G B 0
MNARTI I AH N B BT VertexStatus #1 ArcStatus,
A H 0 M AFRIRZS R 0 FITRLER 0 S Hp— AT i
[ 2 A TOU AR A E AR v B 30 B AR S 0(F7 D ~
@) WA Jyzs HARTOT R A Z P 0 i, 0] 4%
FP g B R B £ A e T G C) HoAR T
Y elem 53 WL CinRA H 36 260 CoH®
ATERR P R Co) B @ ARR &3 Celem, D) A
RSN 1HTO ~@) R A AFE X R B 2,
PLIHZE S 715 0T . Bt elem W) AT A H 30 B #3157

S 1 T O o 1 I OO = AT B W T P o L B I LR
VertexStatus fl ArcStatus (7@~ @) . & Ja . Bk
iR [l i A B VR B AR (AT @)
7 U R — R O PR IE I A M A R G e
AR Ve, B 1 AR O AR T OT R A
UpdateArcStatus (VertexStatus » ArcStatus). TE
7(b) B T 1458 A T BR AT IR AR
path, : B,,—>B,—>B;—>B;—>B;—~B,—~B,—~B, ,
path, : B,,—>B,—>B;—~>B;—>B;—~B,—~B,—~B,—~B,,
path, :B,,—>By,—>B;—>B;—>B,—>B,,
path, :B,,—>By,—>B;—>B,—>B,,
paths : B,,—>B,—>Bs—~>B,—>B, ,

Horp—>3RR T3k,

4.3 BN ITESREHE

FEXT R B £ O B4R i B i — R B8 AR path .
Flider #¢ 5 X 8 e E i /E s # A & L k%L
P R TE S R0 35 BN S L AR pach
JE A G SCH e RO [ 1 4 AT R DU R B 000 A
SR ) A S R A DA A s B 3 2 A T AR B
PR AR B Z M. BB SO KRR thd 1,
BEXF A RAON B — A JT R (s + . MTXO , W 7E A
AR Z B0 A 2 J5 0 4 AR 1 ) 43 ) 0 stack # thd.
push(x, 1) M stack # thd. pop(x, 1), %G E (y,
— s RWLOCK) . 75 1 N #/ 2Z2 HiT A 2 5 69 4 A 3 )
I stack #thd. push(y,0) Hl stack £ thd. pop(y,0).
XEAT 2 SFFETE DR T ERE B ARk
BRAETT AR B AT JCH CE L 1 AUEHE 2)
FRATT A W T L A A AV L S A% 0 B S A A BT A R
2)H TS o B Gk i R AR T R R
FHIAR stack £ thd 2 3 35 B B o i 5t 2 25 6 2
FAE Y L FRATER S A HERE U8 B 2 58 X Fh e S Y
4.

WA path ANEAHALAT Gy 3CH N O R FE
AR 3 ST ) 9 IGE T 45 Ay o K 4 B0 07 17 8
THAE R AH N AR RTS8 SRR T X E 5 R
T\ $ATH) 2 DIF A %L [ T Of g T OB
BEGR. R g T, O hfs ZARHE IR A A Lock ()
Fl lock Cy)  RHE B IR BN AR B HE Lock () R
ARG ) stubs s stuby, F stubs , stubg  E Lock () WG
THMEIEA) stub, B stubs. %L £ T, O 55 ZAHHERY
W) A E SCREOR M g T, O, 72 o5 $8 Ak 1 /)
stub, F stub,.
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T,

void f_T10{
& _T103// {x-}

unlock(x);

void g T, (){
lock(x)s //{y+,y-}
lock(y)s // {y-}
unlock(y);

}

} =
Lock Effect
Instrumentation

T,

void /T (){

stuby: stack # Ty . push(x,0);
g_T0s

stuby: stack #T1. pop();
unlock(x);

}

void g_T1(){

stuby: stack #T. push(y,0);

stuby: stack #Ty. push(y,1);
lock(x);

stubs: stack #T1. pop();

stubg: stack #T1. pop();

stubq: stack #T1. push(y,0);
lock(y);

stubg: stack #T. pop();
unlock(y);

Fig. 8 Lock effect instrumentation for functions with sequential structures

P8 U 45 kB 5 14 B0 A A

JIGE 235 48] o KR R A — 2 B AR L X HE A A0 A
A 1 o ET PRAR £ O & A SR 4 SR ) (R 3 4
il T A 2 5 A 43 SRR A R — ) o DU S o T
HAT 24848, BRI 2D & — 4 3.
XoF A S 235 KA R BRI B S0 A W A

%t F B 1% path = By —> B, —B, —
By # B, &4y ¥ W4 C, RoR B, 1957 35 AF,
Hoh, by oy b, €{0,1,2,++ N}, n=0,N=>1. %
B,~"B, £/, B, it &£/ —AHA[ikB,.0<p,
q<N. & path WA XH| B, . B, .. B,
WIR B, —" B, "B, ,C, ,C, +=,C, /M5
BB 3560 o oo, s0, € (b by s o
b, }sr=0. Flider 4% T # #LW| Jy B A2 pach -0 i g 452
VEFRT B 2 SR B0 T #R AR T S8 R i B0 15 B -

D) e B2 X8 B BN

2) 5 FEA Bl A 55 A0 I 1 A B B AE G 2 A
164 5 e Z 18 0 48 24 B — > O B X FBAE — A~
HevA o ) B 70 2 I AR AR 1S 3 AR R Y push Fi
pop iﬁ/ﬂ_‘l.

3) WAETE u€ {bysby s b, b ffi18 B, AN &4
YHH B,~ B, > B, "B, . #&ngiEER
4 ins, 7E B, W, AR 1) i B35 4 A TE B, 1 7E
B, ®# B, 5 B, ZRIBAE53 e, W B AEAE ins,
TS5 47 AKH A8 A 18 A1) 25 ans, 9 RH IO i A0 4R 2 AN
TE B, MiAE B, » 2<s<<r, WAGHELE ins, RIS B9 push
pop WA A AL T A& MFif A i (C, &.8.C,, &8
&&Cvﬂ YR ins, BYAH N R A FE A R AE B, i AE
B, 5 B, ., (Bl B, A O8O Z [E i HAE S %
P, 2<s<r , R HELE ins, TG Y push F pop i

.os —»Bll —>
f

RIS AT AR i (C, &80, &Rue 8RC,)
2 A E SCeR B R 4 ins, #E B, N WA BEAE
ins, HiJG 0 push A pop 1EH S AN TF 5 1FiEH)
iH(C, &80, & &urn R.R.C, ) .

4) BAELE w€ (b by e b, ) fHi 13 B, R4
Y H Ii,l —" ]i,2 o> " B, —" B,. % ins, ins,
Sy B, PR A R A R SRR BOE AR 4
TN 2 K 80N A 2 A7 80 AH 1 48 A TS

5) X T4 B B, ST B, (HE B, WA
H¥O 5 B, ZE WA L8 Bu€ (bysbys e,
b} 1<w<<r,#% ins, 5& B, o B, 8454, H
AN ff Bl 8 4 7E B, 8% B, 5 B, ZEMEHE
Gy TP WA AEAE ins, BTG Y push A1 pop 18]
ER AT &MFER L, &&C,, & &-&C,)
W # ins, & B, 50 B, R A 2 R EOR TR 4
WHEAELE ins, BTGB push FI pop WHHJEEE HALT
FAriEa i, &..C, &R &.C, ).

P9 JE/R T 1 L 3 B0 X 43 32 45 F oR B
G QI i S I i I 3 o 2 A 3
path, : B;—B,—~B,—~B, > B, fl path,:B;—>B,—~
B,—~B,—>B,,B, &4 8. X} path, ¥ path, ¥ B,
AN 45 2 Lock Cmeae, ) 38 F R 5 48 A 85 58005
Xt By Fl B, iz RN 2 J A 45 %000, A9 30 46 A i
EN

AR 3~ 5 X F 7 43 32 ek 3 78 F 4 3
B2 1 IR 43 32 B i B R A A s SRR B
A UEAT BRONE I A B L £ 8 A R 2 S 4% R 4R RO
B AR TIE S5 A 1) B A0 2 A S Y i B AR AL (R
1 b Y o Nz e T W N 1 s S L R AR D1
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FRAE 3 SR b 0 B0 8 B A B AR B RE
PR R 48 A 2 ) i S s AB B (AT 10D 763X Bl i
DU Flider fff I B4R A B 23 BT O 16 A4 B 2800
BRI AT B #1119 8 S ek RS0 P 8 1 31 R AR 4

F BT AT TR A — 2R AR B BT A (B R
A3 SCHR IR B AR B BVTS0E A8 AE J VR AR E SX R 5 vk
A RE 2 AR AT AL — SE AN B R AT Y S B IX L AT RE 2
EIPNGE®

Bs: B,:
Entry Dinta=2,b=3
v stuby: if (a==0b){stack #T;. push(mix1,0); stack # T, . push(mixy,0);
By: i stuby: stack #T. push(mtxy,1);}
®inta=2,b=3 Lock Effect stubs: if (a'=b){stack # T, . push(mix1,0); stack # T, . push(mix3,0)3
® lock(mix;) I . stuby: stack #Ty. push(mtx3,1)3}
_ nstrumentation
a==b ® lock(mx,)
T:if(B4.3) I:> stubs: if (a==b){stack #T,. pop(); stack #T. pop();
e ¢%; stubg: stack #T. pop()3}
stuby: if (a==b){stack #T,. pop(); stack #T;. pop();
Bj: By: stubg: stack#T;. pop();}
@ lock(mtxy) @ lock(mix3) ®a==
@ unlock(mix,) || @ unlock(mtxy) || T:if(B,.3)
7 /
By Bj: By:
@ unlock(mtx,) stubg: stack #T,. push(mtx,,0); | | stuby,: stack #T;. push(mixs,0);
17 @ lock(mixs) @ lock(mix3)
By: stubyy: stack #T. pop(); stubyy: stack #T. pop();
Exit © unlock(mixy) © unlock(mtx3)
Fig. 9 Lock effect instrumentation for functions with conditional structures

PO p S5 R0 B A A

B2

stuby:if (a==b){stack #T. push(...);

stuby: stack #T. push(..-)5}
stubs: if (a'=b){stack #T. push(...);}

@ lock(mtx;)

stuby: if (a==b){stack #T. pop();

stubs: stack #T. pop()s}
stubg: if (a!=b){stack #T. pop();}
®inta,b

® scanf (“%d,%d”, &a, &b)

@ a==

T:if (B,,.4)

B,:

®inta,b

stuby: if (a==b){stack #T. push(...);
stuby: stack #T. push(...)3}
stuby: if (a!=b){stack #T. push(...)3}
® lock (mtx;)

stub,: if (a==b){stack #T. pop();
stubs: stack #T. pop();}
stubg: if (a!=b){stack #T . pop();}

@ scanf (“%d,%d”, &a, &b)
@a==

T:if (B,.4)

Fig. 10 Examples of buggy instrumentation

& 10

Xt TGRS, B T B e 4 5 A oy
SR TR I A B 5 A8 4 B R R 35 A [ Bl 2 R
3 S 25 K 1 A I 7 ik b B

bS8 U 5 Flider Fl ] Clang 94015 & 5 &%
T2 I A7 AT P o 9 R 2 AR A Ao 8 1 R
4.4 IPIBBURIERF

FATH Flider i 30 2 53 B BLH 2 I — A s &
HE B R AR I BUBON A5 B B AR AR AT B X
Bl A P LATSUIN 2 AL A > 585 — > Bl R 4 20 285 22 in
2 H AR T 0 o AR 2 ) N 3l A A Linux $2 43t
(I F M # HLH# LD _PRELOAD, Flider #4532 1
SIEATVE FEF 5 B0 R0 352 55 40 1 o A Ak 45 1 L A
oy e RN BT 4 SR TR A B B G GE D) L n
AR R B4R GE X 9) MR 3 R o B 4E S AT 1L

il DR AR A 14 491

W GEHL D).

TR B 993 . VT R 4 o 0 A 8 47 190 AUA T 25 SR
SCHFEEHT. AR T AT IAERAE Lock () i 3K
B2 A8 H FE A BT S o SN T B 2 Y
GRIBHIER KR LR T AT IMBERAE Lock (2)
B BRI T B > 0 G2/ 5D ¥ 2R 56 R JF 8 ar
Mo BT GRS R ALB T AT
HBAE unlock Co) JLE WM BR AN « B T /9 B2/ 5) 4
PG FR . 7E Flider H IR A 80155 I (&1 D i 55 550 40 1 IE
L.

4.5 MELZEMIEFHIT

1 A BN 15 B 1 Bl Bl L 45 1 1 o R B
SETH B e e 9 HEAT R AT T ANkt 2 R A A
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Table 1 Lock/Unlock Operations on Mutual Exclusive Locks and Read/Write Locks
x1 EEHMERYMBEDERE
Lock Type Lock/Unlock Operations

int pthread_mutex_lock(pthread_mutex_t * ) ;

int pthread_mutex_trylock(pthread_mutex_t x ) ;

pthread_mutex_t

int pthread_mutex_timedlock(pthread_mutex_t * ,const struct timespec * ) ;

int pthread_mutex_unlock(pthread_mutex_t x ).

int pthread_rwlock_rdlock(pthread_rwlock_t % ) ;

int pthread_rwlock_tryrdlock(pthread_rwlock_t * )

int pthread_rwlock_wrlock(pthread_rwlock_t x )

pthread_rwlock_t

int pthread_rwlock_trywrlock(pthread_rwlock_t * ) ;

int pthread_rwlock_timedrdlock(pthread_rwlock_t * ,const struct timespec * ) ;

int pthread_rwlock_timedwrlock(pthread_rwlock_t % ,const struct timespec % ) ;

int pthread_rwlock_unlock(pthread_rwlock_t * ).

I A SR S ETIN R AR AT o 2 S BT
A AR AR e I R A R T AT L 2 2B R R
5 75 D) B0 22 4 K BE IE i is £, IR T, 78 4R
FTINBERAE lock (o)A, Flider T4 3% i Bl #5245 Y
KA (v v} SR )5 Flider K # & Bl « My #F
K dide e — Bk Rl T AT lock (1)
WL BRERGWE T, BT lock () AR Lock (y) Y
REFEME o, v}, W T, 298177 Lock (y)
JERLI AR y. 4 T, FRATEE BRI =
Hly #RIEZS I NI IAT Lock () LAARIL . X Ff
L3kt 2 55 T RE AN BE KRR AU . DR L R R TIE I A 1 L
AR A PE AT Rt FRATT O T B R
BN LA R R — B AR A (5 BT A G kR AT
PAT. B, SR A A A 7E 4 R B O T iR AT,

Un 2R A BUR SR PR R (0 BN S A S TR DR i 4
JRy B S A — BEINT 8] . 9K T RT R I 4 R B A A
W ARV TR A R K BiLEE b i) BiAT
AR A AT I B A L SR R A SR B X R
HUORUE 1 ALk 22 A 00 TE A . e A O BURE B B A
BRI S B A B, Y Flider K585 & B SR B4 P Y
BB T L A o A I 0K 2 R AR A AR 2k
PIAT T B0 R O A B R A T Ry 25 4R

5 ZWESH
AFEH R 2 fg 3 50 A 2 A ERE P 4 A

B F AN A H Dimmunix'™ . Grace!'™ , FlockM'",
Scrider "™ 3% 4 A~ EA AR () SE BT ke T L, 5256

Table 2 The Deadlock Benchmark Composed of Ten May-Deadlock Programs
F2 AN EFHUBENEHEEEFE

Program LOC(K) Bug ID Deadlock Type Deadlock Description
Bug# 1 Mutex Deadlock Two threads acquire four mutexes in different order
Deadlock-Mutex 0.1
Bug#2 Mutex Self-Deadlock  One thread acquires a mutex without first releasing it
Bug# 3 Mixed Deadlock Two threads acquire two rwlocks and two mutexes in different order
Deadlock-Mrwlock 0.1 Bug#4 Rwlock Deadlock Two threads acquire two rwlocks in different order
Bug#5 Rwlock Self-Deadlock One thread acquires a rwlock without first releasing it
Bank-Transaction 0.1  Bug#6  Mutex Deadlock z?f;iila;duz::ﬁmw are separated and protected by
Dining-Philosophers 0.1 Bug#7 Mutex Deadlock Each philosopher first picks up the left stick,then the right stick
Tgrep 1.7 Bug# 8 Rwlock Deadlock Reverse lock acquisition on work_q_Llk and running_Lk
Sshfs-fuse-2. 2 3.8 Bug# 9 Mixed Deadlock Reverse lock acquisition on a mutex and a rwlock
SQLite-3. 3.3 50.7 Bug# 10 Mutex Deadlock sqlite3UnixEnterMutex () and sqlite3UnixLeaveMutex ()
HawkNL-1. 6b3 8.7 Bug# 11 Mutex Deadlock nlshutdown() and niclose()
Openldap-2. 2. 20-kernel 0.2 Bug# 12 Mixed Deadlock bdb_cache_add() and bdb_cache_find_id ()
MySQL-6. 0. 4-kernel 0.2 Bug =13 Rwlock Deadlock Two threads perform insert and truncate operations on

the same table with the falcon engine
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Table 3 The Deadlock-Free Benchmark Composed of Four Kernel Programs from SPLASH-2
®3 B4 SPLASH2 RO RBFARMEEFERHERFE

Program Parameter Setup

Program Description

LU(contiguous) -n6144-p1/2/4/8/16/32-b16

Matrix decomposition using Doolittle algorithm

FFT -p1/2/4/8/16/32-m24-n65536-14 Fast Fourier transformation
RADIX -p1/2/4/8/16/32-n67108864-r8-m524288 Radix sort for integer numbers
CHOLESKY -p1/2/4/8/16/32-b32-c16384. [inputs/tk17. O Matrix decomposition using Cholesky algorithm
[l 24 LA [a) . 5.2 XUNRESEHMBIAR

)@ 1. Flider 44138 BE 7 WAl . B RE 75 3 3
FR ik 22 Foh S U 11 LB

i) 2. Flider f4 48R0 An ol . BIRE 75 & 808
FE iy JE 3k HE 431

A} 3. Flider iy n] 4 AR AN, HI) AE 75 1E 2k
BOH R EIG ARG OO L OB T B OR 15 PR K
501 ZESiEERFEMIERYPELEREFE

R TR) R 1A 2 ATl T 00 B A oE AR
EMEERES N 2 A Z AR KEBGER T
5 BE BRG] R BE A R k4T 3T Tz Y 8
ANFEARR P AR B W3R 2 FTR. BT AR BB TR
00T ME DL R 8R FRATTAE X 10 DR F A BRI A
A sleep O], L2 T2 17 1Y 27 4 B2 AR A T
2 A FEA L L 100 %6 () HE R 0k i % .

2 5 FE PR T I BRE  SE B P A Y
FE AT B | FE AT e 1 JEL A S R RN BE B a5 B 1) A AR
J5 R 8% fik % 3% &, Deadlock-Mutex FlI Deadlock-
Mrwlock JEAEH A O 95 LR Y . 70 4 & 2
AN 3 AN [R] Fh 25 1) FE 43 B [ s Bank-Transaction,
SQLite-3. 3. 3, Dining-Philosophers, HawkNI-1. 6b3
& B — AR AL B G 5 Terep A1 MySQL-
6.0. 4-kernel W & H 1 & — > 5L 5 8 4L B B FE
Openldap-2. 2. 20-kernel fI Sshfs-fuse-2. 2 4 H &
F—MRAFEBBKE. AT Bug# 12 fl Bug #
13 L B 52 B BBk B MySQL % 370807 Al
OpenLDAP # 34947, H{it 41 & X 2 /> B A 19 B2 7
MySQIL-6. 0. 4-kernel F1 Openldap-2. 2. 20-kernel
TR T AL,

1 TR R 2 3, A 1 A A A0 Sl SE Ak A A
Jr4Eh 4 A~ SPLASH-2Y B .0 R P M. 3 3 44 i
A AN T B ] A AR R AR S5 vl T R S RO

"/

D http://bugs. mysql. com/bug. php?id=37080

B A VI RN B SE G AE R A1 SEER IR R AT
Intel Core i5 M430 2. 27 GHz CPU, 6 GB N 1f,
Ubuntu 14. 04 32 i #2/E & 4. Clang-3. 6 fll Gee-
4.9. 1 G k4%,

NP Flider (458 BRI 8E BE 77 L 5 45U i 203
FIRT A Ak 3 4 ST B T R L AR 2 A
=3 AP E 7. Z B D% B Dimmunix, Grace,
Flock. Slider 3% 4 /> 56 81 ¥ sk T H . & N o EAIT4R
T BN kU Y F B K LRSI REAE TR
AT S 56 PR 85 T 4 13532 1. Sammati™ Y5 A4 TF i, (0
HBETE 64 MLEAE R G T i iia T . JATHY Lo IR I
ASCHRF AR B [ Sammati O HE 5SS L (HAR
6 SCHRL TT 1. Sammati H AE ML B e AL BI.
Table 4 Deadlock Avoidance Tools Used in Our Experiments

x4 ZTHEPEANEHNETR

Tool Author Year Key Technique
Flider Yu 2017 Future Lockset
Scrider Yu 2014 Critical Section Serialization
Flock Gerakios 2011 Future Lockset
Grace Berger 2009 Rollback/Re-execute
Dimmunix Jula 2008 Deadlock Signature

5.3 8% 1:Flider 3E $i 41 38

NVEM Flider (1) 8810 8E GE 7 . # a0 F 25 TR ik
T35 D 4y 5l #E Flider, Scrider, Dimmunix, Grace,
Flock Fizf1# 2 Ty & NIRRT, 5 PR
J¥AE RSB T H R 84T 30 1K 2) £F R — A~ SE 4 ik
Be s AN 2R HE A T HAE 30 iz {7 H A — IR A 1K
TR 2 i B T R i T AN BE BB 1% BB 5 3) 48
TS T B X S AU A R e ) R 5 R

SR AR MR 5 R, Hod/ Fos FLkE L) L X
TR S VL 735 H I F D) A e R L XS T

@ http://www. openldap. org/lists/openldap-bugs/200501/msg00101. html

® http://www. capsl. udel. edu/splash/, http://kbarr. net/splash2
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A 13 DMARIZE B FL B FA L Flider, Scrider, Grace
R B 11 >, Flock ji 2 KL B 5 4>
Dimmunix SR ITELEE T 4 4.
Table 5 Deadlock Avoiding Results of Five Avoidance Tools
on The Deadlock Benchmark
RS SARPHNBTEERVEEBEFE LHMBER

Bug ID Flider

Scrider  Dimmunix  Grace Flock

Bug#1

<
<
*

Bug# 2
Bug#3
Bug#4
Bug#5
Bug#6
Bug# 7
Bug# 8
Bug#9
Bug# 10
Bug#11

N S
X 4o 4 X X X 4 X X X X &

Bug# 12

XAl XAl Ll Ll L L L L L&
XX 4o 40 X X 44 X X X X &L

Bug# 13

(S
X

Note: ~/ »Succeed; X ,Fail; * , Wrongly Output

A A BRI I T L 14 R 5 SR R A TR
Scrider B FLEE T BR B % 81 B 81 (Bug # 2) ML 5
BiH B (Bug # 5) 1Y BT A7 28 A 5E 8. Dimmunix Al
Flock H#E#M & 5 Jx 815 81 (Bug £ 1, Bug # 6, Bug
#7,Bug# 10, Bug # 11) . H il 25 78 38 1 48 A BB L
it AH A NARAT A2, 5 SCHRL7 JAH A » Dimmunix &
A e MLk B B AE BBk Bug £ 7. Bug £ 7 &
/¥ Dining-Philosophers H1 i — A4 faj B8 5. J% 8 6 41,
45 A EREATE I 0% I A S ) R
PR (AR W Z 3 A T 87 5 x 8
BD R L 24 T8I, Bug 2 7 gl 2s & 4. Bug
ETW M5 AL S A E R B KRR S R
— N H R BOFIE R 53— A AR 5 A 0 B R B 3RAT
fFAAE A T Dimmunix B RS, & 30 H F 42 66
P i T 7 %) I A A A S A R L 3 — A R P RE
S S i B A i 25 2K AT Dimmunix AN BB 5¢
B AR BLAE B % A IEAE — A KA T A BE AR
LRI FE LA A i b 2 A I AL

Grace fff ] [0 V& [ 55 397 PR AT H AR B RE 8 W ke
11 ANFE 8k b o B 7E FLRE b 8 AN BB, i TR
B VR 1O #24F 5 B0 & JE 8100 8 5 f i & 2E 4
B T AR P OE 8 . 1A, Grace KN B ML Bug

£7 M Bug#8. Xf T Bug# 7. J& N[ g2 T2 5
F Bug# 7 iy 5 AR K S AR &, Grace
K BE B P 125 XoF e 2 A A4 4 T S B 1R B AR
Pt AR — AR ORE X F Bug #£8, i H R F
25 %5] Bug# 8 AR S AT R 2D
MM Grace /AN BE AL B 4478 S #24E.

Flider %33k T & Bug # 11 1 Bug # 13 4p
(4 T A A i, AR 3Rk BB 7 55 Scrider AH 4. Flider A
FIE A IRE 3 2 50 B 2 DR Ry ARG 1 ) ol R PN A Ak
SR AE 2§30 Flider™ B N 87 5 2 AR N % & T
AR iy B 9140, Bug £ 11 1 Bug # 13 #] D)
g i 11 Fos A TS Y BOROA 1T
TR 43 B . Flider 2 f1 OB lock () 115 H B 8151
DR e — ) PR LR T AT lock () [ ik 43
P g1 OBEMHAT Lock (). X T £, O lock(y)
WAFFE X AYE Ol B T 81800 15 B HEH , Flider
AR A B R OR B RN AR, Y T R
17 Lock (o Flider Ny H AT M R AR BER (2} 2
B AR ] Flider 22 T 04T Lock () 3
Wi 2. 4 T, 04T lock () I Flider 8 o1 H 47
A . R Y R Y Ak S AT I SR E xR A
M HASBE#E Flider K e 5.

Tl T2

void f10f void f20{
lock(x)s // {x-} lock(y): // {}
g0/ {x-} 2203/}
unlock(x); }

} void g2({

void g;{ lock(x); //{y-,x-}
lock(y)i//{y—} unlock(y);
unlock(y); unlock(x)3

} }

Fig. 11
11—~ Flider /S fig 51 ¥ (1) € 43 1] 7

BIRAFAE LA BN B AR 431 H 3 A i L FE 4
w2 A Ty 1 PE U, Flider B9 56808 k58 1 7E 5 L
ik T H b R B s (1. Flider B HLEE T A 5 Fh 28 A1 1Y
AR o T Scrider A1 Flock 4351 H 58 Bk 3 Fp A0 1
PRI A PE i B B . Flider 3£ 8h #0385 58 43 , 76 Flider
(1) FIL ik 22 R L AR AN AT g & A L T Dimmunix W] 5
AP K A G A fie Bk S8 8. Flider SRR 04T 1Y
BEAS I AE AR 2 2 41 A L T 7 IR B2 P AT
Wt A S A R RE H B AE & i E
11 Fros A FEEE B RE . W) Flider A4 % H w5 F2 5 1E#
P 3 R

A deadlock example that Flider fails to avoid
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5.4 (87 2. Flider JE $ ¥ 188 5 &

JPEH Flider (4 58 8IALBE R L X LE 70 Hr 2 4>
W T HL A 0 SR e A R AR BT SRR P 4 b B0 ML sk
THH.

1) Flider il Flock 7EFLBIRE ¥ 46 L (0 #5245 20
eSO

1 T Flider Al Flock 72 17 2l 25 MLk 2 A7 . 7
B HEAT IR 23 A A A 0 7 S5 A4 A £ GRS K
BN AR A% 138 45 2l 25 HL 5k 22 4 L DRI A X L o A
MU TR 3l 25 8L T B Z A, ff A Flider A1
Flock X 5T 8 72 Jy* 4 v 1% 5 4> 72 )y 20 il 47 10 1R
2S00 B RV, T 58 AARCRS 4 kD . 58 1145 217
Yoy Mk (a] . an sk 6 s .
Table 6 Comparison in Static Analysis Efficiency of Flider

and Flock on Ten Deadlock Programs

< 6 Flider f1 Flock TR BEFE LBHSIMHE

Program Flider Flock
Deadlock-Mutex 0.0524 0.0528
Deadlock-Mrwlock 0.0508 0.0492
Bank-Transaction 0.0524 0.0520
Dining-Philosophers 0.1348 0.1312
Tgrep 505. 8387 481.5057
Sshfs-fuse-2. 2 9.0710 8.8498
SQLite-3. 3.3 0.0360 0.0360
HawkNL-1. 6b3 0. 0560 0.0536
Openldap-2. 2. 20-kernel 0.0644 0.0644
MySQL-6. 0. 4-kernel 0.0408 0.0360

£ 6 1, il T HXF SQLite-3. 3. 3 Al HawkNL-
1. 6b3 b e B 58 8 1Y SCAF SE AT A A, Dk
Flider Fil Flock XfixX 2 A~ )5 AR P58 B T 8800 11
B4 B, Flider 1 Flock X} Tgrep f Sshfs-fuse-
2.2 WERA T AR T O A ALK R i T H TP AR R
AR Ak S5 43 S0 /A ) bR, T IS AR BRI AT L
TEX PG O N 2338 2% i [y B 2% B A%, S 8RR 8 40 B
LA, HANNE 6 IR LA T REE
HFBUAE 8 R, 10 SQLite-3. 3. 3 %%, Flider Al
Flock (1) #2543 H i 8] A [5] . M X5 7% A 352 5 158
i E IR G AL FE T, 4 Tgrep, Flider 1 43 #7 I}
) — % Flock &, A Ry %t ik 2L 8 )5 , Flider A AY
SR B B A PR A T A A A A A B R i
5 I A HEAT BRI 43 . AR AR R 6, HEIF &
B B R BN B 1 BRI A4 32, in—A>
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P[] PN 8 i A 0 T

2) ZA-FakE T 2 AR SE 8RR 7 4 1 B sk i %
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Deadlock-Mrwlock, Bank-Transaction, Sshfs-fuse-
2.2,SQLite-3. 3. 3,Openldap-2. 2. 20-kernel #1517
IFra]. A% A % A Dimmunix 1 Flock & K N
Dimmunix A~ §8 75 £k #A ik 56 811 bk S e e 22 H
Dimmunix I Flock K i FE 5 £ 1 125 AL H 45 /.
AN FAT18 B Deadlock-Mutex DL A3 IE H $4 47 B
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Y RE A 1) EE 2=k B T Flider 1 53 £%. Grace 19 #1
WETF SR /N R T 6 SRR Y 3 4, Bl SQLite-
3. 3. 3, Deadlock-Mutex, Openldap-2. 2. 20-kernel,
Grace (4 JLE f (8] J2 3 A T2 e /N, B Grace
TE R 1o i i i 6 ANEERF Y 5 4, B Deadlock-
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Transaction, Openldap-2. 2. 20-kernel , #j H %1%,
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B Filder
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Fig. 12 Comparison in avoiding efficiency of three tools

on six deadlock programs
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Flock BEAT 1 #2570 B CRLAG BT80N 3 380 A5 4
BED 58 4 — L HE T 5 BOF A TR 7 AT 19 ML 12 4 58
Z—FE. X KE, Flider Al Flock 45/~ 5 431 ik 3 19 11
ETT 59 50 LT A [,

Table 7 Comparison in Avoiding Efficiency of Flider and

Flock on Four Deadlock Programs
% 7 Tlider 7 Flock 7£ 4 MBI F L MBI R AT LL s

Flider Flock

Program
avg. max. min. avg. max. min.

Deadlock-Mutex 2.001 2.004 2.000 2.001 2.008 2.000

Bank-Transaction 0.130 0.160 0.096 0.123 0.168 0.084
SQLite-3. 3. 3 3.000 3.004 2.996 2.999 3.004 2.992

Dining-Philosophers 0. 017 0.040 0.012 0.019 0.048 0.012

3) ZAHkE T HAE AL R P 45 1 (0 Bk R
Sk O BIAE Flider 1 Scrider N i8475#
3y 4 N HEFEBIRE 45 30 U, TR P Y 2 R A
HZH 8N 2; @il sk AR IF 0918 17 I [|] 9 5K
AL BT 4 AR SE R Y AE TRl ] 3k T A e
ATLRTEEE S BN, FH Grace XF &A1 8E 47 30 8 AT
A EOE B, AL 30 A 1E ] Grace. S2ER 45 R 0
K 13 firw.
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Deadlock-free Program

Fig. 13 Comparison in avoiding efficiency of two tools
on four deadlock-free programs
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Fig. 14 Comparison in avoiding efficiency of two tools on four deadlock-free programs
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