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Abstract Most of current searchable encryption schemes suffer from the threat of statistical analysis
attacks. Some related works design their keyword/document trapdoors in a one-to-one method to avoid
the threat, but it could lead to a severe overhead in searching cost. In the present paper, we design an
efficient secure index to defend against a kind of statistical analysis attack. This scheme uses a Bloom
filter to build indexes for each document. In order to save searching cost, one unique trapdoor is built
for one word. To satisfy the security requirement, this scheme treats indexes of all documents as a
matrix, and then adopts forged indexes and interpolation to make sure the frequencies of different
words are closed and all indexes in the matrix are indistinguishable between each other. As a result, a
particular word in the matrix cannot be recognized, thus the statistical analysis attack is resisted. In
implementation, this scheme uses inverted indexes to further improve querying performance. The
scheme is proved to be semantic security. Experimental results show that the querying performance of

our scheme is double of Z-IDX at large dataset and words cannot be recognized based on their frequencies.
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Fig. 1 Relations of keywords, documents, trapdoors

and results
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