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Abstract Privacy leakage is one of the most important issues in the current Android security. The
present most important method to detect privacy leakage is taint analysis. Because of its high code
coverage and low false negative, the technique of static taint analysis is widely used in the detection of
Android privacy leakage. However, the existing static taint analysis tools cannot do effective taint
analysis for Android dynamic loading and reflection mechanism. Taking into account the present
situation that Android dynamic loading and reflection mechanism are being used more and more
widely, we focus on how to enable static taint analysis tools to effectively deal with Android dynamic
loading and reflection mechanism. We modify the Android source code to enable the Android system
to timely store the loaded dex files and reflection invocation information during the running process of
an Android app. This information will be used to guide the static taint analysis process of the app and
a policy that replacing the reflective method invocation with non-reflective method invocation is
proposed. Based on these ideas, a taint analysis tool—DylLoadDroid is proposed. which has made
some improvements of the state-of-the-art static taint analysis tool—FlowDroid and can do effective
taint analysis for Android dynamic loading and reflection mechanism. Sufficient experimental results
show that Dyl.oadDroid is very effective in tackling the problem of static taint analysis of Android

dynamic loading and reflection mechanism.
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® }} catch(Exception ex) {ex. printStackTrace() ;}

Fig. 1 The caller in Java reflection invocation
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Fig. 2 The callee in Java reflection invocation
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T R R 2 AT AR T R B M 2 A
i D) ————ASEA) DTG 5C D D) R 2% AP B A% D )

B DT IC L ) 2 45 7R X IR 7 2 3R AT 8 R
DyLoadDroid-S ### SRT {5 8 % , # R 5 Iy % b i
SR T7 1 MR A B SR T7 M S B SRR
AU 3R A (B 2 A 3 R0 s S i R R A6 L 5]
. &5 S B 2 s I AD 1Y 28 @ 4T A O 47 A AD X
5 ) Jimple G5 , DylLoadDroid-S )\ SRT {2 B JE d
B i B AR T 72 U8 U7 ik S, X g B R TR A S
=JC<S, Ry To) o 45 Ry N newlnstance J5 ¥, H
T, BAWMSEAE SHER 5K 5 HEOTH S rld
B2 TC R A BRI T 2 2 AR D DyLoadDroid-S fi 1A
RS AT I ISR 18 A 6 T X A B 5 R
fHE = I041<S, R, T, [ ¥, 25 R, N invoke J5
2B T, BAMSEAN SR 5K 5 BT
$rld BATTR AN BATT R KBRS P H T, 595R [0]
{H2KR 5 $ 15 %F 5, DyLoadDroid-S {1\ N & 5 46
@47 1 5 I 1 ] 8 A ok o7 T 5 S R AR L = o0 4
(SusRus T

@D | $ rl4=newarray (java. lang. Object)[1];

@ | $r14[0]="MessageMark" ;

©

$ r5= virtualinvoke $ r13. (java. lang. reflect. Constructor:

java. lang. Object newInstance(java. lang. Object[ D> ( $ r14);

$ rl4=newarray (java. lang. Object)[2];
$r14[0]="123456";
$r14[1]=$7;

® 0 0 6 6

$ r5=virtualinvoke $ r15. (java. lang. reflect. Method: java.
lang. Object invoke (java. lang. Object, java. lang. Object[ )
($r5,$r14);

Fig. 5 The Jimple code corresponding to newlInstance

and invoke

K 5 newlnstance F invoke P& XN B Jimple /1S
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1) B bR BRGSO AL X B AR 28 2517
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Y obj X 4.
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@FT X RIS r14 K4l

4) HARZH ) H AR 7 A% 28 1 52 bR 2 80
T, Fm, K 5 P OITE 4 HAr B & Ik 2
$“MessageMark” FI 25 © . Q17 1% 44 B b5 T ik 2
$“1234567F0 $ 7.

5) FEIR g R RIS x4 R,
o E 1 AU S QAT Y constructor X4 HI
FEOITHY action 4.

B IR 7 A8 SO i Sk R LN 6
IR X T — 4% SRT B4, DyLoadDroid-S & 4% 1 Wr ;i
BT 8 newlnstance I 52 invoke J7 1. Xt T+ invoke
75, DyLoadDroid-S &\ 56¥s HAR R S8 F, #4k
HEPRZE T, 805 FIMT B AR U X R & RS 4
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SRT Information
Library
<@ o] ReadNextSRTThree |
= Tuple B
= lp
Load S¢, S, Re, R » Te, T
newlnstance Search Refliction

Judge R, Type

invoke

Invocation in Sy,
F;=R,.invoke(F,, F)

|

newlnstance(args)

Search Refliction
Invocation in Sy,

Parameter Query and
Transformation

Fo=R,. newlnstance(Fy) Fp—T,
v v
Search Refliction Define and Create Target Yes
Invocation in Sy, Class Object
F,=R,. newlnstance() To=new T,
¢ ¢ No
Define and Create Target Parameter Query and Define and Assign Target
Class Object Transformation Object
To=new T, Fp—>Tp To=(Tc)Fo
Object Inialization Object Inialization Non-static Target Method
T, . init() T. .init | Invocation
° 0 ’1’ (7,) Fy=To.Tu(T,)
> Object Assignment Static Target Method
F,=T, Invocation <

F=T¢.Tu(T,)

Rule Transformation of
“Else If”

Last Statement

Fig. 6 Algorithm flow chart of source method modifying

Kl 6

DylLoadDroid-S 235 XL HFR K KRR L T, . 34
HAR X4 F, sl B A It a5 T, . 85
PATAEER S D .

newlInstance J7 RALFEW SERAWH SE 2 T,
X F 1 2 B newlnstance J7 3%, DylLoadDroid-S
E SRR — A BARXT 4 T, I0 4% H b5 5 i 2 %1
F, #A B Z8 T, P AR T (R
& initO) X H T 0610 . 8% J§ DylLoadDroid-S ¥
% T, XS AE 25 )5 B AR B X 4 F,  DUGRAIE
F, TER e b T IR W 1% 3.

I S I 1 I DO [ e R S e
newlInstance J7 ¥ MG J7 1% 8 invoke J7 1 H H b

WOk B B R AR

T3 R AR # A D v ) B R AT I8 D7 B8 MU Y
R H e S, F S, AR F B Bz AT Y TR 28 A
Wk ey S. S, AR Z G B IR i
Jiik. B9 iR R S By Jimple AR HE AT IR T
BB S 2
5.4 SRLEBSW

TEW I B B Z AT T FlowDroid AS 8 1F
S PEIE T newInstance J7 15 P FH#EAT 09 X5 52 55 41l 1k
FUH I invoke 7775 V8 FHHEAT 16 BCSR8 FTS TRL MG 7 3
1775 Mt . FlowDroid A BE 1 M43 #r H 75 578
V577 R E bR 7 2 Z [ AL 4K, sl 7 FiiE 8 s,
&M HT FlowDroid 644 S, 5 T.. T, #7 E&.
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Se Se
S Sm
@ Ro.new[nstance(l\f;);’“-~\ A TeTos
O, . e “~<int signal’s
@

®| | if signat=0 goto lablei

D
T v Object  To-init(Ty)s
init(args) Reference @ T,s
goto lablej:
@1ablei:
R,.newlnstance(Fy);
Tm(args @ 9 P
m( = \lablej: ®
return re

—> Object Delevery Route - -~ > Taint Propagation Route
Target or Reflective Object  \__) Tainted Object

Fig. 7 Taint propagation analysis for newlInstance

7 newlnstance J5 P W5 S ARG 4 M

S, Se
Sm @)

9@
F,:R(,.in’vm--- \
o]

T T4y

e | . T
i Object  {FET,.TulTy)
Reference & Joii ..l
init(args) éto 1"\3’16] ./’
Jablei:}
7 ),
/Fy=Ry. invoke(F,, Fp)
/- 1
_ _® L b
Tm(qrgs))(—-""_ *’
o - ® o i
retum\';g\)---“'—/’

—> Object Delevery Route - -~ > Taint Propagation Route
Target or Reflective Object '\\_,\' Tainted Object

Fig. 8 Taint propagation analysis for invoke

Bl 8  invoke J5 75 s AL 15 43 T

R kB 2z )G, X F newlnstance J7 ¥4
JH . DyLoadDroid-S f#i Jil new ¢4 7 H #8) 2 H #r
X4, IF Hs AR S 2 800 A0 B AR 240 Bie A= i
M EARX G T, RIS B b5 X4 F, . F, gt
i FloDroid IEM AR BE , H: £ ¥ 75 % 1) F f& ik 151 7
FIEL 8 v (1 2 2 A (B A 355 Sk 20 AR 3R H AR CRCS) XoF
SR H bR R X G2 15 328 Bt 2k . bl LU Hh S ]
THIET SR B T — A B RS XT R F 1
] AR B 2k L I ELIX AN 9 B 2R BB 9 FlowDroid
WEHAE PR, X F invoke F7 LT, I LB W 5
P25 I IR L S, M BRIk T, Z B T

REH FlowDroid AL BRI K &K . S, 1] T, 238
SRR T, BY3R [B] 45 5 GE A% B¢ FlowDroid
IEBIB R, FAR X G 0443t B AT e vk Bl an 8] 8
) EAR SR G B W ] 28 T AL R W 45 T
HERX R T, TR0 T, M HART L T 34T T
.

@ | $ rl4=newarray (java. lang. Object)[1];

@ | $ r14[0]="SendMessage" ;

@ $i1=0;

@ |if $i1==0 goto label08;

® | $ r18=new com. dynamicloadclient. SendMessage;
specialinvoke $7r18. (com. dynamicloadclient. SendMessage:

© void<init) (java. lang. String) ) ("SendMessage") ;

@D| $r5=9%$r18;

® | goto label09;

© | label08:

$ r5= virtualinvoke $ r13. {(java. lang. reflect. Constructor:

java. lang. Object newlInstance(java. lang. Object[ D> ($ r14);
label09:

$ rl4=newarray (java. lang. Object)[2];
$r14[0]="123456";

$r14[1]=$7;

$i0=0;

if $i0==0 goto labell4;

® 68 & 6 ©@ & ® ©

$ r17= (com. dynamicloadclient. SendMessage) $ r5;

$r5 = virtualinvoke $717. <{ com. dynamicloadclient.
@O | SendMessage:java. lang. String sendMSG (java. lang. String,
java. lang. String) > ("123456", $r7);
@0 | goto labell5;

@ | labell4 .

@ | $ r5=virtualinvoke $ r15. {java. lang. reflect. Method: java.
lang. Object inwvoke (java. lang. Object, java. lang. Object[ ])>
($r5, $r1d);

@ | labell5:

Fig. 9 The Jimple code after the transformation of

newlnstance and invoke

K9  newlnstance Fl invoke %53 )5 ¥ Jimple 1475

R VAR T o0 AT YR B 7 b T A% i3
M H bR R XS F, 2 pm K 8 iy F, 84 M
K 7 #| & 8, DyLoadDroid-S {# & i T — 4% fig %%
FlowDroid 1Efff &b 2 () H A5 %t 5 A% 3 g #2, BDE 7
HOREIE 8 HDDO.

7 FHIEL 8 v iy e 2 18] R A Sk AR SR T RE I TS
AR AR 7 b A BRI S8 F, #A A
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5 m B W 20 5 Q563 ARS8 T, 9FAE Xt
ZATRALI AL 2 T BIRIUG AL Tr 1% inir O, R B 72
B8 i HARR A S0 F, %40 A 15 s 8ol U 2
HEBEOOO AT I5 k. 45 T MR IEE re
A A TS R W 2 R AR O A% IR J7 Ik S
So PHEWGR FHE R F. XSO AE S, B T AL 8515
AR

6 KWH5SH

AT IRATT K 8 4L 5L 58 55 UF DyLoadDroid X f#ff
F1 Android shZ5 i % F & S5 HLHI Y App #4775 85
AYMT AT R L It 5 FlowDroid ff 46 I 250 5 3F 47 %F
L o (] I % — 26 de A App i 47 526 3 A I s 8
DyLoadDroid 5 HAth sh 2575 45 4341 T H 47 2 P 1)
Xt L.

6.1 ELWRBMIWEHAE

S ) FEEAE A S — > = B2 19300 FHL4
KA B #8) Fil— & ThinkCentre 313 #H1(8 #% CPU.8
GB WA . FATHs 4. 1 WA A B %51 Android
4.1.2 RGEHIE K ROM il A = & 19300 F-#L,
DyLoadDroid-D ik i) it 5 App #4 78 iX 4~ & 2
J5 1 Android & 4t iz 47. M ThinkCentre 312 #1
] 3= %2 3k 2 17 DyLoadDroid 3 #2%.

SLEGRE A D 45 . 1) N Android K T 4% Wi 5
SR 11428 4~ App, AL BATE R 6% &
FEA (AR P BEA D BUL L App. (H X SE 50 25 1R 25
A FE M) 5 2) MO N F 22 W 3 VirusShare!™
#1132 4 App. FATHE EATIE RN BREAR. 52
IS REA BT 4RI (] 2 Sy 2015 4E 6 7 L FRATE A
G3 AT 7 6 AT B 25 0 2 RN R S BIL A A 1 T
HATG I BT A R R 1 R

Table 1 Number Statistics of Dynamic Loading and Reflection Invocation in Experiment Samples

F1 XEHEAPHENHRERHFAFZAANHE KT

With Dynamic Loading Mechanism

With Method “newlInstance” With Method “invoke”

Type Total
App Number Proportion App Number Proportion App Number Proportion
Non-malicious App 11428 3760 0.3290 8715 0.7626 9123 0.7983
Malicious App 1132 180 0.1590 493 0.4355 521 0.4602

NE R R D S VR ) | = o L 1
Android [ FI A 2 8 i A7 75 1. I B AE AR 8
HRAE A 9 L i T R N X AT R T
e RE bl A E S N 4 AU RN T
e[S ST R

6.2 LIWLER

FATRAE 6. 1 15 hXTFEA App il F 3 45 I 2k
0 S AILH T B RS Gt BT Bl A A I B
AR 20 App 4T HT. % 2 BRI 10
A App FH P I BAMREMD Android B AT, H b

Table 2 Information of Dynamic Loading and Reflection Invocation in 10 Samples

F2 0MEANHENHERSFHFZRAABR

Method “newlInstance” Method “invoke”

App ID App Package Name Loaded dex Files
Total Triggered Total Triggered
1 com. jth. gosms 3 29 18 528 356
2 com. edaxi. acmove 2 40 27 161 102
3 com. nyd. deskcontacts 5 67 45 139 98
4 com. yibajie. weather 4 13 10 125 86
5 com. shantin. dial 3 46 33 108 70
6 it. medieval. blueftp 3 8 8 85 71
7 com. qLL.w. uzoFvDQB 1 13 10 67 45
8 njpdd. pkrk. dhqa 6 9 7 34 21
9 tk. bohe. Lock 0 100 68 460 296
10 com. adr. yykbplayer 3 33 26 146 115




SRUESFAE : Android B NER T S ST HLE] B9 15 S HTAT R

323

App H'5 R 1~5 1 App FAEGEHEA 45 R 6~
10 By App A EFEA £ 2 X App 847 N &R
dex SCIFEL AFAEW) newInstance U577 1 0 A
1B A g fih e 1) SR Ok TR R AR FE ) invoke [
S5 5k R R IORR 32 47 v bk Sk e 98 B s 4k R
AT T 80t th TS5 hx App (9 AR B 4K i
TS Ee A L I DylLoadDroid Ff A BE AR HiE 2 5 J7 %
B fioh 2 9 E % 100 5.

Fe A1 4y {8 ] DyLoadDroid #1 FlowDroid X}
X 10 A App #EAT 115 5353 B FF R B AT B A 0 2L
RIEAT T X, T 45 R an sk 3 i (38 3 WP iy App
s 5K 2 1 App i 5 D). AT 4 SCEk[24 ]
F1 7 R R BT YL TR (source) PR A K (sink). SZ I
TS G I BT AL B B ALK L FR AT B R
Fa RAECHE R A AL 46 10 F: D FALAR R 255 IMET,

IMSI,ICCID, MSISDN, ANDROID 1D 4; 2) #f 3§
PLEAF B3 M AF IE 5 4) R 5% 5 5) 38 35 il 5% 5 6)
Google k55 7) wifi 5 55 8) ¥ 415 B 5 9) Fuli {7
BB 5 o DX A A 5 10) W NE A8 15 R,
) 02 A5 2% 00 B Dy Bl e R AR ST T A B A S RIS
RE MY PR RA T SR s 1, FRATT F2 22 2% 08 4 Fh B A il 57 iR
DM 2) AF 5 3) H s 4) 3k B A8 B R
B oM R AAME B R R RS . R 3 thiyrh
ES F 1 N A FE FlowDroid il DylLoadDroid 3t |7
G EE P B RA T P 2 i S [ W0 S Y S R T R i
.3 3 I RIES H ry N ALK DyLoadDroid £
th H FlowDroid A K H 1) B A ik #5 P9 25 5 feRA itk
R N — MR RIE S h N A 5L bR |2
App 38 3 20750 2R S AL R i T R 8 B FA P 2

Table 3 Results Comparison of Taint Analysis

R3 SROWERL

FlowDroid

DylLoadDroid

App Content of Ways of
D Source Sink Taint Propogation Source Sink Taint Propogation Privacy Privacy Leakage
Number  Number Path Number Number  Number Path Number
1 36 53 0 45 79 5 (1,2} O}
2 108 75 16 112 10 20 [1.2].{6.7} [D.@]
3 73 54 5 85 67 19 [1,71.{2,9} [D]
4 103 88 24 124 108 38 [1,2,7].{8,9} [DI.{®}
5 87 53 14 91 67 22 [1.2],{7,9,10} [D,®].{@}
6 13 30 4 83 65 15 [1].{2.3.4.9,10} [DI.{®}
7 30 27 10 41 33 18 [1,27,{3,4} [D1.{®,]}
8 0 5 0 15 8 7 {4,5} 0¥
9 13 26 2 54 70 9 [1.2],{2,3.,4,6) [D1.{®}
10 9 23 0 20 28 7 {2,4,5} HONG)

Note: The numbers in column “Content of Privacy” represent the type of the private data that be leaked:1—mobile phone identification,2—

geolocation information, 3—message records, 4—contacts, 5—call records, 6—google accounts, 7—wifi information, 8—bluetooth information,

9—base station information,10—browser information. The marks in column “Ways of Privacy Leakage” represent the ways through which the

private data be leaked: —network, @—short message, @—log, @—file. The contents in the brackets mean the private data or ways of

privacy leakage detected by FlowDroid and Dyl.oadDroid together, while contents in the braces mean the private data or ways of privacy leakage

detected by DyLoadDroid, but not by FlowDroid.

6.3 EWHERDN

M 3 "] LLE M, 1 T DylLoadDroid #E i X}
Android gl 25 i # Fs5FHL S AT A RN TE R
M, A I B BB 4% [t FlowDroid ¥ 3 Hi 85 22 1 source,
sink FlV5 &A% 175 B 42 55, & DU Hh O 22 1) B A it % 9
AR ER SR, JF HIRAMTE e N R 3 A, 3k
2 N FH 3 e 30 28 0 48R B A o ik &R 1 P B A
) 2% T IR AN R 38 8 2 T B AR I o L B TR R
3 T T 5 A e B ORR P A T N HH itk 5 FH P R

AAHYAT Sy Ui B AT B B A X TR T
FE N IR BUN P R AAE B B R 2 TRt
S 00 e 55 o 1 AN 2O T ARAE P B B AL - i
JS7 P O 5 T A 3 BB P KAL) Y. O T
o TS e AT Bl 25 AR S S R AT A AT R
W) 23 M ) 5 3 0 JL AT T S o3
6.3. 1 XoF A& A4 52 49 43 B

A 3o Xk A A P Y 3 1) 3 FAT A B — 28
AR 2 5 0 A 2l 28 28R 52 S5 8 P BIL o) S5 34 A
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FlowDroid 1 DyLoadDroid # JG # #l TaintDroid
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