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Abstract Safety-critical software has been widely used in many fields. As the specific requirement of
safety-critical software is preventing catastrophes, this kind of software must comply with its relevant
safety standards. But now it does not have any effective ways to construct objectives conformity
argument model for standards. By analyzing the features of objectives of software testing process in
DO-178C, an objective conformity argument pattern description framework based on GSN is
proposed, and these patterns are described through four fields: the problems that we need to solve,
the specification for the solution, the approach to use them and the effect after using them. At the
same time, some extensions for safety case patterns are proposed to describe the objectives conformity
argument patterns. On this basis, three objectives conformity argument patterns based on software
testing process in DO-178C are proposed., which are code-requirement conformity argument pattern,
test coverage of requirements argument pattern and test coverage of structure argument pattern. At
the same time, the instantiated method to build the objectives conformity argument structure for a
specific program based on these patterns is proposed. People can construct objectives conformity
argument structure for objectives of software testing process in DO-178C effectively through the
proposed way. At last, one case study, which is an embedded real-time operating system, indicates

that the objectives conformity argument patterns proposed here are useful and effective.
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1.1 DO-178C #RrifE

DO-178C A i B3 A 2k A0 o 1) fis 3 5 9
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LAVEEOR i E GO R 75 2008 2 DO-178C
FrvfiE R AE B H AR, DO-178C FLAE T AR 22 4 % ¢
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KEOR G AENL AR 2 2 Eh 24T 2 R .
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R B AR 5T R R R A B A A B bR
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HARIAr25, FH GSN(goal structuring notation)™
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(software approval guidelines)™ > 3 T DO-178C
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A 3k AR T W Y B AR AT DA RO [R] B e TE
J5 . AN 3 TR A BRI E L 3 T GQMY (goal
question metric) # A A IE T GSNU B 138
UE%E.
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2) TEHE CER A LR SO A ZR s SOGEIEH 25 44 1)
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PRAE S5 28 ST IR UE 25 48 R ST - 1T LA T I TE 4 .

3) H SR AERY TR 7R T L Ghr
HEFF ARG 2% B g5 s 55O 7 i B S An b
HH2C 2% B S, T 5 K 2 42 X 18 I 245 4 45 B 1
POPEES

O BMEREFERETHWHEEKE, HF BT 7.
FER % B AR ST AT A R

R W X A R 1~8 B XA F L E LK
1~8 &4 JCE MR IR Yl K — 5 1 75 s b
R S B P TR P A R T R B 5 BT A AR R 4 3 A
HEHAZ. LY BICEMRIR RS 397,

BEA AR SO 2 A B bR A 5 TR T SOk
(11 )% GSN W9 . 24 H s GRS 3 iy KB
FRMFS I EH P IHT ZFR) . AR B & — Al 57
M UESEH. 51 AR A BbR . J&h T 3BT 5 H Y8

UEZS A L i A AE 24> F AR S IE vh 0 H g 47 2 L
() i 35 % S5 H AR 8951wl LA A6 52 2% B9 38 IR
458,

3 mEE DO-178C 4k it B iR IEE K

il X DO-178C A i v ¢ T 4K 4 I il i 72 H
B FIAH 5 23R 08 70 BT« A SCHR 1 B3 e 2 0 A 1Y
3 o i R I e R 30 SE B T H AR AT G PR RSl
ey Fy AT PP R AT R R AR A 2 AR

1) 3k Aopie 380 m) L 7R T fi A v RV 37 455 %E
WED B B ARTT A PR IS UESS 4 5

2) AR Al LU R A 1 A3 H 2 A (R
KA S TEIEUESE 1.
3.1 R\B-FRHESMHBIEER
3011 ffpk )

DO-178C MU fY  F 7 5K 1 I 35075 3 19 32 2
Hbs 2] iz 47 H AR 5 # 5K Z BUR B AF4
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X:{complies, is robust }
Y:{high-level requirements,

G1 Executable object code
of {S}{X} with {Y}.
(Objectives 1-4 in annex

S is the specific
software.

low-level requirements}

A table A-6 in DO-178C)

Introduction of S.

T:{If Y==high-level

requirements S1A bout th o
T=hardware/software . LA b = bili The symbol indicates G5 has
g 3 s implementation of {7'}. about traceability : 4
integration testing ; (6.4.3 in DO-178C) in software testin: k instances. Every instance
Else T=software e & has relationships with
integration testing S52.(k>0)

and low-level testing}

1

I T

Z:{If X ==complies
Z=normal range ;
Else Z=robustness }
n=#(Y)
Ris arequirement of Y.
Test cases are based

G2 {R} has all
{Z} test cases.

G3{R} has at least
one test case.
(6.5.21in DO-178C)

G4{C} has test
procedures to
implement.
(6.5.bin DO-178C)

G5{P} hasa
test result.
(6.5.¢in DO-178C)

on requirements.

Includes two nodes, the first one is the id
of requirements (test cases or test
procedures), the second one is the id of
test cases (test procedures or test results).
The data of nodes must be valid.

Pisatest
procedure.

k=#(test
procedures)

Cisatest

E2 Trace data.

(11.21in Sk
=#(test
DO-178C) m=#(test cases)

I:I Agoal D A context D A strategy O A solution Iil A module reference

—— SupportedBy

——— InContextOf

—=> Indicates a 1-to-many relationship

Fig. 1 Code-requirement conformity argument pattern 1

1 AT R A A 1
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JZ 7 SRR JZ 5 5K Z ) B9 #7451k 5 o v A A
(DO-178C Fif 3¢ A W3k A-6 B HAR 1~ AR IELS
Fy S (AL 2 ARG 5 O W] aE a5 ] A8 IE AR A i —

A S AT R AR T B A 18R S5
3.1.2 fRoiy%
fir e ZAnE 1 AE 2 R,

Z:{If X ==complies
Z=normal range ; G2{R} hasall{Z}
Else Z=robustness } test cases.
n=#() v

R is a requirement of Y.
Test cases are based

§3 Argument that all required
inputs and conditions are

on requirements .
tested by test cases.
( E:{If \
X==complies
E=Multiple
iterationspof For For software The objective
the code ; requirements requirements is only for
r . Else include state expressed by robustness
‘or requirements E = Arithmetic transitions. logic equations. test cases
include real and and during
integer input overflow G13
4 rotection abnormal Out-of-range
variables. Ielod " ut-of-
\_mechanisms} / conditions. Toop it
rﬁ values should
A Vj v v A be exercised.
G6 Valid 6.4.2.2.d in
equivalence G9 The G10 A check G11 The (6£2.20 10
G8 All . should be p DO-178C)
classes and GT{E} o variable possible —_—
transitions made to . I
boundary should be : usage and . failure modes
lues (if Fe bl the boolean protection of the 1 Y
values (i performed. {O} should overators mechanisms incomin G12
| exists)are (6.4.2.1.b, | |pe exercised. P for exceeded * System
used in the 6.4.2.2.11 should be A data should || . ..o". " .
.4.2.2.fin| [(6.4.2.1.c, . frame times : initialization
test cases. T verified . be determined.
DO-178C) | 16.4.2.2.91in| |6 4 9 1.4 respond. g should be
(6.4.2.1.a, B0 (6.4.2.1.din (6.4.2.2.6 in (6.4.2.2.cin|| o oreiced
6.4.2.2.ain —— "=’ || DO-178C) DO-178C) DO-178C) ||(6.4.2.2.b in
DO-178C) E— DO-178C)
6—‘ [ ] l_J7 [ [ | |
a4 For time-related functions, ) The objective is only
the test procedure should O: {If X==complies Thg The for robustness test
execute in the specific o= during normal 'objectlve objective is cases and the loops
context, and this objective is operation ; is only for only for of requirements
only used for low-level Else O=that are robustness robustness where the loop count
\requirements-based test cases j not allowed } test cases. test cases. is a computed value.
This is a goal constraint
condition which is described

E1 Test cases.
(11.13.bin

DO-178C)

Fig. 2 Coderequirement

in Context element

Includes the purpose of test cases(normal range
or abnormal range ), set of inputs, conditions,
expected results, the pass/fail criteria, the
software version or configuration item, the
feature of the requirement, the test method
used and the id of thetest case.
(11.13in DO-178C, 2-6 in 8110.49)

conformity argument pattern 2

B2 AU - SR AT A A 2

B 1R T DO-178C HLE iy JE T K i ) 3k
T3 32 bR A HE K AT iz 47 H AR A0S 5 7 oK
Z [8] £F & 1 (compliance) F1 {8 H: 4 (robustness).
Bl 2 BXTEA Bir G2 i L. iz e X,

D B Gl gl 25 S F R4
PR A S0 A I T A P A B B 4 AR AR X
A HOAE J& e B R SCHE R i LB complies 1Y is

robust; Y FYEUHE & high-level requirements(& 2 &
3K) 8k low-level requirements (Il J2 7K.

2) 75 E N SCou R il g T H R H BR
oY W 1 2 SRACE. BN XT SR S1. 24 G1 &F XY &
Y = high-level requirements Hf, K g IFE T =
hardware/software integration testing (i {4/ % {4 4
J ) B8 52 B & W, 24 Y = low-level requirements
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B, U B 18 1E T=software integration testing and low-
level testCHR A4 I 3K A B A2 0 3500 . 2L i, X
H¥r G2. 1R G1 £ X152 X = complies, W] G2
i) Z= normal range (i [E# G F) . &N Z=
robustness G & HPE) . i T Hbr G8, W HLE H
A TR T AL RE RIS e e 1y 9 AR A AR

3) BFXFIESE B9 bR SCHE A g T TR 4
F R EER . ol %t FEdE E1. 2 B R SCHi iR e X
IR A v R A IR ST R L A AR Y SE 4
TCERAF A LT SO R b X IE 4 25 4 B A BR
A Re PR IE Je 26 1 N7 (938 TE 45 0 02 ST 1Y AT LU AT
IEHE .

K1 AE 2 s iRk T DO-178C #r i
sk A R A-6 B B As 1~4 B IESE . 2 51
TRl E AT H AR US55 8 2 5 5K sl A2 75 oK Z 18]
MIAE G Ve Bttt v, H X E B AR G1 (T is 47 B pr At
fith A SR Z 18] A B P E g ) 938 HIE L B 40 1 2
ASTEUESE G BRI 91 1) 38 % 455 6 A o 2 SCI R
W (ST—>G2) DL K g % A~ W0 328037 2l v 38 00 7 19 46 36
(S2>{G3,G4,G5}). IE 1 454 S1 31T 43 fift
IR, ST U8 B 4 55 1 0 42l 91 e Jas ) 32 A L 3 i
F G2 Hw 3R T B X4 00 HAA TR R g 5 A 9 O
0 RO 1 I 3 ) 4 O i R Y G
B G 2 Ul W AE S8 b 38 IR AR R BEOR SE L S H
br G2 Hd n AR EBEE (n= 2 (Y)), li A &
R OB S A Ry — IR AR 5K I HLG I A — 30 5 5K
OB S — A G2 S 7R 2 B G2 4%
HER WS S3 [n] T 40 i, il 3 G6 ~G13 f A A ALY
e 2R CERF AL AF G 1) 75 5K 95 M BIDIRAS R e 0 75 5K 42
R SR TSRO L TEAN R 54 GE 3 38 N i)
I 5 o 0 ) 7 8 1% I 3 ] 491 ) H A
BN TP I IR = R NS S S LD N
TR L A g e R 24X 8 H bR R YR E1
R H bR 2R LB IR E 2 5 RS S2 AT e
TIE BT SR DU ) A e a5 AR 2 (R 2
BAFTEIBWITE. Hod, Hs G3 Rk AT R E D
AEAE—D IS B, H AR G4 23K 454> I 3 431 R
AR SC B, HAs G5 Rx BN FE FH A
MR gh B A AHIEE E2 18 0E X 8 H bR e 7 L 8.
WA X UESE E1,E2 Y 454 SR 8 SCAE H X W 1 -
T AR .

3.1.3  NHIrE
S Tk ar o 5 2
D) 456350 H H 52 B0 5261 46 18 HE A = b i 5

2AE o BRI, I A58 = e SO =028 o v g
HUIE A LT SO AR R TR A I 5%

2) ZEE T H SL PR B0 W= AR R SO
WrhE S R S I BR AN R A AR AT B
b B FL A RS OF HLAE AR B8 19 H A5 b B % B 1Y
AR RE IFUBRE A FTAAEKRETH AR
o6 20 T A D 119 T2 2 A Sy i B 38 I 285 44 ok S 5 %6 1 1)
T H AR A SR 2k AR B B X R - H
B A 0] DL BEAT 2 75 BT S IE.

3) T H S B 1 TIE i 25 R 6 20 2 AR v B
SE W ESE 4548, 75 W JC vk 64T HARTF A M IS IE.

O AR YT H SZBRAE B, 0T LA A A H AR AT
HE— 25 1 3 i B T N R AR S T R A H R I H
HR T T H BRI, SR AL 7 UE 4 1 25 X U 4 45
PR L3R, DA SR (1 285 568 107 0E 4 AH G Bk

5) R e ALk B bR IS TUESS # . B A HE ST 1
TR S5 A8 T AN BE AL 45 RS20 Ak 1y A 202 o 5 BRAIE AR
SER BRI R SCHE AR T AN BE A A H A 20 R Sk R
R SRR I AR A IR B R AR R iR
A IR Ak 252 S Ak

ARSCLL 1 A Ak i i A XS IR E R G (AR 3
RREERE R 5 A S HiE H b5 DO-178C B s A
ik A6 1 H AR 1 R R A AR 5 ik 8 A SE 4k
RIS UERLS, S T % H AR X B AR RS IR
GER N 3 FTR.

3 ESEXE GL AT S Ak, U B IR TIE 1Y B
HirEBER G A thalE 7 H AR e 2 & oK
Z B FF At I A8 B R SCI R A BE AT U .
WG SR S1,S2 ¥ 2 Hax G 1] F 43 fife.

D) sl s ms ST IS UESS . 4 5 o )2 75 R
R0 3K P 180 i A Ak 0 1 4 . S R TR T
B AR G2 Z 3 A2 9 T 2 75 3K, S ik
3B HFR G2.1~G2.9.G2. 1 iR THIERS A
AT 55 HE R T R 1 0 3 9 5K e BRAR R b i
E S BT R B TR A 3 5 K R TR 2
G8, BRI ZAh i 5 SR A W e X — 2 A B AR i
LYF AT PR R T3S H FR U, S 45 £ s o I B
B B AR G6.G7,G9,G10,G11,G12,G13, HL#
B G8, I G8 iy Ly A S R % 5 o B 3 b H b
G3. 1 MK T A KRS 78 A 5
) AR BB B G8 RS B 3 G3L 1L,k
TR I BRAE R AR R e, IKIR R E RS A 1Y)
FE AT DUVANGE Y AT 55 b F a4 8 sE RIS . F B
1155 T A B CRIML R 2 #7E R Ge vh DR R B0l — 3K
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PER—FRHLE]  SCERL 15 T4 20 7 4 R G0 vh Bl 5
U B Bf ] DU AR L PN o A i s R R L i

LB b G4 1 FHAs G4, 2, JF 38 i ik E1iE
W BT HAR.

G1 Executable Object Code of 4
complies with high-level requirements.

Requirement 1. 1is a

A is an operate

requirement which
Geaibeltie oo (Objective 1 in annex A table A-6 in DO-178C) BYSICH.
suspend tasks. I
v v
‘ S1 Argument about the S2 Argument
implementation of hardware / about traceability

software integration testing.
(6.4.3in DO-178C)

in software testing.

v v v \2 v
G2. 1 Requirement 1. 1 G2.9Requirement 1. 9 G2.12
(suspend task)hasall | ) , g g| hasall normal range Grezquln?erEn‘:arty oo || Eve =
normal range test cases. test cases. has at least test procedures ;})lroce turte
¢ one test case. to implement. f;siltes
(6.5.ain (6.5.bin (6.5.c.in
S3 Argument that DO-178C) DO-178C) DO-178C)
all required inputs ==

and conditions are I I ]
tested by test cases.

v

E2 Trace data.
(11.21 in
DO-178C)

G3. 1 All transitions
possible during normal
operation should be exercised.
(6.4.2.1.c,6.4.2.2.q in DO-178C)

Requirement 1. 1
includes state
transitions.

1
v v

Includes two nodes, the first one is

the id of requirements (test cases
or test procedures), the second one
is the id of test cases (test procedures
or test results). The data of the
nodes must be valid.

G4.1Ataskina G4.2Ataskina
ready state and resting state and
don’t have any locks don’t have any locks
can be suspended. can be suspended.

Includes the purpose of test cases(normal
range or abnormal range), set of inputs,
conditions, expected results, the pass/ fail
criteria, the software version or configuration
item, the feature of the requirement, the test
method used and the id of the test case.
(11.13 in DO-178C, 2-6 in 8110. 49)

E1 Test cases.
(11.13.bin

DO-178C)

Gl

<

Fig. 3 An example of code-high-level requirement conformity argument structure

Pl 3 AR~ J2 T SR A A PRI I 45 4 7 191

Indicates G1 is an undeveloped goal O An assumption
A

TR IR R A SCR A G2, 2~G2.9
A BARg2E R A S ROk A G2.9 B
TR ZETEAE R R X A B bR E ik — 25 o il

2) FTHLHENE S2 IS IELE R, B 1 i H bR
G3 BOR AT ORABEAEAE 2D — A ). Ry 1
AR B 3 A A BT OR B S E
7N 8 F “Every requirement has” (535 3K # &
SCED AR A R R. B/ 1 i B AR G4 Fil G5 5K
BT B L, B/ 1 i G3,G4,G5 H br s Bl
XT3 G2.10,G2. 11, G2, 12, 3 38 1 IF 4
E2 WEW 2B A5 A B r.

.14 PRAERCR

ST AT SR AT B R e X AT B T R [
I H S DO-178C [ s A 3k A6 (9 H bR 1 ~4
(A I 25 4 4 L L R TEA U & T DO-178C £F
X3 2 H A R E 1T BT BT A IS Bl B AR R
AR T AR R E 0 T A A OGS B Rt R &
AT WIS TR BUAT 5 bR oE R L P E a BE  2P
RS AG Ak o DTG S5 28 3 57 ] W IR TE 25 44

AN AR Ry A R B B AT R T 2R SR
1 R R AR 35 B S5 PR 0 DR S A BT
T 2 XIAR e T e (TS B2 P TIRE THE R L 7
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PRAUEART & bR A HT 42 T e R JEE M v 1 8% ot SR 36 5 H AR (DO-178C B 3¢ A Pk A-7 1y
B PHAT A B3 3. FIbR 3~4) ByiE Uk 25 ) $2 i B 1R 48 5 Ol i o 5

3.2 FERMABZERRIERRK B AR 5 7 — 28 57 ur BRI H Y ISk
3.2.1  fifp k) 45k,

DO-178C ML Y 5L T i K B9 Ml sh f 2848 3.2.2 for &
TR SR A I 0B 16 4. AT rp g s i O i S fifp R JT S UNIAL 4 FT R

) ) G1 Test coverage of {X} is achieved.
X :{high-level requirements, (Objectives 3—4 in annex A

low-level requirements } table A7 in DO-178C)

A 4

S2 Argument that all S3 Argument that
fhl t/?r gtument testing activities are the deficiencies
n=#(X) cojerzsll ?z;e}s based on requirements. identified
Risa ’ (6.4.4.1.din DO-178C) are solved.
requirement

of X.

. p

G2{R} is covered by m 13

test cases as the

o ] G5 {D} is recorded in
criteria says. G3{C}is G4{P}is problem reports and

(6. 4" 2.1.2,6.4.2.2.b traceable to traceable to the state is solved.
in DO-178C) requirements. test cases. (6.4.4.1.¢ in DO-178C) —‘
|

k=1 (test
procedures)

Pis atest
procedure.

m=*#(test cases)
Cis a test case.

The criteria includes
the methods of
constructing normal and
robustness test cases.
(6.4.2in DO-178C)

p=*#(deficiencies)
D is a deficiency.

A

E4 Problem

2 G7 Test cases of {R} reports.
include normal and (11.17 in
G Test cases robustness test cases. DO-178C)
of {R} satisfy

the criteria.

Includes the
configuration item,
the software life
cycle process
activity where the
problem was
observed, a problem
description, the
solution description
and the state of

E3 Trace data.
(11.21in

DO-178C)

E2 Test cases.
(11.131in

DO-178C)

E1 Software
verification results .
(11.14 in

DO-178C)

p - the problem.
Includes the purpose of test cases (EEAE Rl
Includes the configuration item (normal range or abnormal range),
or software version of the set of inputs, conditions, expected
requirement and test cases, results, the pass/fail criteria, the In‘:l‘j‘des two nodes ,‘the first
results of review(pass/ fail), software version or configuration one is the id of requirements
the procedure and the procedure item, the feature of the requirement, (test casgs) , the second one is
result (pass /fail) of the review. the test method used and the the id of test cases
(11.14 in DO-178C, id of the test case. (test procedures).
2-6 in 8110.49) (11.13 in DO-178C, 26 in 8110.49) The data of the nodes is valid.
GRIEES S L )

Fig. 4 Test coverage of requirements argument pattern
4 R B R T
Kl 4 53R 75X DO-178C fif 3¢ A th 3k A-7 1) FE R 55 L IE H AR G130 3 A~ F i
HAs 3~4 e uERE =, 0 S TR e & 2@ R AU IR A, RIS uE I 0 8 55 1 e A &5 5K S 18 e i A
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(1800 3 9% 2 40 2 5 T T 2R A L I8 IE R A B 5 R A AT
FITRAT TG 3h B 2 B2 v & BRAY Bl B R 0 SR T HL A D
TOWAE 1 2584 ST i — 25 43 H AR G2, G2
N BER G6 i G7. G6 BaiF 3 55 sk 19 I it e
1912 75 96 B R ) I R A R b o k) L ) 6
WEZS R E1 ki B br & 5 L. G7 Ul W] 475 5K
HAEAE IE H A 03 F B, R B E2 N
R E3 iR i B bR A LB IR 2 450 K
Wit S2 43k G3 R G4 43 ) 1 W A I 4] )
DA ) 380 5 SR RN 06 25 A AE DU R e m 38 0 2000 3

The criteria includes
the methods of
constructing normal and
robustness test cases.

(6.4.2inDO-178C)

FA. 83T 3X 2 A H 5k 5 B A D0 2l A 2
TR, B W ACHE E3 8 0F % B bRt & L. 8
UE 3 ZE MR I S3 40 G5 . Ui B BT A 4 B Bk [
B I S I e, ) B 4 B4 R TE i H AR A
SCHR. Hh XHIEdE E1, E2,E3, E4 (4 25/ B3k 2 X
FEH X R 1 R S,
3.2.3 NI

SEHALH A RS 3. 1.3 W T sk 1.3,
4.5 =30, A AR AR T Z M B 0 H oA
AN RE M B AT AT 7 H A, B 8 55 SR 3t 7 56 R 4

G1 Test coverage of high-level
requirements is achieved.
(Objectives 3 in annex A table

A-7in DO-178C)

S1 Argument that

test cases cover all
high-level

requirements.

v v

Y

Y
S$2 Argument Fhat all S3 Argument that
testing activities are the deficiencies
based on requirements. identified
(6.4.4.1.din DO-178C) are solved.

G2.1 High-level
requirement 1.1 is
covered by test cases
as the criteria says.
(6.4.4.1.a,6.4.4.1.b

G2.9 High-level
requirement 1.9 is

G2.2~G2.8| asthe criteria says.

— '

covered by test cases

(6.4.4.1.a2,6.4.4.1.b

in DO-178C) in DO-178C)

G2.12 Null is
recorded in problem
reports and the

state is solved.
(6.4.4.1.din DO-178C)

G2.11 Every
test procedure
is traceable
to test cases.

G2.10 Every test
case is traceable
to requirements.

<

) G 3.2 Requirement
requirement 1. 1 1. 1 includes normal
satisfy criteria. and robustness

¢ test cases.

, v

G3.1 Test cases of

G4.1 Test cases of
requirement 1.1 test
state transitions possible

Gl

(7]

during normal operation
and abnormal operation.

E1 Software

verification E2 Test cases.
results. (11.13 in
(11.14in DO-178C)

DO-178C)

Indicates that G1 is true, G1
does not need any evidence.

E3 Trace data.
(11.21in

DO-178C)

Includes the configuration
item or software version
of the requirement and test
cases, results of review
(pass/fail), the procedure and
the procedure result(pass/fail)
of the review.
(11.14in DO-178C,2-6 in 8110.49)

Fig. 5 An

Includes the purpose of test cases
(normal range or abnormal range),
set of inputs, conditions, expected
results, the pass/fail criteria, the
software version or configuration item,
the feature of the requirement, the test
method used and the id of the test case.

(11.13 in DO-178C, 2-6 in 8110. 49)
A J

Includes two nodes, the first
one is the id of requirements
(test cases), the second one
is the id of test cases (test
procedures). The data of the
nodes is valid.

example of test coverage of requirements argument structure

P55 R o 98 IE 25 44 7 )
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Mrad #e i & AR, G5 h L As & D W] LY
FH null 7R B2 G5 J& DO-178C H# 5 W 25 1A T
()35 315 DAL I A e A

FIRELIERAE R G A ol R A Lk O i S 49 4k
WIERE A ST T8 X DO-178C B s A 3R A-7 1y
H¥r 3 BIRIELS# . &l 5 fos.

K5, Jext G A7 Sl 4k vl e e iy & B
s A2 15 J2 T 2R R I 7 5 SR AT B b o AR i 5 X
E LY HEE S1.S2,S3 ¥ B H AR G1 [ T 43 fif -

L) SEFIfE R mE ST e il g5+, B e ik il ik
(IR R Sl = = e o [ S S S S i
G2, 153K 5 i HAs G2. 1~G2. 9, H G2, 1 #
T EAER G A AT 55 HE R 7 R T 2 K )
G301 U Bz I3 R 61 2 2 b o e o .
WA DO-178C w3t 2 37 038 FH 451 i D) ) 445 345 . 41 X6F
PALCENGE SV X (PSS X (s
F7 A B RR A e A v I A8 DRI S I E BR G4 L
R U6 L 0 R A N T RORE 3 4 L O i
HEYE E1ORIGE. BRIk 2 Ah . 30 75 22 UL 7 sk 4L 1E
I 81 L B ek e sk L #E AR G3.L 2
VLB, I8 R E2 Fl E3 3iEB 5 554 X 0 H 4.

[F) s s B ] AR SO G2.2~G2. 9 B T
A H RS2 Rl 4 g SRR,

2) BN S2 IS FY. B 4 B G3
B R AR AN 3 491 5 FT LAGE 81 295 oK. R T
B SEIAET B 5 B A R A H A i i H )
M 9m 58— s, i i “Every test case is” (£~
D 5] 0 28 52 90D 3 A A AL SRR T 4 g B Aw
G4 LIS B RL. L, B 4 G3,G4 H w453
SRR TS /9 G2.10,G2. 11, JF 3 i ik 4 E3 i
e B4 G H s

3) SIS EE S3 IR UEZS L. TEAS B v iy T
WA TE VR 5 K A0 18T 55 5 BT AT (9 36 3 7
RIEEB HILTEF HAR G2, 12 TIHRmMERNE T
MR T AE L 7R e 1 3l a7 AN 75 2830 2o UE 3 3k .
3.2.4 PR

T T SR 5 RS AR L A B T X R [
0 H S # DO-178C fff s A th & A-7 i Hor 3~14
(R0 TE 45 14 S R ) i uEARE 4 & T DO-178C 4t
XoF 33X 28 H A B E 1Y 75 2 ERAT 1 B A3 2l R TE R
CPARTE T ARE R E 19 B A AR SCTE 30 OF BLAE R
YR Y LA L o S I SRR B iR AR AT T
Ji& o DR e ¢ S T R TE AR R AN AN AT 5 B v R E S T
HEA AT YE I A 38 o B A 26 B8 52 4k - AT e
LT W IR TR S AL . 7 B A A T
A1 HARER AL & JF AT IR UE 75 DR 6 2

X: {modified condition/
decision coverage, decision
coverage, statement coverage}
S is a specific software.
M:{A,B,C,D}

Additional code is
the code which is not
directly traceable to
source code statements.

G1{X} is achieved for {S}
which is a level-{M} software.
(Objectives 57 in annex A
table A-7 in DO-178C)

1 Introduction of {S}.

A

iy

(6.4.4.2.bin DO-178C)

A

G2 Verification of
additional code, that
cannot be traced to

S2 Argument that { P}
which is found in the
coverage analysis is solved.
(6.4.4.2.46.4.4.3

in DO-178C)

S1 Argument
that { X}
is satisfied.

the source code, is
achieved.
(6.4.4.2.bin DO-178C)

G3The {X} of {F}

(6.4.4.2.ain DO-178C)

n=#(problems)
P is a problem which

is achieved.

is found in the

coverage analysis.

Includes the configuration
item or software version of
the tested code, coverage
results, activities of review
and verification, review
results and verification results.
(11.14 in DO-178C,

2-61in8110.49)

results.
(11.14in

DO-178C)

Fig. 6

E1 Software
verification

F:{source code,
object code,
executable

object code }

—

G4 {P} is solved.

Test coverage of structure argument pattern 1

6 2 I 2 AR
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s U F R A2
3.3 S#HNRBEZRIGIEER
3.3.1 fy[n)

DO-178C #L & 1y 5 775 oK 19 W 135 3h 75 2 56
TEZS H 0 R o5 230 AR b B2 AR 2 Dy &5 4 i
H# R EHAR(DO-178C Fffsf A 3 A-7 ¥ Hbx 5~
7) B TE S5 AL B A LR 4R 5L I AT 52 Ak e
UEASE S o E— 25 a7 BT BRI H (138 IE S5 4.
3.3.2 fRILITFE

6 FIE 7 #5312 E X DO-178C B 5% A
AT EBR 5~7 WIS TERL L 4 B 5 R 5
T Ay R R N MC/DC 3% %, 83 B s Gl

SR 3 AN B UEZE# . 1) Y FR I8 UE R R A A
I 5 G IE A5 AN CH bl G i 0% B 4 B
oAty 3 A 0 AS i B2 38 9 20 U5 AR RS 0 A AR
) 5 2) B UEACHS 1 45 4 f0 7 35 5% 5 3) I8 TIF B A 7 26
SRAYAT I AR I AT TG B R & B i i A s HL
fiftpe. I UE 1 2509 (38 3IE H bR J& G2 (5 DO-178C [iff
FEAPEATHHE 9 —F0 T ERUEHIME .
FSGIESS SR E1 0 TE % H br 2 & S8 B 0E 2 254
YR ST AT RIS TIE . G3 VLW 45y 78 25 %K 5 T
FURE B BRI 56 UE 45 R E1 8 TE X H AR
SEERLIRAIE 3 G AAREE S2 AT AR IE . G4 LW T
A 11 1) R AR T 53 - A R I AR B0 ] R R ] 2

G4 {P} is solved.

A

G5 Test cases should
be augmented or test
procedures changed to
provide the missing
coverage.
(6.4.4.3.2in DO-178C)

G6 The software
requirements should be
modified, additional test

cases should be
developed and test
procedures should
be executed.
(6.4.4.3.bin DO-178C)

Shortcomings in
requirements-based
test cases or procedures.

Shortcomings

in software
requirements.

——  performed to assess

Deactivated code is the code
which is not intended to be
executed in any current
configuration used within any
certified product.
(6.4.4.3.din DO-178C)

E2 Problem
reports.

A y
G8 Deactivated
code should
be handled in an
appropriate way.
(6.4.4.3.din DO-178C)

G7 Extraneous code
should be removed
and an analysis

the effect and the need
for reverification.
(6.4.4.3.¢in DO-178C)

A 4

G10 The operational
configuration
needed for normal
execution of this

Existing
extraneous code.

G9 Deactivated code code should be
could be inadvertently established and
executed are additional test

cases and test
procedures should

be developed.

(6.4.4.3.d

prevented, isolated
or eliminated.
(6.4.4.3.din DO-178C)

Deactivated code is the
code which is only executed
in certain approved
configurations of the target
computer environment.

(11.17 in
DO-178C)

Includes the configuration item, the
software life cycle process activity
where the problem was observed, a
problem description, the solution
description and the state of the
problem. (11. 17 in DO-178C)

(6.4.4.3.din DO-178C)

Goal constraint condition is
described in Context element

Fig. 7 Test coverage of structure argument pattern 2

P72 e 2 AR 2
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T L WA TR SR G5L.G6.GT,G8 (& 7 JF
7D s JEFERT LA b SO A b B B L2 A 1 I
G AKHIEAS 7] f 452 FH AR A5 il R A% 20 43 % A H A
G9,G10,IF7E HAR G9.G10 (1 | F SCH ik v vd i
LYRAAF. BT8R A E2 R iE % B br e A S
L. H AP XIS E1.E2 45 4 R @ SCAE HGT R Y
R,
3.3.3 WA

SEEERIAL RS 30103 T kg 1,2,

3.4, 5 — B WR AR 250 i 56 A o A g R b ik
A RBEER B4 G4 g E S P A null 278 i
T G4 J& DO-178C H JBLSE wa ZIRAT B 375 3l N itk G4
AN BE M BR.

s BRI AR IR E T H R & A )
A ER 5 B AR G275 WA I BR.

VARAE R G S il R L3k T 12 52 91 Ak 18 ik
B e S T HAEE X DO-178C B sk A sk A-7
M HFR 7 IS IESE A I 8 BT

Additional code is the
code which is not directly
traceable to source
code statements.

G1 Statement coverage

is achieved for S which

is a level-A software.
(Objective 7 in annex A table

S is an operate
system.

(6.4.4.2.bin DO-178C)

A-7in DO-178C)

v

G2 Verification of
additional code, that
cannot be traced to the
source code, is achieved.
(6.4.4.2.bin

DO-178C)
Sisalevel-A [

S1 Argument
that statement
coverage is
satisfied.

v

S2 Argument that P1
which is found in the
coverage analysis is solved.
(6.4.4.2.d4,6.4.4.3

in DO-178C)

software

Includes the configuration

G3 The statement

coverage of source

code is achieved.
(6.4.4.2.ain

DO-178C)

l_l

G3.1 P1is solved.

1

item or software version 4
of the tested code, coverage
results, activities of review
and verification, review
results and verification results.
(11.14 in DO-178C,

2-6 in 8110.49)
o J

E1 Software
verification results.
(11.14in

DO-178C)

Function F'1 is not
intended to be executed
in any current
configuration used
within any certified
product.

Includes the configuration item,
the software life cycle process
activity where the problem was
observed, a problem description, i
the solution description and the
state of the problem.
(11.17 in DO-178C)

y

P1 is a problem
about deactivated code,
the code may not be
executed, but still
existed in source code.

G4.1 Deactivated
code should be
handled in an
appropriate way.
(6.4.4.3.din DO-178C)

|

G5. 1 Function F1
could be inadvertently
executed are prevented,
isolated, or eliminated.

F1 is a function about
allocating memory.
But now this function
is replaced by an
other function.

E2 Problem
reports.
(11.17in

DO-178C)

Fig. 8 An example of test coverage of structure argument structure

8

B8 L Sext G AT 24k . SIS IE A B H AR

S A GRNE S B AR S RAT A AR . MR A
E YA S1..52 A E bR G265 B AR GL 1) T 2.
D St HAR G2 IR iE4i 14, ik A a1k

W ATORE AR AT 56 E 8 G RS E1 R B

55K I 3 1 I8 IR A5 H 7R A1

FEE X T H AR,

2) LA ST IS UEZE Y. ZEA G, 5
BRPF R T A B R AR S PR O L 75 R T AR
WHAE SR CHAR G IF IS E1SRIEVE &
FEA X H AR,



666

HENMR S KB 2017, 54(3)

3) LB H MG S2 BB IR M. ARG, T
FEZE ¥ 7 55 5 43 A 2 B b R A A A5 ARG A ()
R, R T K R 6 T G4 SEAE S 8 iy G3L
FEHE— 2L 0] R 43 i W BR 1A 7 AR A AN AT G
B HBR G5,G6 il G745 RS F1 B T 2 &8 HAth
ARAS B PR RS 2 P R, B BE IR 8 H G5 1 X
BT 7 H g GO FE T GO 2R A A LR
WA 2 & 8 il H bR G5. 1w, BPARUE 1%
AR AT A 55 B0 B AS BE 4 8 . 9 38 L iE 4R E2
UEH] 2 AR A5 X 11 H A,

3.3.4 AR

AT 25 M I 3 R IR XL A B T AN TR
T H S2E DO-178C s A hk A-7 W H AR 5~7
(1416 UE &5 #4) B A58 ). i iF AL & T DO-178C 4t
Xof ik 2 H AR B ) T A T BT T B R 7R IR
SRR E T AR R A ) T A A G TE B, O BB %
T SR S5 G 3 5 B S B B S [A) H s TR I e &
ST S UEASE A A A b o B R L O T o B 1 A
BB, A2 B R R T RT 2 AR TEZS
(6 Hiy G2 A1 SD , AR [EY I H Z 18] X 3R K. (H
JER R — AN ISR (6 g S2) . AR
T H S5 B A 0 2E AT 55 0 Ak L AS TR A 35 H 22 8] AE A
ZE9.

3.4 IIEREK KB

ARSCHEM T B 3 AR X DO-178C A4 Ik
ot H AR IS TERL . KA DO-178C rf X6 544 T3
15 20 1 2 SC I3 3l 43 S AT A (6] 286 2 1
R AT R SRR 55 R S BT R AT 45 AL I B T
RN 3 A, RESCHA H AR & DO-178C i 5%
A R A-6 LI KR AT AL HBR. A SCHR Y
3 AR ET LS DO-178C #iL A 19 5 2 I 3 3 i
Y 9 A H s, R IX 3 Rt =78 B i 72 1
B B IE H e — R AT R A AR

4 FEXLZH

4.1 HIRAEFITLE

PL3. 13 R BIMANLEERAE R G A il Ay
G3M A P AS SCHE B B bR A A PR R AR 2 DL K
GQM J5 & AT IR UE » 8 578 TR 45 4, FF XIS IR R
HEAT X L.

9 Fis RIBIEERAE RS A &2 DO-178C
B SR A e A7 B HAR 7 1) GQM S TEZS 4. X H
() A TR B, AR 5 1 A B ofe [ 45032 ) FL.

Wt 9 ST AR AL B IR A BT DL R B B
rh R B 1 B SR PP A I A R G L B AR,

B T AR SCEE ) B AR AT A VS R AR 2 T Y
DO-178C Fff5% A |3k A-7 9 H bR 7 (38R 25 44 40
Bl 8 s, H43X 2 Fpoy ik b AT 4 b, ol DL R B 9 2
ST PR S TR RE X fT B L PR ok L KL % i 3] 2% T R IR
(R bR BT T ) L e DAAR U5 T 2R 2 Ak & 2
WUESSE A, L INTER] 9 v .

D) ikt & R B s 8 3 2 R A 18 E
G5 K6y 3k 17 Bk LA — 20 0 Ak 2 2% A 1R IE [ AL 48]
nie) B3 2 A BT A A AE [n) RS € 28 i e 1A WA
Wt WX T AN [R) 28 B0 i 0] 5, A 2B i A 3807 A
A .

2) EEXEUE H bR 67 A B RO M DL E— 2P
YAk e S, DRI R REAF A B, S X B 1 B A AN [R] 2
B R SR ) 25 AL i 7 R A 5 R 1B
S5 AE R VA U I 3 ) B R 0 ke YR B L A
THNA.

Purpose Achieve
Goal Issue Statement coverage
oa . e
Object(Process) | Software verification process
Viewpoint From the certification authorities
Questionl What is the current statement coverage?
Metrics] Statement coverage = Tested statement/
etrics
All statement
Question?2 Is the statement coverage achieved?
Statement coverage
Metrics2 Subjective  evaluation of certification
authorities
Question3 All problems are solved or not?
Metrics3 Problem reports

Fig. 9 The GQM model of objective 7 in table A-7
9 FATHTNGQM IBIEL

b I R RS S €2 5 o L1 1 S RS 2 vl 3 o
TESS R H AR A 21 1 fige phe MR AS SCHR 8% O 1 S
WIS M XS IE H bs B H B R SO 29 5 AIE 38 L
R 25 h 29 SR A0 A I 5 W) ) L 013
i 1k 77 5
4.2 AR

BEAh AR SCHR 9 2 TR H AR 75 5 PR IE
D7 V5 FT LA 35 B 18 I A5 A A T R L A RO R
AR TR 17 A v A AR 98 UE S5 F A9 3 S A S B T AR 4
RS 1 MEIES M R Ay 1. TSz 14
GSN I UEZE A 5 #5721 FhAH B A 38 IR A 50 Y A
e RARA S AR AT A 1 D] O H 32 B A 2
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T A o B LA RN IE R A SR . T LAk i
UEASE X AH T 87 2R L 28 R 22 B0 BRAUAUJE: % 465 5K A8 it
(B 2 5 55 o D) I AR v L 22 R 3

P — APl ki A R nH R 1E R 5% B A,
F 1 JBR T HAM ] GSN ZESr g iF 45 4 . DL 2 fdi 7]
A SCHR HH A58 2 A ST 8 UF 45 A8 Sk 8 TE DO-178C X
A A AR H AR Y Bl AR

Table 1 The Cost of Constructing Argument Structure
1 2HWAEEIIIEEBLORE

Objectives Conformity Argument

Objectives ~ GSN(Cos
dbjectives SN(Cosv) Structure based on Patterns(Cost)
A-6.1 12
A-6.2 12
1
A-6.3 156
A-6.4 156
A-7.3 4
1
A-7.4 4
A-7.5 4
A-7.6 4 1
A-7.7 4

TEHRAERSG B b, & )25 K3 A 708 i, i 2
oK 3207 WL ARG R ZH R EDRGE 5 H 4
DT RGE.ARGER)Z TR ARG 50 52 DRk,
TEEE ST DO-178C Mo A 3k A6 I H R 1~2
WSUESS F B 575 B0 B F R G0 B R AR E (L B i
[ AH C TR 0 F 4R SRS TRk i 4 &
FA TG 3K 1 748D 43 3l 8 ST A8 UE S5 4 . FH LAy i) 4 e
HOR I B I 91 2 A5 45 A DO-178C Fg i v KL E
FR 0 3 R 90 38 T 0 R Ok L T R RS E A 43 )
SE12 AR . R B 7E #Er DO-178C [t sk A
i A6 1 HAR 3~4 I IELS I, &1 X 52 4S8
Yo 2 A BARar Bl Sr 156 NS iEgs#4. K
I KB UE DO-178C Fff 5% A 3k A-6 i HAR 1~2,
BT GSN IR R 45 1 1Y BUAS ¥ R 120 %5 18 ik
DO-178C B A 3k A-6 B9 Hbx 3~4, HIEH T
GSN & UE 45 44 (1% B AR Y5 R 156. SR, 737 Bk 4 A4
H AR B ES5 A8 R A SCEE Hh A 5 1 R s i A
WS RURS X K7 =NVl e g ron Ttk 1 N U =07 Ny B
I 1.

FIRE A 4N F R Ik, & X iE 3 br
DO-178C fff s A W& A-7 i H 5 3~4 Fil DO-178C
sk At A7 B EAR 5~7. B4 GSN ik

SER R A 2 R 4, A 200 1 SR FH AR SCHR
5 WAL TT 2 S AL 2R 2 FhANER 3 Mg e,
PR 2 TR UL IR IR G M B A 1. 8310 2.
i A AR G AT LU L AR SR A A X BE A
FT B AR SR S5 1 1 2 57 F0 SE 400 4k TAF L JF HLfg
5 77 45000 BERALR A ST VR IE 5 4 1 AR L B T AR

5 HFRiE

AR SR Y — Pl R TR AR AR SR AR HEAT 5 PR IE
J5 i FF E AT X DO-178C X 45 4 sk 5 72 482 i i)
F B HARRER BRI T 3 RN H B A AR
TEARE L DA i T ik 4 A6 5O 7 T ] 4 5 A1 00
(8 FARAT 5 PR V8 Tk 45 A4 B4 52 ) 46 J7 35 AR SCHR Y
3PS IEA A o T ARE I R R B R
bR. AESE 4 3P L1 A HLER R AR AR SRR H O
1 LT TR A SCHR A A S IR S A 1 A
ROPE. T R FRATTAY AT B U A R T e
R B H AR A5 5 YR8 UE 75 % 2E — 22 B T DO-
178C iy HAlb i B2 H A 18 TE DL S HC Al 22 4= M A 1 7Y
HARIBSIE TAE .
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