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Abstract Cloud computing is one of the most important and promising technologies. Data owners can
outsource their sensitive data in a cloud and retrieve them whenever and wherever they want. But for
protecting data privacy, sensitive data have to be encrypted before storing, which abandons traditional
data utilization based on plaintext keyword search. Around the multi-keyword fuzzy matching and data
security protection problems, we propose a multi-keyword fuzzy search method on the encrypted data.
Based on the Bloom filter, our scheme uses dual coding function and the position sensitive Hash
function to build file index. In the meantime, it uses the distance recoverable encryption arithmetic to
encrypt the file index, consequently achieving the function which is facing the multi-keyword to fuzzy
search over the encrypted data. Meanwhile, the scheme does not need to set index storage space in
advance, which greatly reduces the complexity of the search. Compared with the existing solutions,
the scheme does not need predefined dictionary library which lowers the storage overhead in
consequence. Experimental analysis and security analysis show that the proposed scheme not only
achieves the multi-keyword fuzzy search over the encrypted data, and guarantees the confidentiality

and privacy.

Key words cloud storage; Bloom filter (BF) ; searchable encryption; position sensitive Hash function;

multi-keyword fuzzy search

B E ASSXHEFTORMERFMELLABRER M, RIS XEFHEMME LT RO R,
— A m e S R TR E X R T R Z A A Lk 5 (Bloom filter) 4 A& &k, 4% A x1 48 % 2 &
Koo fr B AR Hash 8Ok 5F AR & J| AT M 2, JRAE A SE B T R B A 25 ok *F iz R 51 AT m &, 20
THEXEFHELREMHE R AT EREZRARERINEH D, M KRBT kL&
JETRIZIN ZFELE LA ERMUREZRELFRE IR T AHIT4H. FR 5% a0k
W, iZ s BB ENEE S REFOELEME R, M LRIET 7 EONE R B A,

W EHE.2015-12-21 ;@ H#8.2016-10-10

EETE . WEFHLE KL T4 T H (20132X03002006) 3 1L 7748 R L BT H (2013217004) 5 Hh e 35 15 5 AR B0 55 9% % 10 B¢ 4
(N130317002) 5 L BH T B4 2 & 50 H (F14-231-1-08)
This work was supported by the Major National Science and Technology Program (2013ZX03002006), the Liaoning Province
Science and Technology Project (2013217004) , the Fundamental Research Funds for the Central Universities (N130317002), and
the Shenyang Science and Technology Project (F14-231-1-08).

BIE1EE . R 1E A4 (fezhou@mail. neu. edu. cn)



FAE WSS T ) 22 0GB T AR 4 SO R T R

349

E@ER A AELER ;TR EIH B KR Hash B 40; 2 L FEMII &

hEESES TP309.2

Wit 75 2 A7 fith 10 T % i D K FH P XA N i B
D 8 A =R L A0 o] X A it 7 IR 55 s b Y 8 S
A48 FR A5 A% Sh E 2. AT R 0% J5 v (searchable
encryption, SE)J2 i P SCHH R 1A 07 .

AT FR N 7 B K i Song Al Wagner 55 A
Pt TT AN TR R LGN T O R S R 1Y
JET 52005 4, Chang &8 AP 4 H T 36 F Hil X
L F AT 48 0 BIL . X AR LR S AL A TG B
kL ey S TS % iR A 2 A i (S P e e S 1]
E SCF B REE | [ I A 25 P R T A B A i
3. B J5 Dong %5 NV AE 2008 441 X %2 4 M gk 47
Tk SR T REREHRHT A 3 M X 4 R
BEAL. 2015 4, Revathy 5 AW 8 T HEF (048 20
WAL DL TR 8 28 O B 5 359 02 3 T X6 Bk 25 1 24
(ARG B 1) BROC B - 4 R AL T P HBEAE — IR R
AR 6 1 AN LA L X AR R AL S S R

2014 4F,Cao Ml Wang 25 AP 3 T £ 6t
AR AN AL AL TE R RO
g ) i, O 38 o ) S RS L T AR R A R HET
2016 4, SCHRL6 142 T 2 Xt HE P M R Or &,
% R MR R 51 4540 08> T 48 R A ]

ML 7 20T LUE i AN 18 J2 T ] 506 B o b
S22 B B ST R AT RS B 4 R . A X
FH P i AR 1R DG B8 = 1 1 00 o RS 1 1 B O BE F R
T WL ) B R T 3 4 1) A 5 0 2 AL I A T
dE. WFSE S TERG B4 R A Sl AR BRI TR
K T A 18 R )7 %, Bringer % AT HE 2009 4E
P T HE PSR R R AT R FERET
i B 3k 08 4% 52 BHE A7 4%, Van Liesdonk 48 AW 1
2010 4EMTSE T BOR SCHE 18 R N % 07 38 B X AT
58 B R B B 2 T T P A A B T SR P A 7 O B
FHIE PR R, 2010 4F, SCHRLO ]S 0 T OC S - A
RN E AL AR 7 58 75 B AT T R 1 8K
PEAA g s 1Al HLH ST A T B OC B 1 BT 4% S
MR, ZJETE 2013 48, SCRRL10-11 J AR 4R £ 1R
(7] P ABEH0 O B 748 R vk, Horb, SCiER(10] 45 0 TR
OB AT HE P ORI OC B 48 R Oy kL SCIR 1T 4
18 2 — b A B0k ) B DG B R T R

AR SCEF X 5 SCHY 22 00 B SRR 8 R R T IO
DL = 8 RACE O H A 42 1 1 — R ) 2 50

PR % S 38 0T 58 1% 07 58 M) A g o 0 i AL
BHUR Hash pREEAR L BEGE A R I 2 5017 1Y
WSROI R AT A A AL s AR SRR
X1 2 % oA K JH O B e A8 A v L A A
B Hash o BORE H: W S5 300 A [ 1o i i b s I 55 4
TEIAT 8 SCHE R I 5 22 50 0 g AL 9 A5 060 O B 5 3
1 RS e, PRl i T L 2R G S RGN
BURE R B & AR B SO, SeA =M.
ART7 SN B T IR B A T A7 A A3 18] DT R K
I THE R AL 5 [ I 32207 S8 AN 7 2 e S gt
JE AR T A REOT . e R T A LR IR
TR LT ELE R T L A R AA . T %7
S BAT T S PR O (6 RN AR

1 &R

1.1 (I E & Hash F#

{7 B & Hash s 20T 1998 4 i Indyk %
NEP R L S T A e R O 1 R ()

EN 1. 7 B UK Hash RE. 48 n DRUYEM
BAE S DL KA A Z T A B M B i D, Hash
H={h.H—=>U}#HHN Grisrys p1 s po) - Hash
oREK L T L A DL A X g€ S

M vEd(q.r) 4 Prin(p)=h(»)]=p;;

W ve& d(q.r) JB4 Prih(q@) =h(v)]<p,.
Hrp,r <o pr=p,,d(q.r) BB EE.

AT ZE M AT SCRR 13 ] v 9 B T p-stable
AL 8 BUS Hash pR%L. p-stable 43 4 W] LUA &4 %
e A ) AT L. BEALA 1S J R A v,
Sy i A TT R S 2 p-stable 4345 FEALAE &

asv (D) v [ p) "X W4T aev F v p HOMH

Je BRI 7 5 BUR Hash 580 HHE A 00 F -
heo ) = | S2EEL

w

@)

HorP .28 a T b 20 92 d 4E 1 B ATLO . w ][] Y
—BEVLEL . ) 5 a YRS JC R AR L p-stable
o3

(D BT o R S PR 2 ) = Y B ok 7 an
B 1 FTR. asv BIAE () 8 a W5 2] D) B v Sl 3600
YRR E A SRR B SR S O w By [ B Ay



350

HENMR S KB 2017, 54(2)

0 EARIT  a e v BYAE X I AN X 7] 58 45 33 A4 X ) Y
FRic S E R 1a & a 1) Hash pR 0.

Fig. 1 p-stable distribution definition
BL o p R 43 i IR

FNBE 2 g5 & 75 AT DAE 2 17 88U Hash pRi £t
S8 AN, B aE 3T Hash (5 41 45 59 #E R
RIATARBE L 5E 2 A v v ik e= v = |,
AR 2 116 visve (7B B0 Hash oR £00(E AH 45 14 4%
RN

p() = Proy[hey(n) = hey(v,)] =

o) (=5 e
Hrp, f, 2O D WEERE. ppo=p(r). p.=
p(ry).
1.2 fmETIESE

Bloom " ¥E 1970 4E # 4 T #i [ 1 3E 2§ (Bloom
filter, BF) BYHE/E. BF J&— Fh LA R K 25 4 32 %2
T AW A TTR RS TEE D,

A1 B 2ok 2 1Y 2 AR R s T — A m (B
B2 b) K I B 3R 3K A5 Bk DR A B A 1 B —
PG RPN 0. B J5 BEALZE £5 & 4~ Hash pR%L,
BRI S= (1o ooy T 0 AITTE ST —
— WS F LT AR Y T S 1 AN TR B I
HRAITEMN k4> Hash pRECXT RN HY £ 4> Hash {4,
SR e R o I 7 B E R 1L AR Hash {5 X}
N B E BB 1SR B A 1 WRAE AL
A 2 FiR .

,Vl y2

[ofafofo]]

[ [ o]
Fig. 2 The sample figure of Bloom filter
&2 A B ik 0k 75 s 11 ]

HWITTR « B HAAAE TR R TR «

X} T A & S Hash pRECAY Hash {8 . in % o0
EWFA Hash X AL E AN 13 H LR «

FETE T804 b,

] A B pg A oA 1 ASHT R T R 7 Bl
kAR ) Hash REOS 4T Hash 7158 83X
e SRR SR (R i AL SN T
XL LRI E R 1.

AW HEAICR & B AFE T A RE S I8 & b i
TR BT € XA & > Hash o8 0K H e 5 3 BF
(1) ke A FEAREAL L AR AX & A Ll ARE 57 %58 0 9 i # J
LW R A TEEG T, RER - M8 A
LW IT R AT TIZE A .

1.3 B %AD&

TE TH 0] % SCH 22 QS F B R J7 2 b i
FG| B TR OC S - A A 0 ) AR R R T ) o
45 A 2ok A BSOS i A A
s BT A BN AT T R R R )
B

ENX 2. X HGE R B FHFHE S =CC
<G, M gEl 5 S, =bobyve2by, 1+ S, PHEALITR
FIRILEME R 0, Horh n<Tm. i1t Hash p%0 H. 1 S,
AR 2 D TFAF IS S 0~ Gn— 1) Z ) 1 %,
MEALY H(C,.Cro) =i b= 1. 38 S, S, 1K
BORR SR o8 11 20 £t bR £
1.4 EEAREMNEAR

PR AT R I % B R K A P v Y 45 S T
RRRM A2 a L Hrh B VR % s L
Ja PR X L B AEAT i 4 AL

E X 3. HE B ]k & in % (distance recovery
encryption, DRE)!) 24 % i % s B E L K fin %
%Y K WEHE 5 DB i 6 p XTI B SCH E (py
K. M HAY E G 2 LUF 5040 E RTFR O B 85 a] ik
SN X TAETE 2 53 prs po s LERCEH] K A7 AE PR
Bf

fE(p, . K),E(py ,KD)=d(p1,p2)
JRSE. Her dCprsp) O prs po WOBEES. TSR PREL £ 2
DR P B3 B 5 D) R Sy P g U P e i R

2 ZXRBFRMEXREAR

AT 4 1R 1% 07 SRR SR R 2 e
SCUA KT S 0 PR A B3
2.1 & B

WIEL 3 Fas 5 SR e 3 AN SR D BRI A
R TAAACRAE S L5 I 55 2 AT N A4 2) aT
TR P ST A R A B 2 AT LU 2 g 3



FAE WSS T ) 22 0GB T AR 4 SO R T R

351

FTA a8  i ARBURT 2  H . 3) IR 55 . b S Ak 4
PEAF 8 iz 55 - At FH P 00 SCRCHE O AWl 21 P Y
AR AT 3OO I R R AR

KO P07 8 A8 b 8 R 15 A7 il 10 SC PR 4R 3
PEAT AL B S b A% B IR 55 4% . SCAF 4R A Ab B AL AR
2 AR 1) X SCHF REAT I L 2 ) A B B ) 4

/

Encrypted File
and Index

N Encrypt @l—_
:{> =

File Set

3C5.2) R AF Al B SCAF B R 51 MR B SR Jon
SR AT I e A UM R 5] BRI
7 ZOPF AR PR 2 I B SO b AR R IR S5 S T A A
PEAR 51 AR i iR 55 4% 9052 Bt LRUIE 304 & R
s B PAT L AL B A R AT O 75 2 O8O B A7 1
any.

Cloud Server

° Search 9
Trapdoor

Data Owner

Secure Channel

Authenticaled
Users

Fig. 3 Basic architecture

B3 Or REARLH

BA LRI RENHWT

D BEIA H. © R — DRk el E O
PRl Ay EL AR 19 B S P K008 90 3 i 2 T A B
A B 3 A S ME— BB 0% 5 T SO B 4 ik 1 5
PR, B I A 5 B Jl 1 R I SCRUHE L 9K o 5 2 1
S« [ AR 33 2 T SCAR R I B R B e e R S L
TIN5 B R 51 &3k 45 = I 45 2% R AT 17 4% 2
AHETFEERBENEBHP A, FFmH A
R EAET].

2) ATAE M . BRI B A A T AE S
K. B R BB A # R RG] R R A
B AR T S T e 55 i it 6 48 R R BRI B IR 55
TR MR I8 R4S S XHE R AE R AT
177 5% B e 22 A4 W SO

3) R4 . B I AT BE B SC U R 55
(A7 At o ) B % 50808 49 2 LA B nl 5 6 P R Ok
(10 18 2R 37 2R A7 R O 1 5 2% A R 2

Xof T A e gk 2 LA R A7 B U Hash pR %L
S5 IR 1 THT i) 22 G B 0 SR 2 SO R T R AR
FPART LR B WOE 7 A5 3R 0 s 7. AR
i A A R R T g 2 O B T AR B SO R R
0 A 44

2.2 EXUEX

ARITREFEM 4 A FEREH IR
A R TR A R T R B U
FR" N MKFS= (KeyGen,BuildIndex, Trapdoor,
Search). 1 43 5l H i A1 BAK B R

1) sk<—KeyGen(1") . W) W L & 5. 12 17 F 5 ds
WA Fuw. FEATAEREH. MALESH 1 W
OB sk TN F 51 R A ) O B R R B X% .
ANRAZ 8 B 25 % Bl I AT 3805 JC 1 DR 55 % S 4
AR H b B

2) I<BuildIndex (sk,F, W) : £ R R 5| # 3.
IBAT TR0 A 2 v, T AR SO R R Y 2
BRG] AT sk R IL RS F UL RSO F
XF L) SCHETR AR B L Bt ARl L

3) t<=Trapdoor(sk.Q) : A FEIIEE. BT T
FH P s o FH 304 A iR DG B AR 5 AR R BT
ANEEH sk DU RAROCHES Q. M Z 2] ¢«
P s A i SC R i) SR Q. i =BT 1.

4) Fr<=Search(I,t) {8 RE % BT FHE=F
I 55 s it g A2 ARG A A FE T s SRy A
. FRIITERRI 5L TTRILE , a0k L
e F8C B Al AR (0132 2R 5 | 6 7 Y SR AR R AT 5 4 2R DG e
AN W TR [a] 25 28



352

HENMR S KB 2017, 54(2)

IR 55 A% i 48 2R B0 0 R Sk R 45 R
R SE RAE AR 45 P P R B A
TR Y R TTHEAT % % B 5 15 B 55 20 B Ax
SCAE
2.3 REMUTEX

MR AR A SCHR 7 28 AR SR N R R B R 2 1, 1
FerE UL JUAS 5 28 4 P BRI AH 5C I &, O i s
SR e L.

EX 4. BARI0A F TR 1Y oA W SCfF B U
KA T IH PN E AW SfF B4 H=(F, W,
Q. H F ST S Wl & ST I YOG i 5
H£E5.Q WEMKHEFES.

EX 5. WISCfE B4R H s A i 2% SO B4k
VIH). ZEGEE SRS F XN WS CES
Enc, (F), RHFES W I G XN 2 2R 5] 4
A T A i) CsE AR Q I 5 X L (& 2B .

TE X 6. K55 2% e % AR MU 15 B Ge Fr R i
B4 Tr(H). Tr(H) 2 H RS 418 R B 45 R 4
WG B Tr(H)={Tr(w;), Tr(w,) =, Tri(w,)}.

g TG B O PR AL A R O R g etk AR
SCAR I T RE A% AR LA BE VR S B Sl LR 43 3
NETIR

HA 1. E0E SRR FE X A R T
T HEERIE S H VHD B Sy =<(V(H)). 5ZFx
o FH LIRSS 25 BR T RE A8 AR IR SCHEIR A1 JC Ik AR
HAAT AnT 1 5% 3.

HA 2. CH% S RIS 7R XA 2R
o BT BR TORE A AR B SCRE YR A R 8 4K B — 21 W
SCfE B H' € H BT J6 33 A X 2 {5 B BT X i
(% 3C . B Sy =(V(H) . H").

RAN 3. CHNE SCE R B S L B i 4 B SO
(5 SC. AEX A B A b TR T BE 8 4K MU S
IR W S0 B H' € HL b RES IR BUX B8 1 30 A
BRI C VH D) B Sy =<«(V(H),H ,V(H)).

R 3 NG G R 1 I R Ak
AR T DA SR — AN 0 5 D7 58 BE 8 HIRHT SO0 i 1 1
AT IR A 2B R L R 8 KT G I A A AL A I
RAE SCIR 3 A 2 AR ep , 1) 2 55 S R
R T SR R A L TR JC VA AN G %
(G LT % SOOI B ST, T LA 3 76 52 B 1
AR kA

e FR % R, — A BRI O TR Bl 2 4 1k
(1) %5 SCH 2 T 28 N 2 DA & R

D) SCPFBR A SCPF B AR ME R s A7 e 5 =7
IR 55 % v 8 8 SCSC AN I 1) ik 55 s Tt B A AT 55 B S
SCHF ARG AR .

2) REETBRANE. MRk 55 4% BE 0% 2R LAY AU 4
RER GBS R ML 2RI LS Z 2], KT
B AL M SR IRk 55 4% o kil i 2 R 5 LA S BT
BRIAT AT 5 G 5 AH G 15 B

3) FATTAS Al S e M. IRk 55 4 JC K 2K B3 1) —
NRAERGITY R 5 — A2l BT 2 i
REAERT i A TR]— 41 OG5 1R) L e 55 TR AT 2 Ik
AR BA T 24T X A3

BRI 2 A L At T ) 22 G B S ) RO 9 SO R
i RBEM IR £ W SC i, Or L IR &
TR R P DL 22 8] 4 32 HL A i XK

TE X Reals (sk) RUES S, AT B ST 510 1
YRS 0y  TEREAS 2 50 3 A v Y 0 LS Y 7 Rk
P e SR AT w R A 3k SR 5 AR U T
PRAH A AR O [R) B A R R A7 B AR IO {5 B
J Ve 1200 e 2B 1 A FURR b AR Ry i i 45

E X Ideals2 (sk) MEERLES S, 19 1 WEHIUT B
S5 Realsl (sk) AN [A) ) 52 Idealsz (sk) 2258 h 3
IS AT EL LS | 2 S B ik v IR 55 2 T LA
R BHIEAE Ry [deals, (sk) S50 1 5 A L SR J5 A5 40
o 18 o A B AL RS AR A O SE 86 B L W) Reals, (sk)
— .S, WP B AR BURAE B R Vi 5250
Fe KA 1A FURE o)1 Ayt Hh 4

PP 7 2 MR 1Y 02 AP TEAE BB S  1f
PHERE T T IC LR Vigen F Vi X730 T 2K BIERL T
JC ik ELAE X3 A 52 56 o i v 3] IS 2 L SE 1 P i
SERLRLER7E 5 A AT 22 BT R 4 T ) 22 O A
TR RO % SO RO B BRI A .

EXT. Hili NP2tk 4 —
0 2 CHE P RIBIMI 3 SO R TR L AN —1D
F.S1.S, Jy 2 DS KA G .Gy Gy iR TE
Az U SCIY B AR U A R T B B AR A T B B
LYy Reals (sk) LY Ideals, (sk) Z [0 T HIFEZE 1Y
fr L RSB Reals, (sk) (88 o655 T THT 2 55 9 14
LH T

ST Reals1 (sk) 5L 56 Iafeals2 Csk)TE A In &
W B i A s Lanh -

Reals1 (sk):

sk<—KenGen(1*),
F<-S, (m),
X<Enc(F,sk:S)),



FAE WSS T ) 22 0GB T AR 4 SO R T R

353

output b, <=S, (X).
Ideals, (sk) .
sk'<KenGen(1%) ,
F'<=Sg,
X'<Enc(F',sk':S,),
output b1 <S,(X).
S UG Reals1 (sk) RN 56; Idealsz R TEA RG]
i By I b e KanF -
Reals (sk) .
sk<—KenGen(1*),
(=S,
Q<S, (D,
t<=Build Trapdoor(Q,sk:S,),
output b,<=S; (1).

Ideals2 (sk):
sk’ < KenGen(1*) ,
Q <S5,
t'<BuildTrapdoor(Q ssk’:S,) ,
output by<S, (1").
ST Reals1 (sk) 5256 Idea152 (skYTEHE 4
R B B ig A0 SCanr .
Reals1 (sk):
sk<—KenGen(1*),
(fis)=<S,,
W, <SG, f),
I<—BuildIndex(f;  W,,sk:S,),
output by<=S, (D).

Ideals2 (sk):
sk'<KenGen(1*) ,
W< Si6te
I'<-BuildIndex(f; W' ,sk':S,),
output by<S,(I").

TERTSCE X 8T B A MR 17 17 04 JF B
€ ST J5 AR A B bR AN AT XA B AR AN
ARSI T A R T AN Bk R 22 R) R i i R
SE ST [0] 22 3G S =7 1 RO 7% SCH R J7 B2 k.

1) B S

O w1t BB, $iCE AT IR LB IE KenGen
(1) BB sk VB iz B Be ity it 45

@ PeEPrBe. BT A g A Sk o B SCfE R
FL PR R ik 25 BRCE Pk T B Ui B B S0/ B
J5 RT3 51 sk 58 SO N % B B L SE M S 5
Realls, (sk) S8 FUISE8 Reals, (s s 058 3 4

Gy SRS Tdeals) (sk) 35 I Bk % 3 Bl AL 16 4%
Horp— A58 (9 45 8 b 3R I 44 FL T
@ M. ) BT AR D 1 A
2R 5 i AR XS X BT A BT AL A AR
— R Sl
1

| Prlb =1]fPr[b=1]\<m,

Horb pGRY DL sk R AR 23028 4 1 1] 2 ¢
R T RSOH) 7 SC R 7 SR BT R S e R W S G
LA,

2) PR Rl

@ WIIh B Be. Pk#H AT 01 IR 1L 5k KenGen
(1) BB sk VB iz B Be ity fan th 45

@ PebrBe. BT A ve AR B Pk Y A i OC B
T Q. IFRE H R 16 45 PR AE Pk R TR IR A ) G
B E RN E sk #EATIRE Reals (sk) A 0% 4
AT SRS R T 52 30 Reals (sk) v itk 88 o8 %L G
G, SEAEL LS Tdeals, (sk) I I e i # Bl AL 1E 4%
Hoh— A5 i 45 58 b 3R 18] 45 5 T

Q@ FEM. Fe e » BT x5 R b i —A 5

3) PR 2RT]

@ ¥4 By Be. b CE AT W) IR AL 3R 1 KenGen
(1) B EH sk AE iz B Bo ) fan i 45 51

@ PR Hr B, BT A BB L 2R
S1OBZ R G MR R Gy LGy Gy R g Bk
8 Pk TE B 87 R RS R B sk |
FHAT I Reals (sk) HERCZ 2 RG] K5 FH
SEHy Reals Csk) i it &% e 2 Gy 58 RS 40L 55 36
Ideals, Csk) , f5 J5 6 HCE Bl AL 2 55 5 A 52 56 19 s
ZEIR b IR [ 44T

@ T, FeJe » ST X a5 R b 1 1 AN b

AN SR T R 65 LA T 2200 1 ME SR O (L )
Y T Ze R R 51 Jr SRR WUBA T T R R i
PEOR B P BGE A .
2.4 HixE@RT
2.4. 1 EmPVERE

sk<~KeyGen(1") : Z 5.3 H T 7 & 0 WI b5 4k
A SR D R T OB A B 128 by X AR A
RENS A ALPH R38R R E LR F .

D ALK EE 2 A kX ke ERHE M M, . M, €
R

2) BEPLIEE 1A R dEfy I & S € (0,1} /T
sl ASHum & S WEEPLE R KA. S Hh o Fil 1 1Y
Bt T R BUH [,



354

HENMR S KB 2017, 54(2)

3) Ky sk= (M, .M, .S Jg 5 i & 51 fl
A LB T %% 4.
2.4.2 HWELRTIFE

I<BuildIndex (sk, F. W) . %8 ¥ 1 T % H
FUIA RG] FELEIE .

D XFXMHES F={f1:/frs"
S S

@ R fi EE— ki Bloom 33§ 4% B,

@ X FXMH fi XN LEFES W, =
(s s = s, o f81 FH X 1 S AL pRI0ORE G 5 6 18 )
HEGV=>{v.vn, v}, Hh&EAmE v e (0,
1307

@ XM FHEES V=">r.v, v} TR
) v, ff 7 B EUR Hash p%C(H, , H,, -, H,}
HEATTFFECH, (v) s Ho (v) 5o  H (v) R A 25 5L
A% Bloom i j€4% B, .

2) YR sk thiyS RIR NS = Csrasoseeras).
X FAE—A3CF f rAs 21 Bloom i JE 4% B,

O FEHLIEFESE reR.

Q¥ B, XRxHNB,= (b ,b,s,0,).B, 58S H
B RIRERISER 3 R (0, 1) R0 £ o7 1) . % T
B, PR —A b, ETE S RXIRI s, =1, W4 ) =
V) =b, s AR s, =0, 4

9fn}EF|E/‘J#

/7i //:l -
bf_zbj_'_r’ /7] 2[), r.

@ 4 B, = (b0, s b)) Bl = (b, 0.

@ HH I;=M{-B,, I'=M;-B’.

© A L=U..1).

3) M I=(F, 1,1, 1,).

MR bR A R 2R G B A — 4 Bk
IR, 2455 3 4> & 5iA . Network , Search, Bloom.
JelaxX 3 A LB Bl 676 B K AR R H
A TER AR R 2 D PR ARG R ik
L LA B UK Hash s 8 GX AR B 1=2),
THE B A SR A £F AR B A Uk A o X R A B S
VLA BB A A 1. %o ) B R AR 4
JIE 7R

Network Search Bloom

“1‘1‘1‘0“1“1‘1“

Fig. 4 Sample of generation security index

I o S PN ]

2.4.3 FalrlsE
t<=Trapdoor(sk,Q) : H i £ if) ¢ 7] 4 & 4=
AT EELRIE

D ##E 14 & ifY Bloom id JE#% B.

D MTHEMNKETES Q={q g v q )
7 FHOOH 1 s A R BOK G e il R S V= {1,
vy b HR AN & v € {0,107,

D X TFHEES V="_v v, v PHEA
)it v, i A7 B U Hash s %0{H, . H,, -+, H,}
BEATIEH O 25 R 4di A 2] Bloom it JE 2% B th.

4) Y FNER sk P S BRI S = (5155050 5850).
%} F Bloom i1 JE%% B:

O FEHLEERR » ER .

@ ¥ B ERm N B= (b .by b)) X T B HE)
B—A b, S XM s, =0, W4 0, =0, =
b s AT XL s, =1, 04>

1

b;:%bﬂrr/, b’;:?bj—r/_

@ 4 B =0\ .05 sbi) B =00 b))

@ it =M, "B, =M, "B’

® 4 t=u"".

5) kA ¢

BEXT R g5 0 AR BUBA T B AR D 3R 45 8 2
AN ) B R X 3R 0 0 BRI AT IR A i Ron . R
W25 1 2 - if) iR S Netword, Search. X H
G| Bl & ) 8 ), Netword 5 Network 2 [H]
A 2E T 1 A 47 A0 2 3 (6] — 20 7 2 B0
Hash PRI ) Netword 75 A7 o JE #% H % W 19
fiE 5 Network W47 & AH AL T 1045 H s 6] 2 4
e 1) DG B ) 1) A R B AR R R L WKL 5 R

Netword Search

EnNNnEnEnnE
Fig. 5 Example of generating the trapdoor

PS5 A B ] 1

2.4.4 MEREL

Fr<Search(I.t) : l55 25 R4 B4 1T RN 2% R 51
PATHR. FELBINT .

D & Fr I— W06 R 2 0 SR A

D W T ERRKFI=(F, 1,1, 1). X THrp
B —A> 1



FAE WSS T ) 22 0GB T AR 4 SO R T R

O¥LERNIL=U,TD Kt ERHt=
.

@ THE 1) A R R

Ri=1I,/+1TI]:¢. (2)

Q@ FeHE P A PR A 1) i N FUVEHE ST R HE
FER A IET A SRl S A SIS R ER Fr .

3) il Fr AR N BAMRER.

& 6 it 2.4, 2~2. 4.3 545 i i AR &
RGN R FI LA KA BB T B 7R 1 25 i e A4 R
TS e IR R R D B SRR IR 55 A5 AT 1R
B 2 1) EE IR PR SR S R IO RS B L R
N 1 SCAF AR IR

=EFEEL

EEEEEEREEE

0

EEEE

Fig. 6 Retrieval figure
&6 R

SRR GV E S P SEEZS Ul Uy I
AE 7R [ IE A 9 45 21 . H 24 0E R, = B, « B 5t i W]
ZAE R 7 58 AR % S L TH 0] 22 O B T 0 R 9 S
K. NHBA N LRI B E e

D L= 1)), o I;=M{-B, . I"=M; +B.

2 =), Hh =M B /=M, B

3) Ry=1 1, Z2R5| 5HEITENRIZH.

O I, =M B .M, *B))fl t=(M;"' B,
M, " BORRA R =1,+¢. 0

R,=M!+B, M, ' +B"+M] B +M,"'+B’'=

B -B'+B!-B’.

5) BERAER, = (r [ 1<i<t, 1<t} Y 5, =
1€S I, =0bl,=0b.,;.b] :%])j +0 :%
¥ RS EHIREAARX 2 4

Foy bl b B = b, (%1)}- )+,

/
b,—r.

M RS RT LR L S8 S R s
B K F B AT LR L .

6) s, =0€E 8,0, :%1),,j +r b, :%bm‘ —r,

V=t =b, A5 ER B AR ) LA
o b = (b ) b

LR LRI LB . 28 7 SR &4
WA I Z Bt AT DA BE ML #£.

7 @5 6)mHES B

Ry=1{b, ;b ,b,, €B,.b, € B} =B,*B.

7)) e 2 4 A 8 SR L AT A SR T )
22 A - I AR 2 S R O RO IE A .

2.5 AREFEMEIT

AR R 38 3 X BHE B A L o] A O 7 R 55
FRIX 3 AN SR E] Y 32 X S8 B PR BE T AT AR

D) FERI IR AR B B Bl B A e e ik a2 R A
() SCAR4E s SR T 18 17 1k KeyGen (1') 2y R 48 15 K
4.

2) Xt T Bk 1 SO L BRI A O R AR
G5 1) X R o AR 6 L HEAT i

3) BRI A & TR SRR E RG] Rz
178 % BuildIndex (sko F, W) 18 5| SCF 1) % £ &
g1 ARG KGN % J5 1 SO 5 & AR5 — R 64 2
R 55 5 .

4) BN AR IR [ O R AT (U .

5) M R[{EHH AR AR IR 5 e P R R E SR
i, oK 25 i SRR AR A TR L Rk A B A

6) BP0 A E B P 2k G O 4R
)5 3817 Trapdoor(sk.Q) Bk N F i 7 H 4 H i
HREGET IR B 45 T {5 #H .

7 AIAE W PO R BT R Ik G IR 55 AR kAT
BRER.

8) M55 e S B 4 R IG5 # X R AT
FUINBE (122 4R BB AT Search (I,0) 83 155 1 45
FN I B bR SO SR 5 8 B AR SR SR 45
AT

9) AT A A Y R R A R L e

WAHBEN DG RS R85 152 R n
SCSCE.

3 FESW

3.1 EMESHR

S SCHR A T 1) 22 5C B 1 5 SO 3R 7 ik BE Al
X R B4 O B AT 8 R SOTT A BRI YOG B



356

HENMR S KB 2017, 54(2)

AT R IR R T 2 A 7 1 % 5 58 1 4
REE R IER T AT 7.

1) AR L BB IR 0] X T E 7 1) ¢ 3 7 38 R
B IR 5 . W SR A S 7 QTW o, = IR 55 #5 N
A E R S D, B — T E RS
ity py kB AT T AR E 89 £ 4> Hash pR £
hy € H <<l IBAfEAN Qo 1 &,
FFEAER G I, hdizh 1. X5k 3 B A ae 48 7~ 4E
WARHERAE R e KAE. L. X D — 2B & 4R
.

2) ARSCT7 ZREE LAy 1Y HE 2R R (8] X T RO Y
KEHFHEMIEMLE R, R T we Q 5K
Fw' €W, A RFAWHE d(w,w)<r , Hip
r JEAE U Hash oA 0P 19 BE 25 B M. 4021 X F
FA LA B UK Hash BECH by (w) =hy (w')
hi € H, 1< AR 418 2R 45 F % 3 ] ()RS B O i
TR B N B HERAE e KA.

ME d(w,w)<r JBE h; ) F£h; (w') I
2 FRATHEE 0 A7 B U Hash 08, BT AN
R Y d(w,w ) <r Bf,w Ml w Z 0 %4+
Tk U B Hash %35 0 %% (2)(1—
pO U R py SRR E SCHE A E AU Hash oA 4K
B S T 7E S BR P py BEAE T L, (2)(1 -
PO P SBEE R D T D

MR d(w,w’) >r B84 B 8% Hash iR
B EATHOTE — B ARt 2 R 5 K. IR AR 3.
J7 FE 23 D v B A SRR [l AH 24 v i 8 AR T4 R
3.2 ZEMIER

H iR 2 500 % SO R 7 Rk 2 sl 2t 2 H
JI R B A L. AR SCTE X 2B i R A BAE R ) 4%
T 25 T RO IR . & et
B AR B T R R P T R R R T 5 P R
LR AR 2 8] B9 38 B XK UE B B A L #ROG
e A R R PR SR T Ao R R 0 M B 2 A AT
(OEE=N

PR e AR Ty R 00 % SO B R L A
R Az et i DL KB 1T AR a2 Ao 3 1 R 55 e it
A L SR 5 & X 2 itk 2% ok B T U4k e L.

A F i B A ST XTI ME — R H AT
LR fos SO RS R | F LT A s 30 A R %
RG] VERFATT 3 A HRAE . 4w 3 Atk Rk

KA IR LGS Reals, (sk) FNSLH Tdeals, (sk) TEATIX
SR R E R BN AWT

1) Az pl s 3

FE XSO SC Fr s % SCK/NAL 5 SUH | Fe |5 52
85 Ideals, (sk) il LIAREXSE S Reals (sk) Y% 3 Fr
SR [ Fe | SCOBCER: | F | LB SRR IR S
ke fE Bl Gy B

Gi=C|F|.fi Fe.|Fg|).

2) HE AT

A AR R FE T R b, 585 [deals, (sk) 1] LA
R H Reals (sk) WA PR S Q h g —4>
TEE 4 QMR/NLN | Q| KX LS EILh G, B

G, =(Q. Q).

3) AW E 2R

FEPE BB T i B 286 Tdeals, Csk) 1T LT fi#
TESLH Reals (k) h TS Q HHE—1PITR g,
SERAFAE T 3CME f; b i) ORI 2645 el Gs.

B L WCRSCH IS TR ERE 2R T
LV RBE T T AR 2 CPA 24 1y, WA SCHE Y
T [11) 22 O 5 7 I AR 9% SCH R J7 RAEBE AL & HLAR
RUR R X A A8 N 3 B OCH F HE 1 (G L Gy L Gy)
LA,

ER 1 RIS E IR ER R IE ST A
SCHR H B TH] 7] 22 G B RO 3 SO R T BT
UL T & 2.

. I — A 2 I g S BT AT AL
o AEX A R AR B S 0 AT S H Reals,
(sk) FNSZ 5 Ideals2 (sk) » B Ja BT o B K43 W) 1)
ok RS Reals (sk) [y 25 B IA 2 S0 06 Ideals, (sk)
[y 45

1) Az Bl SO B

BItR B B« P CE AT R0 IR A5 1 KenGen(14)
WA sk AERIZ B B i 4

PR B B s BT A 2k AR BE R Y B SO B
F OO0 H & G 25 Pk 5 . Pk 2 Bl AT S8 e
Realsl (sk) ML 5 Ideals2 (sk).

SCUG Reals k) HSUEREF={/f1:f2r}
AT B R Enc(fO  H 1<G<|F| .5 th X=
(Enc(f) A<i<|F|).

Ty Ideals, (sk) MR M 5% pREL Gy - BEAL A A
Fr€40, 13 10T e 1<Ti<T | F | i 1 2 SC Y BE AL
fii X'=(f1 1<i<<|F|).

HBENLZE bE (0,1}, b=0 B X KL%
HF M b=1 B0 X Rk AT



FAE WSS T ) 22 0GB T AR 4 SO R T R

357

T - 5, BT X 0 B 1 AR

BN R AES % Jr . TR £ 2
CPA 41y, R, PR IE T X5 T AT ] 2 350 2 8 T ok
Wi, FRICTE X A B X5 B S X, BB 3K
FI8)ABE 3 2 ] 22 W 1

2) A= BT B B

HI 6 B B BEHCE AT RIIR AL KenGen(11),
B sk= (M, .M, .S VE R iZ B Be i i th 45 2R . Horp
M, .M, € (R XR)",SER.

AT B BT A PEREAE kA0 A ) ¢ B
(OFPIR L S S S sl E A
Realsl (sk) FSL 5 Ideals2 (sk).

S8 Reals (sk) - PRIE ¥ Q E M A AT5
¥ Build Trapdoor(sk,Q) , % i B[ T E ¢

Build Trapdoor(sk,Q) Bk ¥, i A if] < & 7
QXN A RE L UERR o B A& S XN G s, =0, 0

B by =] =, TR 5, = L4 0 = 2,4

b’;Z%va—r/. A B = (0.0,

e O A ERETT t= (M, B .M, '+ B)).

ST Ideals, (sk) : R TR AT R CN C i/l
T 25 R A RS DL 1 B 1D 1

O @y EMLHT Q= (¢ . 1<¢<|Q|). K
e (0.1 H o 1R S g R
] B2 1 R (9 67 AN T

@ A7 BuiZdTrapd()()r(sk/ Q) AR
S ¢

AL SR OE (0,1}, =0 B . X KiES
T o=1 B8 X REGSTF.

T f 5 ST O b 1 AR b

Y TN % A v GBS T S8 - B sk Wl
BEMLIE , CRUE T X AT fu] 22 300 20T o i, AR TG ik X
Oy R X5 H S X L BT S i M R R T 4
W 1.

3) HERE AR B

A B B - B PR TR 4R A 557 KenGen(14)
WA sk= (M, , M, ,S)VENIZ B B () i i 45 5%, Hop
M, .M, (R XR),SER.

PRk B B 0 F A SR AR R i O
W 4 R 51, IR H R 2% 45 Pk iR Bk 4 5
AT 28 Reals, Cshk) TSR Ideals, (sk).

F Reals (sk) PR W W AR A AT
1% BuildIndex(sk, i W) i BLSE iy 26 4% 5] 1.

9]72)9B”: ([}/1/ ,bg,

LB Ideals, (sk) ARYEMETR KL G1 .G .Gy o 1%
T AP R A AN Y i AR B AL

© Itk X[ Aas i W

Q HEE € QURXET g WETE [, X%
g 5 ot A1 2 ) R S0 e i e i v KT 1< <
| X[ AW, =W, 4y

@KW, KT 1 RICRERFKER 1.

@ AT BuildIndex(sk, £ W) , i 2 4R 5|
(B UL T

A EENLSE 6E (0.1}, b=0 B . X KL%
BT o=10 .4 X' Lk GHTF.

L RUUIE S ER S SRR D G R = A

T AL RGP SH 7 T sk B Dh AL
PEARIE TR T AT AnT 22 30 20 T R U #F JI0  IX 43 A
PUE X5 A X B BT 35 i A AR 56 2 ] Z2 5% ).

Li LTIk L E Z T L Reals (sk)
MSLHe Ideals, Csk) i) & — B0 BIATAE 7] 2005
R negl (k) flif5 .

‘PrERealsl (sk)=1]—
P;’[Ia’eals2 Gsk)=1]| <negl(k).

PRI A SCAR H 1 T ) 22 G § 7 1 RO %2 S0
7 A REAL TS AL B R A X 45 O S o el 2
(Gy,Gy G 4. i ke,

4 Wik

4.1 HMEBELEER

AT FRATRI A ST 2 5 SOk AT % L.
TAEAG T BT 0T M AR R A T P AR A SO S
BN N2 Bloom i3 3§ 2§ K /N ks SCHRL11]
OGS BN ECH WL TR G B T A KN B
KAEH M.

T LGWT 2 AT BAERCE Ty 1 X L 45
53RO A b AR SCO7 R AR AR 5 S B>
BB MG R T SCERL 1L A A7 A AR AN 5 OG5 7 8
B M SC R WA AL ] 52 2% B R 22 B i)
AP B2 AT A B R RCRE. A TR 5]
Az AR AR SO AR B D I AR AR

F2HMT 24 Jr RAEERR Jr AT EG A
TG 2 AT ZER R SR AT BT OC B 4 R i STk
C11J7E e BR Al 34 fg % 47 W] 40 TR 48 R B AR S0
RN L T F M k11 ] HAR IR 17 G
FHR.



358 TR S AR 2017, 54(2)
Table 1 Efficiency Analysis 2000 KB {E. X 4 K3 d &8 A1 & 500 4>,
1 HESA HAEA SO & 4 A B~ 28 He i 3 25 5L n
Efficiency Ref[11] This Paper K7 s .
Storage Cost O(MW) OCEN)
300
Initialization Time Complexity (0I@D] (0I@D)]
250
Search Time Complexity (01@Y] (01@V)] -
E 200}
Index Generation Cost O(M?) O(N) g
B 150
&
Table 2 Performance Analysis £ 100
£2 MBS 2 I bneomt
50 —f— Search
Performance Ref[11] This Paper o
Fuzzy Searchability Yes Yes A B C D
Class of Different File Size
Verifiable Searchability Yes No
Fig. 7 Influence of file size
Number of Keyword 1 N

4.2 MHEEEEK

AT F 43 BT A A S e R 3R X R G FE B Y 5
i) 5 SR J 0 AN ] 04 5 e PR 2R 15 1 D0 5 a0 g A
AEI IR, 2 R G DK G BR T 43 SO R R /N LS
A% 07 1) S B A AR S i B i AR S X 3 28
A AR R 53, B 3 AN 2 1 41 ks £ %
JH 038 S R /N X632 2R e 1 BE 1Y 52 i) i LA 2
T (] 22 Bt 1) SO RV REAS SCUF BT 3 A 1) O 3 A
B 56 2 s F 8N T 00 SR A B O B
O Z Ge v e 0 52 L DRI B R SO Y 4R
DA RSO RN 56 3 A B 2 H T R 48
r ST e L M B Y R I R S B R /N
[i] 2 7E — 2 DX 8] A 17 LA SO0 BT 4 A 1 OC S -
A HOH [

B SCSE MR JS AR AR R g rp i g —
YR TE R Gevh i e 0. 52 ) R 58 FE I I 3 SR
Oy R KRG L RBETT O RS L E T &,
ST DA SR AT H5 40 00 3 e 5 4 ) 1 SR 45 A A X I 4k
PRAEAE I (52 e S 0 L BB R 8 b Y 2 7 g
FA 55 g v 3 SIAE 2 & M Sr B s 17, E 6L
TFAEIR Windows 7 FEL IR, N FE— kK 4 GB. ¥
peil st e AU 1 B AN RIZ RS, 10k R
45 A= BB 10 WOs AT fa W45 R 414,

I 1. IR SO I /N R 2R GEFE I Y 52

FESCAE RN e 78 18] 43 21 o D 3l B3 3
425,550 A S0 B 2R C 2D 2
A A I SO R /N 1~50 KBL B 28 30
H SO RN 100 ~300 KB, C 28 30 b ST R /I
S 400~500 KB, D 25304/ SC4 9 K/ 1000~

7SRNG IR

M7 FTLLE S SO R OR R G FERT %
SO RN R G4 R i BT A AT 4 52 .

SEOG 2. G S Y B R B AR I Y 5 )

FRIRSCAF B s S e s o0 o 5 AL 5B 1
HEA 500 D3CHFLHE 2 HA 1000 A3CHFL 5 3 A4
A 1500 305 4 HA 2000 SXE.56 5 A
2500 SO B SO R A T & SO RN A AE
50~100 KB, ifij H. 4> 3T BT X5 7 A 56 B = A~ KB
A BT ST EAR A RO A R E Y
FERT, an &l 8 iR

400
320
172}
8
% 240
H
&
g 160
&
80 =4#— Encrypt
—f— Search

0 L L L L
500 1000 1500 2000 2500 3000
File Number

Fig. 8 Influence of file number

B8 SO Bkt

A S8CHR X T s 2o R 98 R 0 AR AR I Y R 0
Kl 8 J7i Bl SRR I 2 . RGEAE A S
ST BT RE B 1) I 8] A9 8 22 [ AE R G A 1 R T
GARRUNINIER

SEEE 3. I AN SO T X R A O B A B0
RGN



FAE WSS T ) 22 0GB T AR 4 SO R T R

359

i A S 1) G B AN BBORE S 55 508 4y
A 2151 2R RS SO X N YOG B T AR
5055 2 4B Hh BN SO Y 6 B R R 10,
553 LB v BRAS SO R I G B A e Ol 15,58
A4 2] R BN SCPR R R 1 G B BCE N 20, g 2 B
th—JEAFE 100 AN SO H AN SO R/ INVER TE
50~100 KB Z[A]. % L5 45 K 4 Hr dn &l 9 i

350

300 >
950 ‘/

172
g
Sy,
Q
£ 200 |
[_‘
2150
g
s 100
~ == Encrypt
50 ~—— Search
0 1 L
5 10 15 20
Keyword Number
Fig. 9 Influence of keyword number

B9 ST AR

M9 T LA H o 3 45 SCPF RS I Y O B 7
BRI 2 . R A E 2R 5| B Be RS R B B
R G I Al 2 4 22 . (EL T e ok R S 6 445 2R B T 40
Hrml o, SO AR 10 A2 15 ANiE R GEXE
TR B B FER AL 175 ms HY K F) 205 ms. JiT 1A
FR LAY R I A 39 1R R AR GF T OC B Y I IR
KL FE AN AT AT 358 SR R 1 O B A
Bk 2 GE AR R B Bk 9 (4 15 18] 52 0 2 T L2206 ).

ARSCIRA R GEHWT ST T [ A A0 54l 38 2 04 AL
i BEE AT R IR E— PP T A R g
for LA R A B 0% Hash pR BCS5EAH SC BEE L 2 AT o)
Z KRBT I S SO R TR,

TET 1] 2 B 7 ) ASER 2 SCHE 3R O 58 A P A B i
UE A% AL B U Hash pRBUEOR  BES A RS L
SCHY 20 B 7 HO RN 18 2% R TGS 1 4 B o 0K G
B A A e L SEBEOC B I N AR B AR e
77 1T 8 a2 o e 9 L R SBLT P R 55 A 22 1] Y
SEH.IERI TS ER BEDLYE TR B2 7 0 e 5 G B
T AL R AR T 58 B AR R 0 B e Sk

(1]

(2]

[3]

(4]

[5]

(6]

(8]

9]

[10]

[11]

[12]

[13]

[14]

2 % X #

Song D, Wagner D, Perrig A. Practical techniques for
searches on encrypted data [C] //Proc 2000 IEEE Symp on
Security and Privacy. Piscataway, NJ: IEEE, 2000: 44-55
Chang Y C, Mitzenmacher M. Privacy preserving keyword
searches on remote encrypted data [C] [/Proc of Applied
Cryptography and Network Security. Berlin:
2005 442-455

Dong C, Russello G, Dulay N. Shared and Searchable
[M].

Springer,

Encrypted Data for Untrusted Servers Berlin:
Springer, 2008 127-143

Revathy B, Anbumani A, Ravishankar M. Enabling secure
and efficient keyword ranked search over encrypted data in
the cloud [J]. International Journal of Recent Advances in
Science & Engineering, 2015, 1(1); 28-32

Cao N, Wang C, Li M, et al. Privacy-preserving multi-
keyword ranked search over encrypted cloud data [J]. IEEE
Trans on Parallel and Distributed Systems, 2014, 25(1):
222-233

Xia Zhihua, Wang Xinhui, Sun Xingming, et al. A secure
and dynamic multi-keyword ranked search scheme over
encrypted cloud data [J]. IEEE Trans on Parallel and
Distributed Systems, 2016, 27(2): 340-352
Bringer J, Chabanne H, Kindarji B.
searchable encryption [C] //Proc of the IEEE Int Conf on
Communications. Piscataway, NJ: IEEE, 2009 1-6

Van Liesdonk P, Sedghi S,

Error-tolerant

Doumen J. et al
Computationally efficient searchable symmetric encryption
[C] /[Proc of Secure Data Management. Berlin: Springer,
2010 87-100

LiJ, Wang Q, Wang C, et al. Fuzzy keyword search over
encrypted data in cloud computing [ C] //Proc of the IEEE on
INFOCOM. Piscataway. NJ: IEEE, 2010 1-5

Zhou Wei, Liu Lixi, Jing He, et al. K-gram based fuzzy
keyword search over encrypted cloud computing [J]. Journal
of Software Engineering and Applications, 2013, 6. 29-32
Wang Jianfeng, Ma Hua, Tang Qiang, et al. Efficient
verifiable fuzzy keyword search over encrypted data in cloud
computing [ J]. Computer Science and Information System,
2013, 10(2): 667-684

Indyk P, Motwani R. Approximate nearest neighbors:
Towards removing the curse of dimensionality [C] //Proc of
the 13th Annual ACM Symp on Theory of Computing. New
York: ACM, 1998 604-613

Datar M, Immorlica N, Indyk P, et al. Locality-sensitive
Hashing scheme based on p-stable distributions [ C] //Proc of
the 12th Annual Symp on Computational Geometry. New
York: ACM, 2004. 253-262

Bloom B H. Space/time trade-offs in Hash coding with
allowable errors [J]. Communications of the ACM, 1970, 13
(7). 422-426



360

HENMR S KB 2017, 54(2)

[15]

[16]

Zhang Zhen, Dai Guanzhong, Liu Hang, et al. Safe and
resumable secret key management mechanism based on
database encryption [J]. Computer Measurement and
Control, 2008, 16(10);: 1469-1471 (in Chinese)

GRot, ®E T, XA, 55, —Fh T 50008 2 02 1 22 4 1T ik
S LA D). B ST HLI R 5 B L 2008, 1610
1469-1471)

Zhang Chuanrong, Yin Zhonghai, Xiao Guozhen.
Authenticated encryption schemes without using Hash and
redundancy functions [J]. Acta Electronica Sinica, 2006, 34
(5): 874-877(in Chinese)

GRS, FHEiE. ¥ EM. A A Hash fl Redundancy

B IIE N %)), BT 24, 2006, 34(5): 874-877)

Wang Kaixuan. born in 1992. Master in
Software College, Northeastern University.

Her main research interest is searchable

-
g

Li Yuxi, born in 1990. PhD candidate.
Her main research interest is secure cloud

storage (eliyuxi(@gmail. com).

Zhou Fucai, born in 1964. PhD, professor
and PhD supervisor. Senior member of
CCF. His main research interests include
cryptography and network  security,
trusted computing, and critical technology

in electronic commerence.

Wang Quangqi, born in 1992. Master. His
main research interest is mobile computing

) (wqq_7622@126. com).

encryption.

2017 F(HENARE R R )E & (IEF) 1E T
— R BRMXEEARE L AR
Fifi 25 % JE% 25 R TG 4230 {5 S5 45 R 1 S e ZE 0 I AR Sy S 6 09 RIS o BTG I 2 e ) AR 3 M 7= 0 ok AR A8 BB 5 1Y) B A
SR S5 G Ik X 7 B 8 28 3 38 AT R RN A B BT 15 Y 1 (R I L 38 RE A8 BRI Bl 40 4 2 0 R 2 A B TR A5 I b Ol R B L A T
FEEE L AN E R IR SR A Internet B2 A SF IR 5 00 TR AR BG . RS IR G R TR I BIF SRS 2B R e (R L AR AR BT U
Aol A5 MG 1 T SRR AR B AL 2013 41, TTAF P AL AF B 5 B R v [ RS Sh A T B IS R A AR TRl R R LR A )
2014 4 L [8 55 B H 5 O T8 BER 2 (e e % R 48 S0 00 ) B 8 2 50l b T3 [ 51 R 5 2016 4 L A SR o [ 5 8 R
IDETR B (1) 3 o 7 31 X 3 AT 0 3 XA L 98 [ B 3R 3k X ) ) B ) R T R R T LTE-V ZE 15 W % A 38 {5 b i AL T B
Bl FEEAR T B B G — A 9% 52 0% T B 24 AF 9 A5 08 L o L S SR MBI 9 A R T R B s i s A 1K
GRS S5 & BT 2017 48 11 H B MR 2256 N SC BB R 5 00 AF 5 7 4 R, 5 2 B X 40 3 e 9 1) 2 Tl 1tk 0 e, 58
Tt 166 19X 0 358 1 2 R REUARURI 7 3k R B R IR I i A R R R ke I 2 R R A M A G TR ) & R 2 R R OF N DI R A
WL B AR A X FHTUE AN
EXHE
A AL HE (EAS R F) F 41 32080 .
« EERMESEE S8 AEA
o TR0 B 22 5E 45
o EWMIH B RS R
o ZEIK I P I 4 ) R an B Bl T R L UME & A AD
BREX
D i 300 & FE#E A BHIF A Bl B mT 5 B R AR 1 S 4 R A 1B R AE AN I R AT T a4
W R FBE BT AN — T 2 4R ). A 3 6 BT B o 5 1] 2 4 350 48 38 RRABLG L1 1 1L
2) WM ALFEEH AEEAR B W O L IE SO S % SR8 30— Word HERR I8 U E S B RENIR 5
KT I SR
3) I3 B IE TR A IR O 2B R H b | K E-mail {7 2.
4) P3O AR 5 Chtep://crad. ict, ac. en) HEATHR  JFEAE#E B & I B IR 2017 07 G 4% A 1R fm Ab 3.
EZHH
TESCHHS H 912017 4 5 H 31 H
B HW 201747 A 25 H
FBRE
REE Y RINKFE wu@whu edu cn
itk AR SRR
s W FP . crad@ict. ac. cn,010-62620696,010-62600350
I8 A5 Motk - b5t 2704 FRECGHE VIR S & - ) 4 35

IR RS ST L R RE ST AL

o ETBR P RO BE 5 B AR ALK

o ERR RSO ETE

o BRI Z P MAC J2 B B i %)

SEFEMH 2017427 H 18 H
HAR H B3 :2017 42 11 H

AR

hongbojiang(@ hust. edu. cn

#H¥% EHPERFHEARKF  dekeguo@nudt. edu. en

HIB B 2 % - 100190



