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Abstract

permission control when multiple users read the same out-sourced data simultaneously.

Huang Chuanhe', He Kai', Shen Xieyang', and Hua Chao’

As for attribute-based access control in cloud storage, most of researches focus on reading

They dot’t

consider writing permission control when multiple users/modify \the same data simultaneously. In

multi-user collaborative edit scene,

challenges havé) emerged:

1) A data owner with limited

capabilities of computation, storage and communications,swould like cloud to aid him with writing
permission control, but would not like it to kneW the content of data, or get what is matched, or even
predict the users’ writing permission either. 2) Boolean formula cannot describe writing permission
policy. 3) Bilinear pairing operations bring ;great computational costs. In this work, a collaborative
edit access control method is presented in cloud storage. That is, a data owner defines writing
permission policy represented bysancircuit, and semi-trusted cloud decides whether or not the writing
succeeds by matching writing policy awithout the prediction of acceptability of the next edit request.
Analyses and simulations show thatOur method is provided with the ability of multi-user collaborative
access control for cloud storage, and the storage cost and the computation cost of encrypting and

decrypting are both lesser at user end in reading permission control with cloud-aided decryption.

Key words (\cloud storage; access control; attribute-based encryption (ABE) ; multi-user collaborative

edit; cloudsaided wtifing permission control
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Table 1 Comparison of Storage Cost
x1 HFHEAMILR

Methods Owner User Cloud Server
NA NA
Ref [2] (2Na+ Dl mas Lo (3Na+ 1+ D) nas )La (3+31,)L¢
k=1 k=1
Na Na
Ref [21] (3Na+ 1+ Dlnew)Le (142>t Vb (3+3t,)L¢
k=1 k=1

Our Method

NA
(1 + 2 Na.k )L(;
=1

(2+2[,>L(;+Ls

~Na
(2+2 Ena,/;m[ )L¢
=1

HIZ 1 AT AR SO EEAE Owner E AR
HR LB/ 3 A e G e I (RS ST R AE R 5%
v LB AN 5 SO RS A H T G
FASG IR A ST 36 % 18 T 22 1 7 B [ 20 4 4
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AEE T AR, K2 R E R G B4R
BOs 5 MR P 2on i G B we it iz 57
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5 ICER02. 21 T A JRiE MR . 3 2 s ARk 5 B
LR

Table'2, Comparison of Computation Cost
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(on Owner) (on User) Cloud/Server)
(k+logt,)Ec+
Ref [ 2 2+2t)Eq 0
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