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Abstract  Certificateless signature scheme has solved key escrow problems“éxisting in traditional
identity-based signature schemes. The secret key of the user in certificateless signature scheme
consists of two parts, one is partial secret key, which is generated by key generation centre, and the
other is secret value from user itself. However, there arefstill ‘three points to be improved in such
scheme. Firstly, although some lattice-based certificateless signature schemes based on the random
oracle model have been proposed in order to achieve the postsquantum security, their standard model
counterparts remain unrealized. Secondly, most of the existing lattice-based certificateless signature
schemes only consider the outside attacker and neglect the threats from semi-trusted user. Thirdly,
the existing certificateless signature schemiésall'trely’ on the security of the secret key, which cannot be
satisfied due to the key exposure problém,\ In this paper, based on the forward secure and
certificateless signature scheme in ‘the random oracle model, we propose the first lattice-based
certificateless signature scheme’ which s provably secure in the standard model to eliminate key
exposure and key escrow problems without introducing a third party proxy. With the help of the small
integer solution problem. we have proved that our schemes can guarantee the forward secure and
strongly existential uhforgeability against the adaptive chosen message and adaptive chosen identity

attack.

Key words " lattice-based signature scheme; certificateless; forward secure; random oracle model;

standard model
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G AT TFAKAE 25 44 R 0 5 FA S (A1) 30 0T 55 1 2R R
TR 2 KRFT 4 i T 8 R 4 FhA TR g
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B F s S5 4%, T g n 3 1 Ak 2 fr . N-Sign

FORTEZ A 0 25 By ID X R A Bk i &

e, B 45 3 2%, S-Sign F#or LIS AP B S K BB
e, HP W L LT 1) 25 44 7] ).

Table 1 Eight Different Attack Levels of Type 1 Adversary

K1 BFIMNEHSHMBESES
Name Sign Oracle (ID* ,u* )—Sign Oracle ID* to Secret Value Oracle
N-Type 1 N-Sign No No
SU-Type 1 N-Sign Yes No
SV-Type 1 N-Sign No Yes
SS-Type 1 S-Sign No No
SV-SU-Type 1 N-Sign Yes Yes
SS-SV-Type 1 S-Sign No Yes
SS-SU-Type 1 S-Sign Yes No
S-Type 1 S-Sign Yes Yes

Table 2 Four Different Attack Levels of Type 2 Adversary
K2 BFIHEMNIMEEER

Name Sign Oracle (ID* ,u* )—Sign Oracle
N-Type 2 N-Sign No
SU-Type 2 N-Sign Yes
SS-Type 2 S-Sign No
S-Type 2 S-Sign Yes

hE1MFE2LUEH,S-Type 1 1 S-Type. 2
HKA S-Type & F B A fesm T e 328 KA
SR IBENLT S LA T B9 RO_LPC._SIG %5

PRAERE RN 1) STALEC _SIG J7 %, P & Kim 4§
TR Tian 45 NS AR B TEE 5 25 44 05 58 R SC
kL 12-15 T H) TGk 45 25 44 05 SR EAT 2 A PEXT LE.

i 3, FPRUA . AR SCHE i JEUE 45 45 44 J7 %8
AR e 1 Bk B9 RE 7 - BAT ) % 4 [R] i
JIr BETF A T 2 ol A G L U T SR A B
Uz k. Wk — P M. AR SCHR A ST _LFC_
SIG 77 ZIE 5 1A HE T M M bR RIS T ) JE IR 43 4%
PITR B Z Sk [12-15,17-18 1 LA & RO_LFC_
SIG FfiHL T 5 A5 BN (9 %5 44 05 58 o 78 52 B I v Y
LA .

Table 3 Comparison of Security

K3 ARREMX

Schemes Post Quantum Key Exposure Security Model Threat Model
Réf[12] No No Random SU-Type
Ref[ 13] No No Random SU-Type
Ref [14 ] No No Random SS-SU-Type
Ref[15] No No Random S-Type
Ref[17] Yes No Random SS-SU-Type
Ref[18] Yes No Random SV-SU-Type
RO_LFC_SIG Yes Yes Random S-Type
ST_LFC_SIG Yes Yes Standard S-Type

FERCR XS L7 T AR SCRR T e 86 Sk 17-18 ]
() BEBL T 5 A R 9 % S TG IE 15 48 44 O R4, b Bk
BT Yao % A" F1 Zhang %5 A 1y FSIBS L &
Riickert™ W FEALA% 25 4 7 . BAR G 3 Ry £IF
ANFETCUE 2 4407 58 AR T H 3 3L T REPLAS . [ ik
AT DUAE Ay B[] 0 255 ) 52 4% BE X LU i 2 R

WSHEEH 3 W &g XKW R A n %4
S8 .m=5n1bqg. bk HIEBE. Toms Tous Trop s
Trana» Tew 53 9 N 8 B SamplePre, BasicDel,
TrapGen,RandBasis, ExtBasis ig {70 8], T N —
YR i 3 15 FE 2 I 8], 7 Fh 05 52 00 0 1k 52 % XS
gk 4 fios.
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Table 4 Comparison of Asymptotic Complexity
R4 HEEREIL
Schemes Public Key Secret Key Signature Key Generation Sign Verify
Ref[2] OCID) 2mnlb(pg) OUD) /2m  OUD) /2m OCID) (Trana + TEx) OUID) Tsum (mn+n) Tl
Ref[17] nm 3m? 3m Tsam + Trrap 6mnTru + Tsam 6mn Tl
Ref[18] nm 2m? Am Tsum dmn T mul dmnT mul
Ref[20] nm m? m-—+n/2 Tgas +nm?2 T Tsum (m2+mn) Tl
Ref[26] 3nzm+m+tn 4m? dm-+n/2 Tias T Trand T TExt Tsam + Texe +n2m2 Tryu 2nm Tl
RO _LFC _SIG nk 3km 3m+k Tras + Tsam +nmk Tl 3mk Tl 6mn T
ST_LFC_SIG nm m(2m—+k) 2m-+tk Tpas + Tsam + Tx Tsam T Gm—+k)m T AmnT

W b<ln/4. Wt 3 4 0T LLE H AR AR E 2 4 P Y
FERh b A SO B O RS T At B A i ek B
Iy 322 T Z. bR R R 1) ST_LFC_SIG & £ 5
L% 2K BT R Sk 20 LA AR H Al )y 6. 7
A B D5 T AR SO B k(17,26 1/ O %
It Yao % A", Tian % A" fiI Zhang % AP 19
FSIBS Jy &M k. X EEIE i T RIUE RS T EH
TR o 2 BN FA B A 2 A 735 4 K 4 1 3 T Bl
BLAS I 2 A Pas 55 20 DTS2 B AS 30 5 1 P R %
= KGC |1 17 % 4= 3 A vl £ i . 1ff Zhang %
NP 26 B2 T BEAIL TS R AL (14 A0 B T
WA A SO 3 AR R b AR T 4 K I T
BB B DRIE T 5 /N N B K B DA B 28 4k B
TE B BT A T SCIERC20 ] v i 22 42k B e ot
b 55 B 5y 2 2 1 5 A AR A B e S R ST G
Tl — kR 5 PR 200 2 A SR i 7 A AN
) B4 RO 25 25 3. 1T Yao 25 ANRT Tian 258 A 5
R 55 iy ) 22 4 PR TR S ek (2, 18, 20 1A
o AR SO R VR

0] 52 B0 - AR R SCRR[30-31 1, Tra <

Ttogts PEZE R TN I DL F s T n” Tt PRI
AR SCHRR P2 A% 40 7 S 2 4 BRI IR A 2 B AR
SCHK[ 2,07, 26 |ZE T =¥ A L H. ST _LFC_SIG J7
ST I UE T 7 R R AR T A O R A A
WAL D 1 A SCHE T Yao 48 AMRT Ruckert™ 1)
% 53CH17,20 10 7 REEAFE . B8 K F Tian
NI T G ik Bl T O S BHT ) % A,
ACHT VT BasicDel &%, B0 T %5 4 A B
TR ). — et A Dy 3 2 R P AR RS ) i )
EWITCIE B4 % R T — 2 BasE B s,

m1 A4 B, AR SCHE A RO_LFC_SIG il
ST_LFC_SIG ik #2441 E 8 IREANGASE =

T AR 26 08T 2 T BEALAS 52 BRI 22 k5 0
PR ZE A [ mE, ST ALFC_SIG 7 {24 1 4
BETA% B bR MR B T ATIE 22 42 1 o Uk 545 44 07 &
F A e TR P R T LA b e SRR
XF L6 3 B AT 7 PR TR X B AR Y I 25 52 2% A
fiff b BEALI S AL RO_LEFC_SIG J5 98 FIAR A
BN ST_LEC_SIG J5 52 ¥y n] LIk B B2 4y 1 22 4
P S TE

8 &EWiE

AR SO T8 L Z IR AL R L B X 2 B T 5 ) 1)
G AERE I AL F AR T RO_LFC_SIG %
M SEAE b BT T A AR R T [ % 4 1 TG 4
# 7% ST_LFC_SIG. 44T 2 AN E i Bk
T[] T B AL T 5 AR A8 R o AR L IE B T BT
P& 7 SR TH NS 2 20 T E IS N M R R B L1
B8 0 Bl B ) & A5 OR A] D i M FSU-
AMATA. R 3CT7 %8 19 % 4 M 8 57 A8 AS IR SE P A
o m A O R ERE Bz B TP A
S =Y RN 7 ol =100 3 =i B U .0 = IR T |
T AR SCHE Y A 1) 2 4 G UE B A 4 R B A B
A PE 5 S .

ASCHEH Y ST LEC SIG &4 R EE 1 45
T Bl LA B o AR D R T IR 22 42 1 G IE BT 54
J5 58 FEEE B TR )2 A DL AIRAR 25 A ik 5 1 I .

HFARSCE M M 2 A TCIE B2 R R
FREPLAE SEAT 7 A 1 PR AR SR A 78 W0t i 25 18]
— ANV AE (1 SR R SR FH AR R AR B AL A P AL A7 i
25 [) o (LR A o AR R 35 T BRLARLAS 1 25 44 T RN %
SRR IR B AT — ST A L BRI — 2
WF5E E AR B A B 3 T B AR 19 11 1) 8 4 TCIE
BAEZ IR DR R R BRSOR.



73

B4 5 TAR B T 1) 22 A2 TEAIE 3 8 45 4 1 R

1523

(1]

[2]

[3]

(4]

[5]

[6]

(7]

(8]

[9]

(10]

[11]

(12]

[13]

[14]

2 % X #

Shamir A. Identity-based
schemes [G] [/LNCS 196: Proc of the CRYPTO 1984.
Berlin: Springer, 1985: 47-53

cryptosystems and signature

Yao Yanging, Li Zhoujun. A novel fuzzy identity based
signature scheme based on the short integer solution problem
[J]. Computers and Electrical Engineering. 2014, 40 (6):
1930-1939

Wei Baodian, Du Yusong, Zhang Huang., et al. Identity-
based threshold ring signature from lattices [G] [/LLNCS
8792: Proc of the 8th Int Conf on Network and System
Security. Berlin: Springer, 2014 233-245

Tian Miaomiao. Identity-based proxy re-signatures from
lattices [J]. Information Processing Letters, 2015, 115(4) .
462-467

Kim K S, Hong D W. Jeong I R. Identity-based proxy
signature from lattices [J]. Journal of Communications and
Networks, 2013, 15(1); 1-7

Al-Riyami S, Paterson K G. Certificateless public key
cryptography [G] //LLNCS 2894: Proc of the ASIACRYPT
2003. Berlin: Springer, 2003: 452-473

Yu Yong, Mu Yi,

Wang Guilin, et al. Improved

signature scheme provably secure in the

standard model [J]. Information Security IET, 2012, 6(2)
102-110

certificateless

Guan Chaowen, Weng Jian, Deng R H. et al. (Unforgeability

of an improved certificateless scheme “in’ the
standard model [J]. Information{Security IET, 2014, 8(5);
273-276

Yeh K H, Tsai K Y, Fan C Y. An efficient certificateless

signature

signature scheme without, bilinear pairings [J]. Multimedia
Tools and Applications, 2015, 74(16): 6519-6530
Chen Hu, Zhu/ Changjie,, ‘Song Rushun. Efficient
certificateless signature and group signature schemes [J].
Journal of ,Computer ‘Research and Development, 2010, 47
(2): 231<237 (in\Chinese)

(BRI R B o R AN i 2800 T E 5 48 44 FIRF 48 44 T &%
0. LS 5 & 8. 2010, 47(2) . 231-237)

Du' Hongzhen, Security analysis of two
signature schemes [J].
Security IET, 2014, 8(4). 230-233

Choi K, Park ] H,

Wen Qiaoyan.
certificateless short Information
Lee D H. A new provably secure
certificateless short signature scheme [JJ]. Computers &
Mathematics with Applications, 2011, 61(7). 1760-1768
Huang X, Mu Y, Susilo W, et al. Certificateless signatures:
New schemes and security models [J]. Computer Journal,
2012, 55(4): 457-474

Tso R, Huang X, Susilo W. Strongly secure certificateless
short signatures [ J]. Journal of System &. Software, 2012,
85(6): 1409-1417

[15]

[16]

(171

[18]

(191

[20]

L21]

(229

[23]

[24]

[25]

[26]

[27]

Chen Yuchi, Tso R, Horng G, et al. Strongly secure
certificateless signature: Cryptanalysis and improvement of
two schemes [J]. Journal of Information Science and
Engineering, 2015, 31(1): 283-296

Shor P W. Polynomial-time algorithm for prime factorization
and discrete logarithm on a quantum computer [J]. SIAM
Journal on Computing, 1997, 26(5): 1484-1509

Kim K S, Jeong I R. A new certificateless signature scheme
security models [J].
Communication Networks, 2015, 8(5); 801=810

Tian

under enhanced Security and

Miaomiao, Huang Liusheng. QOertificateless and
certificate-based signatures from lattices [J.]. Security and
Communication Networks, 2015, 8(8): 1575-1586

Bellare M, Boldyreva A, Palacio, A. [An uninstantiable
random oracle-model scheme for a hybrid-encryption problem
[G] J/LLNCS 3027 Proc of the EUROCRYPT 2004. Berlin:
Springer, 2004. 171-188

Zhang Xiaojun4 Xu Chunxiang, Jin Chunhua, et al. Efficient
forward secure’ identity-based shorter signature from lattice
[J]."€omputers and Electrical Engineering, 2013, 40 (6):
1963-1971

Bellare M, \Neven G. Multi-signatures in the plain public-key
model and a general forking lemma [C] //Proc of the 13th
ACM Conf on Computer and Communications Security. New
York: ACM, 2006: 390-399

Yu Jia, Hao Rong, Kong Fanyu, et al. Forward-secure
identity-based signature: Security notions and contribution
[J]. Information Sciences, 2011, 181(3): 648-660

Ebri N, Baek J, Shou F A. Forward-secure identity-based
signature; New generic constructions and their applications
[J]. Journal of Wireless Mobile Network, 2013, 4 (1):
32-54

Yu Jia, Kong Fanyu, Hao Rong, et al. A note on a forward
secure threshold signature scheme from bilinear pairings [ J].
Journal of Computer Research and Development, 2010, 47
(4): 605-612 (in Chinese)

P FLILE, M8 55, — AT U Pk M BT[] 22 42
PR 24 07 iRt ] IHRALIFE 5 & &, 2010, 47(4)
605-612)

Wei Jianghong, Liu Wenfen, Hu Xuexian. Forward-secure
scheme [J].
38 =45 (in

attribute-based encryption

2014, 35(7):

ciphertext-policy
Journal on Communications.
Chinese)

CBRILZS » XUSCOY S W50, 1 1) %2 4 i % SCOR W A6 T s P fm
w0, AR, 2014, 35(7) . 38-45)

Riickert M. Strongly unforgeable signatures and hierarchical
identity-based from lattices without random
oracles [G] [/LNCS 6061:
Berlin: Springer, 2010: 182-200

Zhang Yichen.

signatures

Post-Quantum Cryptography.

Li Jiguo., Li Yanqgiong, Forward secure
certificateless proxy signature scheme [G] [/LNCS 7873:
Proc of the 7th Int Conf on Network and System Security.

Berlin: Springer, 2013. 350-364



1524 HHH RS KR 2017, 54(7)
[28] Lyubashevsky V. Lattice signatures without trapdoors [G] [/ Tan Chengxiang, born in 1965. Professor

[29]

[30]

[31]

[32]

[33]

LNCS 7237: Proc of the EUROCRYPT 2012. Berlin:
Springer, 2012 738-755

Micciancio D, Regev 0. Worst-case to average-case
reductions based on Gaussian measures [J]. SIAM Journal
on Computing, 2007, 37(1): 267-302

Alwen J, Peikert C, et al. Generating shorter bases for hard
random lattices [ J]. Theory of Computer Systems, 2011, 48
(3): 535-553

Gentry C, Peikert C, Vaikuntanathan V. Trapdoors for hard
lattices and new cryptographic constructions [ C] //Proc of the
14th Annual ACM Int Symp on Theory of Computing. New
York: ACM, 2008. 197-206

Agrawal S, Boneh D, Boyen X. Lattice basis delegation in
fixed dimension and shorter-ciphertext hierarchical 1BE [G]
//LLNCS 6223: Advances in Cryptology (CRYPTO 2010).
Berlin: Springer., 2010 98-115

Yu Chichen, Tso R. A survey on security of certificateless
signature schemes [J]. IETE Technical Review, 2016, 33
(2): 115-121

Xu Qian, born in 1986. PhD candidate.
His main research interests include
cryptography, cloud computing security

and industrial control safety.

and PhD supervisor. His main research
interests include information security,
cloud computing security and applied

cryptography (Jerrytan(@ tongji. edu. cn).

Feng Jun, born in 1985. PhD candidate.
His main research interests include security
measure, security audig@land mobile

security (109056396 (@ qq.'com).

Fan Zhijie. born in 19820 PhD candidate.
His main researchdnterests include cyber
security, « cloud  computing security and

mobile/security (1310898(@ tongji. edu. cn).

Zhu Wenye, born in 1991. PhD candidate.
His main research interests include
information security, security measure and

mobile security (1549160994(@qq. com).





