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Abstract Continuous queries are one of the most common queries in location-based services (ILBSs) ,
although particularly useful, such queries raise serious privacy concerns. However, most of the
existing location cloaking approaches over road networks are only applicable for snapshots queries. If
these algorithms are applied on continuous queries directly, due to continuous location frequently
updated, continuous query privacy will be disclosed. Moreover, combined with the network topology
and other network parameters (limited speed etc. ), the attackers are knowledgeable, which can easily
lead to precise location privacy disclosure. We observe that mobile objects have similar spatial and
temporal features due to the existing of network topology. In order to resist continuous query attacks
and location-dependent attacks simultaneously, we propose a continuous queries privacy protection
algorithm based on spatial-temporal similarity over road networks. The algorithm adopts user
grouping and K-sharing privacy requirement strategies to constitute cloaking user sets, which is used
to resist continuous queries attack. Then, with the same premise of cloaking user sets, a continuous
cloaking segment sets generating algorithm is proposed to resist location-dependent attacks, which
makes a balance between location privacy and service quality. Finally., we conduct series of
experiments to verify our algorithm with four evaluation measures, and the experimental results show

the effectiveness of the proposed algorithm.
Key words location privacy; continuous query; road networks; location based services (LLBSs); mobile

computing
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Fig. 1 The road networks
1 HMEs
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Fig. 2 Continuous queries on road networks
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Table 2 Default System Settings
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Parameter Default Settings
Number of Mobile Objects 10000
K 5
L 5
0 0.7
Number of Snapshots 100

4.2 FEMNIRE

K JH B VEA A v AL 45 15 A0 L B 4 T e L A i)
A FEAR A | B 45 B[]

D) 5 BT R TE 44 Sk S B sh P ARt
o DR AP 5 B2 5 R0 R A DU 9 i o K

2) BE & ) R R LT B 4 RS sh P A
A A R RS B b T L B 4R ) R
15 U S 42 B3k ot A i) ) 7 B A e

3) BE A4 W R 48 (R — o BB RS S P i BT A
AR IE K FE Z K [R] Y AT LA B BE 44 A0 B KR R
W P 44 B I IR 1 E AR bR 2 —. B 44 I [ i
W8 B T 4 TR e R



W eSO I IO 2% b T A AR B A T 5 A 9 B AL DR A Bk

2099

4) AR B R AR AL B 2 A A B L TR
2 55 5 A4 5oy iy T (4 B R £ i &b B AR B A MC
M. S5 FH SCRRLL7 J b it A 3 A O p A5 B fulf T B 44
s B AR PP A A B B R A BOPE i A U
A AU N
4.3 MREITA

D EAE K B 2o TEAE K
Xt A4 FEYERE R . B 4 R KON 3 B E] 15,
WEHE B4 K BB, B E S - EA R A

- 20
~ 3
& 15}
g —&— SCPA
8 104 %~ NVBA
& v
5 °f
< O 1 X X
3 6 9 12 15
Anonymity Level K
(a) Entropy
& 45 —a— SCPA
2., %~ NVBA
2 E 35 I
SR v v .
jo) E A
g); 25 /
> A
<
15 1 I 1
3 6 9 12 15

Anonymity Level K
(¢) Cloaking time

SHEZH . NE 3 ) WMELH], To e 70 ) b ik
T ,SCPA 15 B 1t NVBA 5. [ SCPA %
PR P HE S, IR SE ) T K- P 3, e
AR LT NVBA 553 BE 08 55 4 1 HI A 4 2 4 if) i
Kl 3(b) fk 7R Bl 5 B 24 5 SR A2 Ak 2 AN TE 2 B
B R BT R . B Y KB R R K
B s FH P A B 44 3 SR8 B T A, R R R A
BRI P A AR A5 MOk BE. {2 SCPA Bk iy B
A IR NVBA 5.

£ 100
] A
<
3 M‘
2 951 8
8 p
% pod
o 90  —u— SCPA
& <~ NVBA
o
> 85 1 1 1
< 3 6 9 12 15
Anonymity Level K
(b) Success ratio
§ 0. 25
8 0.20 ‘;____ 4 £ w
QSE; 0. 155
o 0.10}
‘é’o ~4= SCPA
§ 0.05 “— NVBA
< 0.00 L L L
3 6 9 12 15

Anonymity Level K
(d) Query cost
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