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Abstract  Association rules hiding is a very important method of privacy-preserving data mining
(PPDM). Because the current association rules hiding algorithm operates the transaction database
directly, it leads to a lot of I/O overhead. To solve this problem, we put forward a quick association
rules hiding algorithm based on FT-tree, called FP-DSRRC. Firstly, the algorithm improves the
structure of FP-tree by adding an index to the transaction number and establishing the bidirectional
traverse structure. Then FP-DSRRC uses the improved FP-tree to quickly handle transaction data set,
avoiding a large number of I/O overhead caused by traversal the raw transaction data set.
Furthermore, FP-DSRRC finds the sensitive items quickly by building and maintaining a transaction
index table, and then handles the association rules based on the clustering strategy. We eliminate the
sensitive rules by clusters, and reduce the negative influence caused by association rules hiding
progress to the original data set by adopting the idea of rule support and confidence degree interval at
the same time. Finally, the experiment shows that compared with traditional association rules hiding
algorithm, the executive time of FP-DSRRC has been decreased by 50 % ~70% while guaranteeing the
quality of general data, moreover, FP-DSRRC has better availability on a large-scale real data set.
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Fig. 2 Improved FP-tree
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Table 1 Test Data and the Index after Transforming
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TransactionlD Original Itemsets
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T, A,B,C,D 0,1,2,3
T, B.D,E.,F 0,2,4
Ts B,C,D 0,1,2
T A,B,C,D,E,F 0,1,2,3,4
Ts A,C,E 1,3.4
Ts B,C,E 0,1,4
T: A,C,D 1,2,3
Ts A,B,C,D,G 0,1,2,3
Ty A,B,D,G 0,2,3

HA7 FP-tree, N T AR B B9 {7 3t - A i Child
1 F1 Sibling 3% , FP-tree 87 J5 W& 3 Fix.
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Fig. 3 Construct FP-tree
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Table 3 Divide Sensitive Rules into Clusters
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Fig. 4 Find transaction index which supports A—~B
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Fig. 5 FP-tree after deleting node B
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) End While

@ ARG 5RGIFAEM DB

Return DB'.
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Table 4 New Dataset DB’ after Hiding Sensitive Rules
R4 HBREBMWIEMH DB

TransactionID Ttemsets After Sanitization

T, A,B,C,D
T, B.,D,.E
Ts B,C,D
T, A,B.C,D.E
Ts A.C.E
Ts B.E

T; A,C,D
Ts A.B.C.D
Ty A.D

Hi 1A 4 P AR SRS C3) o3 iR A
BRI Py A E L XS T I = 55 HdiE i DB
E—~C }0.75,A—~B J 0. 67,A—~BD H 0. 67; i £

i FP-DSRRC % kb B85 A 5 149 3 45 B4 7% DB
i, E>C J 0.50,A—>B 3} 0.50,A—BD 4 0. 50,
EE RS DL B MCT 2 F 34 B T 480 )
) iR S HK .
4.2 EZHEE

AT E Bk Y = AOhE S SE 8K FP-DSRRC,
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T HEAT IR . SE S AE AMD A6-3420 1. 5 GHz
CPU #i1 8 GB WAERIT T I, #:4E R 45 A Windows
10, FF R Java. A 5256 5% Y 00 $ic 4 B 02 208 42 4
i 2 N2 B PE4E Chess #1 Mushroom™, Hidr,
Chess BEEM & 74 AT, 2L 3196 FcFi 5510 5%, H
VK B R 37, B %% s Mushroom 0#E 4 & A
119 A4N304k 8124 i s, O K BN 23, L
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Table 5 Details of Chess and Mushroom
% 5 Chess 1 Mushroom #[E&£ =82

Number of Number of  Average Transaction
Database .
Transactions Items Length
Chess 3196 74 37
Mushroom 8124 119 23
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T I R R IR HF = 0.
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i £ 19 B ORI ) S B B & R R MCL T
Chess %45 48 % 14 % 1 Mushroom %5 48 48 4 7 i »
Chess $408 48 H % 300 1) 32 4 B Ao 38 K T DAY I
BRES 73 BRI JS . 4 Fh 595 AE Chess £ 46 % 10
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Fig. 6 Missing cost
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Table 6 Detail of Retail and BMS-Webview-2
& 6 Retail 1 BMS-Webview-2 # B £ 1SE & R

Average
Number of Number of VergF
Database = . Transaction
Transactions Items
Length
Retail 88162 16470 10. 3
BMS-Webview-2 77512 3340 5.0

A1 B Retail BHEE N MST=1%,MCT=
20% ; BMS-Webview-2 ¥t ¥t &£ 1 MST=0.5%,
MCT = 10%, |1 F ¥t 4 % K, DSRRC 5 .
ADSRRC %7 fl MDSRRC 809 75 50 % %} i 2 45
Bl FEEAT T/ O, B ] 1 B 22 A8 AN AT 428, B ax S 48
BE &AM T A K&, LA 4
HCSRIL % #:5 .COA4ARH & 3 F1 FP-DSRRC
BEAE 2 ANBUEAE T A8 17 R )% B S50 4K TH Bl
L3 B — 7 B3t 1) 5 S 300 DU A Ay B0 )

K9 R T 3 MARTELE 2 MRS E s AT
Vi) i 5 0 R ) 5 %) 348 A B3 1 AUATT B[R] A Bl 22
. T COALARH 540938 i 1% A 358 5 fe e fURR

T B SR W H— s 2k AR 10 IR DL B A RB IR 1R 88
T B 20K R Y4 B e A I B Y R I T A K L i
A5 47 I A) B K s HCSRIL 24092 26 34 Bir A 450k
TR A5 S TR (4 5 W) SR S 8 2% 0 R OO ) i
FP-DSRRC 58 38 52 43 7% 75 X AT [6] B % 22 5% sk
FOUE AT 78 B B P AT I R) e HCSRIL B8k 4.
H T BMS-Webview-2 ¥ #f 4 19 % F2 A% 040 0
Wi DL 3 Fh B B #E BMS-Webview-2 U4l 4
T #3170 ] L Retail B4 K.

5

—=— HCSRIL
4 - COA4ARH
o —— FP-DSRRC
e,
Q
E 3¢t
g
%
T o2t
=1
1 N
0 1
3 4 5 6 7 8 9
|SR|
(a) Retail
2.5
—=— HCSRIL
2.0} —e— COA4ARH
—— FP-DSRRC
2
()
E L5}
g
=
[
X Lot
=1
0.5
0.0

ISR|
(b) BMS-Webview-2

Fig. 9 Runtime of hiding sensitive rules on Retail and
BMS-Webview-2
9 Retail fil BMS-Webview-2 %445 b 3% 5 R0 M
132 17 B[]

Al Fe 7138 i Retail Hdi4E fil BMS-Webview-2
HHE FE IR S i W AE TR SR g5 SR 10 fr
/K. BMS-Webview-2 84 £ T 3 5 LK E &
AN ST A B B D BT LA AE AR ) S 45 B Y B
5 AL IAT I N AETH FEALTE Retail B4 4E 1K, Bl
B 555 R R BN L B T N 3 K SR A R
AN X RO B AR R B T FP-tree A 1
S — PR SR M 95 55 AR 4 A FP-tree [ AT
T T B M O He R S HE S T AR B IR AE



AR S« i T 55 0 R0 L DX AT 14 2 2080 G T A D) e i 4L v 2795
Eﬁ‘ﬁ Fﬁ% FP-tree %A)\J—:_': E](JZ: [}_Eﬁi j][],FP—tree /—K\@ [4] Refaat M, Aboelscoud H, Shafee K, et al. Privacy
/F’I\Eg E/‘J}/Fﬂ% E/‘J Iﬁf? L3 Hrj‘ﬁ*ﬁ Iﬁ] Eﬁg}l E@%%E‘jﬁﬂ preserving association rule hiding techniques: Current
o research challenges [J]. International Journal of Computer
DL R BOT S EBUE A R R S AR LA 1 A o
Applications, 2016, 136(6);: 11-17
%ﬁ%%“ﬁ 'El\ {Zl:ﬁélﬁ » FP-DSRRC %/fﬁ E‘X‘Tﬁ% [5] Le H Q. Arch-Int S, Nguyen H X, et al. Association rule
ﬁjﬁﬂ"] ﬁ#ﬁ%iﬂ}%ﬁﬁ%ﬂ@ﬂﬁﬁ'@ hiding in risk management for retail supply chain
collaboration [J]. Computers in Industry, 2013, 64 (7).
5
776-784
Retail V% [6] Afshari M H, Dehkordi M N, Akbari M. Association rule
nt BMS-Webview-2 7] % ‘ ’ ’ - A
o % % hiding using cuckoo optimization algorithm [J]. Expert
% 3l Z % % Systems with Applications, 2016, 64 . 340-351
i 7 % % % [7] Modi C N, Rao U P, Patel D R. Maintaining privacy and
g 2| 7 % % % % data quality in privacy preserving association rule mining [ C]
E % % % % = %\\ //Proc of the 2nd Int Conf on Computing Communication and
1}k 2 % ) /& /Q %§ %\ Networking Technologies. Piscataway, NJ: IEEE, 2010;
MY
o NN\ N\.7\.7\.7\.7\ "8 Shab K. Thakk ‘ -
1 9 3 4 5 6 7 a . akkar A, Ganatra A. Association rule hiding by
10™* X Number of Transactions heuristic approach to reduce side effects & hide multiple RHS
. L . items [J]. International Journal of Computer Applications.
Fig. 10 Memory consumption in Retail
2012, 45(1) . 1-7
& 10 Retail Z04E 4 T 09 P9 77 T4 (5] Domadiya N H, Rao U P, Hidi N o |
omadiya » Rao . Hiding sensitive association rules
to maintain privacy and data quality in database [ C] //Proc of
5 gﬁgﬁiﬁ- the 3rd Int Advance Computing Conf (IACC). Piscataway,
NJ: IEEE, 2013: 1306-1310
v o N2y e 10 P Ch , 1 L, LiLi, al. BRBA: A blocking-based
i FP-tree 5 GBI BRERY 2 A e (10 Peme Chonme Tvn Lo L e ocking base
Iﬁ%jﬁ‘*’ - N %%n i Qﬂ:A@ﬂé }H H:'l %ﬁ association rule hiding method [C] //Proc of the 13th AAAI
% 2R BR ORI ML 255 5 AT A Conf on Artificial Intelligence (AAAT'16). Berlin: Springer,
Hds 5 T B MS AT R I B FP-DSRRC, il o % 2016, 4200-4201
ﬁﬁ@%ﬂmuﬁffﬁ‘%ﬁkuﬁ ’ uﬁ%ﬁg${jﬁﬁ? ﬁﬁ@%ﬂ mwl‘l l%zl [11] Jain D, Khatri P, Soni R, et al. Hiding sensitive association
45@2*‘ ,#ﬁﬁi‘l‘ﬁﬁﬁ@%mmu A B /N 12 B M 82 3 55 4% rules without altering the support of sensitive items [C] //
E@ﬁi@%mw\”i?%eﬁ{%iETz%;ﬁﬁﬁjﬁ!% E@Jﬁi’ l}% Proc of the 2nd Int Conf on Computer Science and
’fEﬁ T?@Eﬁ?ﬂl)ﬂu K%ﬁX‘TJE%%ﬁ*EE:F EKJ ?ﬁ ﬂﬁ ) &%‘% Information Technology. Berlin: Springer, 2012 500-509
3,+ Tﬁ{fﬁﬁ?&i% [12] Cheng Peng, Pan Jeng-Shyang, Lin Chunwei. Use EMO to
protect sensitive knowledge in association rule mining by
removing items [C] // Proc of the 2014 IEEE Congress on
72{ % 3‘[ ﬁjk Evolutionary Computation. Piscataway, NJ: IEEE, 2014.
65-66
[1] Chong Zhihong, Ni Weiwei, Liu Tengteng, et al. A privacy- [13] Guo Yuhong. Reconstruction-based association rule hiding
preserving  data  publishing algorithm  for  clustering [C] //Proc of ACM SIGMOD 2007. Berlin: Springer, 2007
application [J]. Journal of Computer Research and 51-56
D::i(;}imem’ 2010, 47(12): 2083-2089 (in Chinjse) [14] Han Jiawei, Pei Jian, Yin Yiwen. Mining frequent patterns
CGREE, - XU . S — REM R %
RER, G, MK _Jy HERRXNBAR R without candidate generation [C] //Proc of the 2000 ACM
P A JTILL) ] HRALEE ST S KR, 2010, 47(12) . 2083 . .
2089) SIGMOD Int Conf on Management of Data. New York:
[2] Agrawal R, Srikant R. Privacy-preserving data mining [C] // ACM. 2000 1712
Proc of the 2000 ACM SIGMOD Int Conf on Management of [15] Ainen T M. On inverse frequent set mining [C] //Proc of
Data. New York: ACM, 2000 439450 Workshop on Privacy Preserving Data Mining. Piscataway,
[3] Agrawal R. Mining association rules between sets of items in NJ: IEEE, 2003: 18-23
large databases [C] //Proc of the 1993 ACM SIGMOD Int [16] Gui Qiong, Cheng Xiaohui, Rao Jianhui. Privacy preserva-

Conf on Management of Data. New York: ACM, 1993.

207-216

tion association rules mining algorithm based on RSA []].

Computer Engineering, 2009, 35(17) . 138-140 (in Chinese)



2796 HENIE S &R 2017, 54(12)

CREZ, FR/NIE . BEHEME. 3£ T RSA Y BRI 56 BE AL 32
A EL]]. FFENL TR, 2009, 35(17): 138-140)
[17] Domadiya N H, Rao U P. A hybrid technique for hiding

Niu Xinzheng, born in 1978. PhD, associate
professor. Senior member of CCF. His
main research interests include data mining
sensitive association rules and maintaining database quality and information security.
[C] //Proc of the 1st Int Conf on Information and
Communication Technology for Intelligent Systems. Berlin:
Springer, 2016 359-367 Wang Chongyi, born in 1995. Master
[18] Shen Yan, Song Shunlin, Zhu Yuquan. Mining algorithm of candidate. His main research interests
association rules based on disk table resident FP-TREE [J]. include social network and data mining.
Journal of Computer Research and Development, 2012, 49
(6): 1313-1322 (in Chinese)

(HUE, RIFAR, kE4. 5T 048R A7 i FP-TREE f)CEk
M FZ R L] IR R 5 KR, 2012, 49(6): 1313-
1322)

Ye Zhijia, born in 1993. Master candidate.
His main research interest include big data
[19] Niu Xinzheng, Yang Jian, She Kun. Algorithm of frequent and social network.
itemsets mining based on array prefix-trees [J]. Journal of

Chinese Computer Systems, 2014, 35(8): 1693-1698 (in

Chinese)
AL, by fa, A28, BT B0 200 (0 40 % T 48 12 4 0k
L)), /NGO S ML R B 2014, 35(8): 1693-1698)

[20] Philippe F. SPMF: A Java open-source data mining library

She Kun, born in 1969. Professor and PhD
supervisor of University of Electronic
Science and Technology of China. His
[DB/OL]. [ 2016-07-16 ]. http://www. philippe-fournier- main research interests include information
security and big data.

viger. com/spmf/index. php?link= datasets. php

(HTEINARSEZEMEITRSE

GHENMR S & &) (Journal of Computer Research and Development) J2 [ Bl 2% B 1158 52 A F 58 fr
A E AL 2B I R AL R AR S AR T b B REAL S T B PR R LR
ARG 5 7K 19 27 RS SC e W R R A i R, TR 523 X G o S SR AL T 5 JF R I RIF 5T N B
TARFARN G & KL BB SR MU 5C Ll i 0l A= DL & 38 Aol F e N B 45

GHAENIR S L&) T 1958 4EQI T, 2 T E 28 — AT HL R, B0 E 1k 38 1 T S8 4L 401 Sal ALl 2k 1) 2
AR Z —. FF P R0 Fe T 5L AL O 0 R 22 BT R b [ T R AS 2 R 1) A i g b
RS ) O E R 2R S  SCR G i BE AR G SO T E RS ST RS R e TR R
FIEDK R RGE  H AR H AR SCHRE R ) 2 i SCif 2 750 98 B CRE2% 3CHH ) (SAD 45 [ 4 Ah H 2246 R AL
P 5.

[l AR A5 < 2-654 5 [ 4 & AT 405 : M603

E g — &2 R = . CN11-1777/ TP

Il b o 3% 25 H AR 5 - ISSN1000-1239

BRREAX:

100190 Jb gt v ks Bh 24 B i 6 5 G REALIE 9T 5 & J8 ) 4 48 350

Hiif: +86(10)62620696 (GHfefs H) ;3 +86(10)62600350

Email;: crad@ict. ac. cn

http://crad. ict. ac. cn



