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Abstract To improve the performance of cipher processor, the performance model of cipher processor
is proposed. And based on this model, three ways for enhancing cipher processor’s performance are
presented, which are sharing multi-level resources, binding operations of pre-xor or post-xor and
maximizing parallelism of block cipher algorithms. According to these improvement methods, the type
and amount of cryptographic function units are determined. However, the function units are not only
numerous but also different in operation data width and latency, so how to organize these function
units efficiently becomes a key problem. The stream processor architecture can integrate a large
number of function units to obtain high performance. Then, we design and implement a reconfigurable
block cipher processor prototype which is based on stream processor architecture, and in order to
organize the numerous function units effectively, the function units are divided into basic units, inter-
bank-shared units and inter-cluster-shared units respectively according to their processing width. The
prototype is synthesized in 65nm CMOS process and several typical block cipher algorithms are
mapped on it. The evaluation results show that the processor prototype is area-efficient and its
performance is not only beyond that of international application specific instruction cipher processors,

but also higher than that of the domestic reconfigurable array processors.
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Table 1 Synthesization Results of Cryptographic Units (Frequency & Area)
*1 THEZERATGEEHER(MERER)
Unit Delay Time/ns Usage Areapm? Unit Delay Time/ns Usage Area/pm?®

S box(8b-8 b) 0.553 High 11217.9 GF(32b) 1.22 High 18090
xor(8b) 0. 04 High 23 shift(8 b) 0.39 Low 128
logic(8b) 0.22 High 143.52 shift(16 b) 0.52 Low 394
mod add/sub(8b) 0.31 Low 113 shift(32 b) 0.61 High 998
mod add/sub(16 b) 0.42 Medium 212 shift(64 b) 0.7 Medium 2424
mod add/sub(32b) 0.5 High 399.7 shift(128 b) 0.79 High 5575
mod add/sub(64 b) 0.95 Medium 7582 bit perm(8b) 0.78 Low 256
mod mult(8b) 0.98 Low 349 bit perm(16 b) 1. 04 Low 788
mod mult(16 b) 1.25 Low 1538.4 bit perm(32h) 1.22 Medium 1996
mod mult(32b) 1. 41 High 6765 bit perm(64 b) 1.4 Medium 4 848
arithemetic mult(8 b) 1.28 Low 734.4 bit perm(128 b) 1.58 High 11150
arithemetic mult(16 b) 1.3 Low 3713.3 byte perm(128 b) 1. 08 Medium 6304
arithemetic mult(32b) 1.43 Medium 18051. 8 byte mult(32 b) 1.22 Low 747
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W 2 o . CLEFIA 5 4
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Table 2 Usage of Binding Xor Operation SAFER 4+ 19 18
x2 HAESBREFERME Sperpent 10 9
Operation Usage/ % Delay Time/ns MARS 88 78
xor-S box 77.59 0.6 Twotish 8 5
S box-xor 76. 10 0.6 FOX-64 10 7
xor-shift 56. 40 0.83 RCE 11 10
shift-xor 50. 87 0.83 MISTY1 38 36
mod add/sub-xor 19. 63 0.35 SMst 13 7
Xor-mod add/sub 47. 20 0.35 FOX-128 12 9
logic with three inputs 50. 97 0. 45 KASUMI 21 13
ARIA 9 8
HEAR 2 ML . Note: * has more than one round functions
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Table 3 Number of Round Function Instruction Pre-binding

and Post-binding
R3 BERENEREIHNESEH

Instruction Number

Algorithm
Pre-binding Post-binding

DES 5 4
AES 4 3
CAST-128" 7 6/5
Camellia 8 7
SEED 30 24
SHACAL2 9 7
SC2000 29 21
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Table 4 Max Parallelism in Block
x4 SHEARKHFTE

Algorithm Parallelism Algorithm Parallelism
DES 8 Sperpent 16
AES 16 MARS 16

CAST-128 4 Twolfish 8

Camellia 8 FOX-64 4
SEED 8 RC6 16
SHACAL2 16 MISTY1 4
SC2000 8 SMS4 4
IDEA 4 FOX-128 8
CLEFIA 16 KASUMI 8
Skipjack 4 ARIA 16
SAFER++ 16

ik 4 AT LUK B Bk A R R WA B
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Fig. 1 AES mapping result
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Fig. 3

General architecture of RCSP
% 3 RCSP 44 Kl
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JEI S8, RCPB 5 b 252 5050 3k F i 58 25 49 1 AH
ST BT AT LAl % ) Bk R S A A

P Sk 2 0 B R a1 o R A R W R
FHEAT R A5 0 5 0] 5 5 B A L I D v i) 2 2R
(45 (] 5 132 BURRT ] % 2R 46 0 A4 7 3 88 A A R T
WE 5B PR IT B A E W LRE A7 b ] 45
ROBWEBHRITIT R E WS R A NS B
XF Y LRE dnBCH 2 #4558 B, 45 058 i 28 L H
T 45 5N — AN B % 25 R 0 T B 50 BT X
() LRF . [, LRE 2855 28 0. A ) 45 L 17
17 25 A7 25 10 ) I 4% 2% 25 75 2% 45 SR M Th BE Bt

A DR R B 5 S 58 R O T Y T K 2. PR R
Ui oo & B XTI A LRE U VE 4, 48 T
TR U AL A% X B o3 A 20 S5 A a] DUA S0
PR SIE IR N2 A 4 T AL

W Y AF %% (key scratch pad, KSP) % & K
32X128 b, ZE A~ bank H Xt R ) 437 95 & 8 b, Bl 4
A bank —¥ Al Lha] KSP $1 32/ 5 —A4> 8 b /Y &l

™ RCPB i #8 A7 — > 22 77 iff 51 5C (shared
memory unit, SMU), %> bank ) SMU i 17 F 5
BT LR W 24 RCPB Z (8] 1Y %X
R

5 LBKIEREXTLL

il ] Verilog i &5 %) RCSP BEA47 4 i )i » i i
65 nm CMOS T 2545 #E 5.5 J2 S A B 480468 20 0 5
THAY AL AR R BEAT 2 AR LR S L SR A A RN R S
7. Herp Slack  TEAE 7% 58 P 2 38 I (] 35 A2 249 0R
S HLOHRB R 3 7 92 Bn I b A 38 T D) 258 5 45 1
e 5 1M Slack Sy 5 B3R 7R 92 B SE 38 I 6] 2 1 29 0)
FF.DC g THE S TR MRSt RAELEE



2840

ARV S KR 2017, 54(12)

45  RCSP I 47 48 J /85 AT 3k 826 MHz, Ay fR1IE T
YEFRE 1 ¥ RCSP T AR 4 1 iy 800 MHz. J5 3
BHE R RCSP 78 800 MHz T ARSI % (135 541t fg.
Table S Result Based on ASIC Implementation

x5 EFASICEHMER

X 1R B B3k 4 A E AT A D, 45 2R R B RCSP
o] PAE AL B SP 45§ | Feistel 254y . LM 454 19 43
L. T E R AL B R SOk, — S
i AES, DES, IDEA i 52 8 45 51, % & 3] MISTY
SR AE B — AR B T MISTY 4544
18R 5 s KUSAMI RCSP 5 H i % ft &b 34 8%

Delay Time/ns Area/;im? Slack/ns  Frequency/MHz - . . . o
1.25 1893731.5 0.02 800 HEXS LA B8 I 3k 6 . Hotir . Crypronite™
CCProc-**/ \RCBCP™ 3K [5 ] #1 MCCP-* Sy v]
1.23 1893731.5 0.01 813 .
% 5% % ] A Ab B %5 Celator'™, RCPA™,
h22 HOL05.4 0 820 S-RCCPA", Cryptorapto ™ , RCPCI™) 3 4 %] 4 #y
1.21 1936873.7 —0.08 826 ﬂﬁ*@%ﬁ%ﬁfﬂ%ﬁ
Table 6 Performance Comparison with Other Cryptographic Processors
F6 AEZWLERMEREITLL
Processor Process/nm Area/mm? Frequency/MHz Throughput/Gbps Algorithm Reconfigurable
0.73 AES
Cryptonite XCV2P30 400 0.73 DES N
0.57 IDEA
CCProc 130 5.3 250 0.41 AES
MCCP XCV4SX35 192 0.85/1.90 AES
0.05 AES
Celator 130 0.1 190 Y
0.03 DES
0. 69 AES
RCBCP 180 312.5 0.4 DES Y
0.42 IDEA
0.79 AES
RCPA 180 14.9 180 0. 46 DES Y
0.4 IDEA
2.8 AES
S-RCCPA 180 13.4 243.9 0.9 DES Y
1.6 IDEA
6.4/128 AES
Cryptoraptor 45 6.32 1000 2.67/42.67 DES Y
1/16 KASUMI
2.16 AES
RCPC 65 4.28 400 2.72 DES Y
6.3 SMS4
1. 55 AES
Literature 5 180 18 350 0.45 DES Y
0.79 IDEA
2.63/10. 24 AES
0.52/1.7 DES
RCSP 65 1. 89 800 0.52/3.76 IDEA Y
0. 49/0. 98 KASUMI
0.46/1. 83 SMS4
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MR 25 4 45 5 RCSP LA# /N 1 T LG 4 3545
TR M BE. RCSP Xt AES 1y 52 81 #: BE 7 CBC
H1 ECB 4550 F 401555 T 2. 63 Gbps Fil 10. 24 Gbps.
ifi % F DES Fl IDEA, 7 CBC #1: F % ik % ¥ 4
0.52 Gbps, #£ ECB X . 38 it 9h 1] 3 /K FE [0] f:
AT A 555 T 1. 7 Gbps F1 3. 76 Gbps. il i
PEREXT H & B, RCSP X %% A% 53 vk 1) 5 0P 8 B &
T H A T FE A AL BERS . K RAR T T AT A Y
Aib B2 1) S B BE.

55 B3 25 4 19 1T B AL % 1 Ak B AR EL 4 RCSP
SCEE FEA 5 F Celator, RCPA, S-RCCPA /b 3 41
F . pOH AT AL G A R 8 b Y LA Ak B e T RN £ 4%
BL N ST Vel i 1) =R e AN A S N e
PEBE S T 5 WG, 1T F AL 43 41 %% 5 AL B 28 RCSP 3k
5T 55 Y R 5 25 A T SR A % A A B A A 2 Y % D
Ab BEE BE.

5 BB BT R FE B T Al AR %, RCSP i ok
Bt R s Ak Ko 5 F 9-9 (0 S A FRfER
MZ&ESHAELU. BT KASUMI 25/ 1 T
FHE 9-9 19 S & . RCSP X} KASUMI % i 5z 9 4
A 4%, Cryptoraptor #& i1 T 10-32 fy & $8 &, %}
AES.DES.KASUMI 1y 52 #i 1: B ¥4 25 T RCSP, {H
Cryptoraptor 592K 15 11 7 745 550 , % F 75 Bl 4%
] IDEA B9k I HF80R 2 L Cryptoraptor 1 1
PEREXT He b [0k T IDEA B2k N B AR s
[ Cryptoraptor ¥ I {4 #8 K 24 & RCSP 1y 5 %
(R T.2 220, H Cryptoraptor & [ 3 4549 ,
N FH T %2 M R A

6 HHRIE

Bt e Ak R B R A A Ak B AR E B R
U RGO R L IR S A B AR B A
P B A5 B 0 L SR (G Y 00 A (E AL B BE AN A
Oy PR G — 28 e e 2 B AR

BT b3 AR AR o 4 A S R AR L AR
oy A FRER PERE  FAR A T 2 41 A Ab B
A TEREA T, JF 5 T2 8 BT 5T 9 % Ab B 4% P RE R
THEAR. R T 38 i 52 0T & e AR SR A A 5 4
233 A 9T B 22 G 0% R L T R R T B R B A 45
PERCH WY 98 5E BT /e S s T A o 2 i 0 R A7 4
IR A FFA7 Ak BB )P O A B A R LA K 2
AE BT | 17 Tl 45 1 157 B0 00 4 0L AR PR RE B2 THBOR B 4
TN BT RSB T I Sy 2H 4 A Y R E A A

fb P g8 J5 I RCSP. 78 65 nm CMOS T. &£ F5E i T
RCSP (/)32 48 25 £, 3 o B 53 21 5% A5 53 0% 1) e 55
S5, RCSP 1) % 1t 52 90 M R 38 o T Hofth %
54 hb PR g%, T H & T Celator, RCPA, SSRCCPA
L [ B 235 g ] B AL R Ak B 4 L 5L AT AR B 0

B KA % S &5 8 BT, RCSP X
MSITY , KUSAMI 4 553 i) 52 B BB A% Ry 2 T
TR AR HERE. T — 2 HIEE N 99 A
k.
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