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Realtime Capture of High-Speed Traffic on Multi-Core Platform
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Abstract With the development of Internet application and the inérease of.network bandwidth,
security issues become increasingly serious. In addition to the spread of theyvirus, spams and DDoS
attacks, there have been lots of strongly hidden attack methods. Network probe tools which are
deployed as a bypass device at the gateway of the intranetsmean colléet all the traffic of the current
network and analyze them. The most important module of thetnetwork probe is packet capture. In
Linux network protocol stack, there are many performancesbottlenecks in the procedure of packets
processing which cannot meet the demand of high speed network environment. In this paper, we
introduce several new packet capture engines based on Zero-copy and multi-core technology. Further,
we design and implement a scalable high performance packet capture framework based on Intel DPDK,
which uses RSS (receiver-side scaling). to méake packet capture parallelization and customize the packet
processing. Additionally, this papet'alsol discusses more effective and fair Hash function by which
data packet can be deliveried toddifferent receiving queues. In evaluation, we can see that the system

can capture and process(the packets in nearly line-speed and balance the load between CPU cores.

Key words packet capture; receiver-side scaling (RSS); multi-core; DPDK platform; Hash function
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Fig. 6 Distribution of physical memory into segments

and zones for further use
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Fig. 7 A rte_mempool with associated rte_ring
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T EARHEE 1A 64 B BIAT Y B AR JE AR AR 45 4 1T
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GEAE. Y cache 2N E 20, St EEES
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AL AT LK 22 YRl FH B4 0 G2 3R AT PR 7 Tra) DA 17T 98¢ 4 %
ring 45 1Y 77
3.1.3 ZfFEM

AT BE 06 1% S 0 265 04k 1Y 1 AR RT DL
librte mbuf B FEE AL ZE b X rte_mbuf. X 655 af
SITEN AR P 52 BRISAT 2Z 0 B el s R I A7 i 7E
P AE I . AR A8 AT i, B R B AE T DL i 45 mbul

K46 5E Vi 7] 3 — 4> mempool. Bk —A> rte_mbuf 2
2 11 2Bk A 1 mempool' . R T2 94 HE K 4L
AL ST . T LUK 24 rte_mbuf 55 3 15 — .
WE 8 s, B —> rte_mbufl #R4L 2 o B4 LL L AL
WAL — 3 L H A B R & — R —4
rte_mbuf 8 %F LLSZ I 2% o X 5.

T ZL R Y J2 , Intel DPDK 3 1 6 8 30 5% fh 4
JZCEAL 4L BT A FE LA B 3 1) 40 355 B804 A A7 i
i 25 [F] A V)23 8 0 3 S AN SR I T R 1. &
ANFRUEASL 3 25 Kk A5 2 2% (1 Tyhes i B ok 5k 5l
&l TCP 5 UDP Ppisl, W) 75 220 45 i 1304k 1) 4= T
WHF R LGS 2 TR 51 FE AIDPDK 7 4 fh
AR HHEAT T K.

rte_pktmbuf datalen(m)=rte_pktmbuf datalen(m)+rte_pktmbuf datalen (mseg2)+
rte_ pktmbuf datalen(mseg3)

EN

Ly

= I |

i > rte_pktmbuf datalen(m)I<! {1 —rte_pltmbuf datalen(m)=>1
1 1

__________________________

m— pkt_next-mseg2

Fig. 8

m— pkt_next-mseg3

—H rte_pktmbuf datalen(m) <=
1

m— pkt next-NULL

One packet as chain of rte_mbufs

B8 Al 2 AN rte_mbuf £ — %

Table 1

Comparison of High-Performance Packet Capture Engine

Z1 STHEatEaBRARMLER

Techniques PF_RING PacketShader Netmap PFQ DPDK
Memory Pre-Allocation iV N J X N
Multi-Channel Process J J J J J
Memory Mapping N N N N N
Zero-Copy / X X X J
Batching X J NG N N
CPU Interrupt, Affinity N/ N/ N N/ N
Memory Affinity J J X N X

Moadification D.K.K-U D.K-U D.K.K-U D.K.K-U D.K

APIL Libpeap-like Self-defined Libc-like Socket-like Self-defined

Notes: Distands for Driver; K stands for Kernel; K-U stands for Kernel-User interface; / stands for support; X stands for unsupport.

3.2 AR

— > 52 B ) B A AR 2R GE AN AU A 4l 2R Y
S R KRR S B L A A A B A
ZITTH R SRR R GEMELR AEME S 2 A 2 Bl D) g
BBk, — A~ A RCE AL AR R SEHE R AT ¥ Sk
MR G I RER R B E RSB H AW H AR

D) ar g fr. B 4l 3% 5 S8 0% BE % U5 i
MRk AT BEATAE 1 bug b 8B 9 D BEARE B LA e X ik

RELEAT AL » 447 1) o B mp X DA 3 o 1 52 g 22
SR BER /N,

2) APARVE. RoHn AL AR AR SR AR T b 0 A% b
Loy MR R A FE A L A 3R R GU T 2L 8 R e L B
IO Xt 25 Fof AE s v AR 2R B . ] s AS ] Y D) RE AR
T 0 ke e R AT B B A BB PR Dy A B ) 2 T
SR IE R BB A TR T R A Y

3) R BE AL AR F S8R AR A [R] Y ) 45 35
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B bl PO TR] e R 2, B B 52 AT 1 AR T
AN [R) Y T

4) P E . BT B A A AR R G AN R 4y
XoF B3P A Ak ) 9 AR AR PR AR K, 4% Bl 55 43
Mt Bt A M Bl 22 A s i DA AE 8 T e 75 2 R B
FH (1 ) e A% He Ak

RGO K B4 B A 4 R OR [
PR ISCRIZ U B A 5 R G s o i i SRR B
FUE o BN 25 7 B S AR AR M B BR T B IR
A 1 ¥ fif 22 A0 i G 1 3 1 i S0 T ZEORAE Ok
RGN AR 3 Jr

IDRE: A€/ TR N B iR e % & A O
G325 BR 5 X B AL 1 45 )2 Sk R AT B AR 1 i et e
AL I, 3085 338 I T 0 45 2 DL i o i AR
— 2% A1 9 PR

2) B A Ak BEARE B g — R SCRR BT 9 N A
JE— R ECHE F A A B, ) dn fig BT HTTP P i 9
HTTP sk kb 3 DNS ) DNS #5 He %5, 4% Fh AR 5]
RS B e — BT E R 1, SR AR AT R A A
DX AR AR R 32 B AN TR R LAY N 25 2R AT 20 AT S H
o HTTP A9 2K K i hy Sk 358 4.

3) R SCHRE A AR B 4 T 0 B84 A K AT S Y
PR ISUAH G Y 235 55 T B30 JAe A Ry 3 A 445 SRt TG Al
Y.
3.3 HIEAEK

BdE L Bl B T Intel W9 1 GE BOHE 0 3 3K
5| DPDK. DPDK % i FH#E ¥ 4i 4k o B2l 43 T 4
JIt e A0 FH 11 R PN A7 33K 26 5K 0 A7 9 241 2L N 77
it I 28 47 55 Z2 R B AR TR G, (IR R i L BR
T A OB A 1 K SR AR T ) 4 A B 8 T B4
SRR P IEAT R S S5 R 9 iR BT
DPDK H R S0 AR T o W itk A7 e f e L&
X NET B rte_eth ra_ burst O30 E 92
W A B s A X SR R AT B Rl 1
W 3 S OB — A Bl AR Ry — A A I fi
K F AT H b A ]9 ek Fiou i A ik 17 A 3,
AT S B A7 124 =X 1 5080 0 53 B

BT DPDK 2 it 2t 42 S 85 4l A %, T LA 7E 98
— WK ra_burstO) J5 » B PR B — > 2 U2 14 5
AT AL FRATTB EE— A Local_mainO) MRELAE I HE
A E—Hsfr g ELRE PR A ra_burst O
FEAE BR Ak R A A K Hh B €0 Sk o AR R A Sk R TR TN
() £ [ ] R 50 0E 4 7 Ak B A Ah B85 o i 2 BHL ZE 1.

rte_eal _init()
[

v

Call
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Z
Number of Packe ero

Not Zero

Sleep()

| Packet Parser |

|

Call
rte_release_buffer(),
Release Buffer

exit()

Y

rte_eal exit()

End

Fig. 9 Workflow of packet capture using DPDK
&9 fli ] DPDK Hfj 35 £ i 40 19 i 72

3.4 NEEETFER

BANZRGE N 2 DR R ITN A, 50 R
TCP i 3C A7 b A1 38 i S P A7 3t L 3 5L DL 3
5 SC PN A7t R ) T R S B A T D 4R SR i A
e B PR RETT 84 » FRATTHE R STAR A AE N A7t b L T 7E
A B0 ] A3 A% 3 412 SC G b b R SC AR B2 i L Ak B 4
R R s K 3 AN BAF  BAF A% 3 R ] 10 s

Get Address Packet Address Fos=sas '
Parser Buffer Queue Send Buffer Queue , '

Reclaim

Packet Address

« Multiple 1

! Callback | i__. Plugins

Address
Packet Delete Queue [«

: Function |
- D Address Queue

________

Fig. 10 Packet address transfer process in queue
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o % 42 WA 380 i SC S A 36 R IE E I R SCOKS A
DAt JF btk K A AR A AT BB A 42 0 A O
I FH S TR] 0 4 4 F i SC AT il AT o A AT 285 SR U
W LR SO TT B S5 4 b, b R 25 RS M bk B —
kA B BA A 24T I B A A B3 A S8 0 — A B
2% RS . ffi ] T DPDK H 2 BEHY rte_ring K77
B S B JC A By S 11 FoR
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pkt 3

> . 4
Ring Buffer e
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Fig. 11 Packet buffer queue
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B b Y — > ) B2 B 2o ] — 4> TCP J% 2 e A
FIAS [ A9 0 BB o 2 T 55 gl A2 W S £ BA 571 i ke
TR ALY Jr . FRATAE AR S — b X AR RSS Ry
Hash 3, B2 Rl — TCP &t iy 8l 2 6 e
EATR AT SR T AT H 2 W 3 ] — A R BA A

AT E e R JE e RSS Bk, B H
Toeplitz # 51 o £5™ 3 F 4 Sk 5 BF0(E I 38 3
SEURE AR AR DRt WIR A 52 WA BA 37 O A7 fid 43 2H. RSS wJ
PARE I TP/ TCP/UDP 42 3k v 59 A ] 7 55 ¥ Fil » {2
W — M w8 TP, H Y TP, I 1, H i1
Ui 115 DS A A TG 2.

Bk 1. RSS Hash {H i 8& & 1 (Toeplit2) ",

BN s B AL SKFHB A oT ] Inpue[ ]\ FEAL % B
RSK;

Bt B AL S R LT ) Hash {8 rec.

@D ret=0;

@ for each b in Input] ] do

® if b==1 then

@ ret = (left 32 bit of RSK); [ ¥ 5 RSK

iR 32 ALl + |
®  endif
®  shift RSK left 1 bit; [ * RSK #{K [ A&
Rah 1AL =/

@ end for

Bk 1 JE RSS A ed i O AUAS  INPUT 2
H P 4 2 0 A% B 22 Sk B8 Ak [RIEH i) os . A3
12 B. %] 40 B(320 b) i BEHL = HTCRSKD 5 i A fH
RA MR FE. B RSS 8% R 7 R 3t b B 17 582
PRAE R A RE P b, BB 0 RSS B30k M H SCHR X
TR ke 555 2652 g PRI ¥ (R OR S K i 15 45 B 30 72 )5 1l —
F 43 I TE IK SR e i B I e ke A INAE. FRATT L
TE T4 RSK i 15 Hash ok %k 7078 % R W5, X Fx
Ui e B T R AR (90RSS BOHIAE L B 5 AT H i
1P DA s 19055 i 454
HashCsecIP L dstIP,srcPort.dstPort ,RSK) =

Hash(dstIP ,srcIP,dstPort,srcPort,RSK), (1)

D IEXFFR RSS BAS BRI B B A 5% 1. FATT o 22
B Z 0 2 X (DL AT B A S f A4 1y
RSK #H T 3R BCEL 51 MH. 1] an 25 2 — A Az, 1
A 32 iy RSK J TRz 5. Wt vl . x5 T n fi
INPUT, HAH (n— 1) +32 fif RSK H T4 i, Hash
fH. W2k INPUT KT 805 T 290 fii . RSK ¥ 1§ 3
B55 1 . BT LU T INPUT o 9 45 5 47, % 0 T
RSK 13 Bl 2 e . R, AT el DL s 35

IPv4/TCP (& UDP) %45 3 8 51 {5 ) RSK ) i 35
BB R e 2. 0, INPUT (945 1 AN (i 8 )
XFE RSK HOHT 39 17358 2 N A 79 (NS 9~16
B XF B RSK H e 9~ A7 i 1y 38 [l 38 i 3 #h 5
HL A EAES T £ 2 hAFE INPUT 447 e
Xf % RSK 13 Fl.

% RSK[A:B]3 5% RSK 1 )\ A {84 B
A7 [ 1 %% B A

Table 2 Associated RSK Range When Computing Packet
Header Hash Value
%2 it IP Gk Hash ER AR M RSKEE b

Input Length Input Range RSK Range

SrclP 32 1-32 1-63

DstIP 32 33-64 33-95
SrcPort 16 65-80 65-111
DstPort 16 81-96 81-127

fili 2 2/ =8O FRATT AR 82, X (2O
TN T B 2 UE R H R TP Mk LR R AN H bR
ity 19 B 1 RSK A3 % FAH [ 8 . 4n 5 RSK i i
FEL il A2 1 25 A8 6 T 2 A D7 1) i) TCP Ui A1 RSS
Hash {ECKs & A0 R 1.
RSK[1:63]=RSK[33:95].
RSK[65:111]=RSK[81.:127].
HE— 256 5 (2) v () T & X R 4 S T AR 2 LA
T3 AR RT3
1) RSK[1:15]=RSK[17:31]=
RSK[33:47]=RSK[49:63]=
RSK[65:79]=RSK[81:95]=
RSK[97:111]1=RSK[113:127]; (3)
2) RSK[16]=RSK[48]=
RSK[80]=RSK[96]=RSK[1127;
3) RSK[32]=RSK[64].
AT LR AT — A 2 (3 Y RSK 1y — 4>
R A 13 B

(2)

0xDA65 0xDB65 0xDAG65 0xDB65
0xDAG65 0xDA65 0xDA65 0xDA65
0xDA65 0xDA65 0xDA65 0xDAG65
0xDA65 0xDAG65 0xDA65 0xDAG65
0xDA65 0xDA65 0xDA65 0xDA65

Fig. 13 A symmetric Hash satisfied RSK value
13 — A X FR Hash Z23R 19 RSK #8114
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Fig. 15 Traffic loss rate with the increase of traffic load
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