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Abstract With the rapid development of energy Internet, more and more distributed energy systems
are accessed. The demand for network and information security of energy information is increasingly
urgent. Theoretically, quantum secure communication can achieve unconditional and absolute security
in information communication. However, its application in power grid is still in the stage of
exploring. This paper focuses on the performance evaluation of power quantum secure communication
in the global energy Internet field. Firstly, considering the diversity of the grid business scenario and
transmission loss, the system architecture diagram of power quantum secure communication is
proposed. Then, through the simulation of the power communication transmission environment and
actual business scenario, indicators that quantum channel and data exchange channel of power
quantum secure communication system are evaluated in six aspects (e. g. distance loss, pendulum loss
and connection loss). Finally, the feasibility and security of quantum secure communication
technology in power communication field are verified by simulation experiments, and the development

of energy Internet can be effectively assured.
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Table 1 Quantum Key Generation of BB84 Protocol
*x1 EFEPHEHN
QKD Examples of QKD

Alice’s Bit Sequence 0 1 0 0 1 1 0 1
Alice’s Basis + + X X + + X X
Alice’s Polarization A — A A — — A %
Bob’s Basis X + X + X + + X

Bob’s Measurement A or Ny - A A or—> A or — A or—> \
Shared Sifted key 1 0 1 1

Notes: + and X denote basis; arrows denote photon polarization.
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Table 2 Wind Scale and Wind Speed List
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Wind Scale Wind Speed/(m « s 1)
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Light Breeze 1.6-3.4
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Table 4 Test of Connection Loss based on Light Breeze

x4 —HREEHRENR

Test Case Loss/dB AQR/Kbps
6# 41~ 3.736 20.194
6% +2° 3.738 18. 376
64 +3* 3.737 29.990
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Fig. 8 Test of encryption algorithm
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Table 5 Stability Test (7 d)
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Test Case Environment AQR/Kbps
1st day 21.220
2nd day 22.385
3rd day 16. 58 km 22.277
4th day 8.72dB 23.456
5th day Light Breeze 20. 277
6th day 20. 281
7th day 22.023

B XF it P 25 38 A5 B AE AL i A
PE AR SO 5 L ) TR B S RGN % )2 Rl
SR TERE S B T R G T AT R B E T
2 D\ S RE SR sh RE L SR AR B T A L
UL ARR M 6 S U7 AR T M RE AT AN 2L A L X i
T BURT 2 11 M E 1 L DU X A 2 A T I P AG

NI 88 3 U A e A SR RE KOk L e PR
JEHI R PG RS R TR S ERmEEE R 40
km Gl T8 (L R4 FE S 7. 65 dB) I (19 5 77 24 )i %
h 5.562 Kbps &4 i KIE B AE 40 km £ 47 S LA
SEBR R L T LR T IR T A I B 5 R
185 O, FEAG S8 T 13 b gk AL R
X OPGW 738 18 32 K KU M 915 Bl K, 40 24 B
oot AR TE ORI RS, T — 25 75 BT J e 4] i F
GE» SEIAE B 05 1 52 K TP 0915 B 48R fig AR IE
HL 7 B TR %8 {5 W RUE B AT, B TR A TR
] A58 1 3 e 1 )5 2 B ilE — L a5 G L 55
ST R ) 300 A T ) 4% 2 I T SRR 4 R R
B, i RS RGP S S L b RE
EZ FDCEF B SI AR R . '8 3 Y e PR R
AR KRR EE Bsem T & 15 5 1 i Ve ge I8 I A
TR U P T EORG B e £ O LU A O £ 3 G 1 4



IR T 46 TR 1) B U IR 10 g L Oy e TR B AR AR e R AT

719

i 1 Xl 55 JZ= 1R BE 45 B 59 20 B BT VPN XS
AES-128 53k i 32 T [ % SMA 5k, B
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