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Abstract Hierarchical identity-based encryption (HIBE) in fixed dimension has drawn wide attention
because its lattice dimension keeps unchanged upon delegation, but there is a common defect of high
complexity in trapdoor delegation stage of these schemes. Aiming at this problem, we propose two
improved HIBE schemes under random oracle model and standard model respectively. We first use the
MP12 trapdoor function to construct an optimized Z ,-invertible matrix sample algorithm. Based on
this optimized algorithm, combined with trapdoor delegation algorithm in fixed dimension and MP12
trapdoor function, we design system setup and trapdoor delegation stages. And we complete the
HIBE scheme under random oracle model in conjunction with Dual-Regev algorithm. And then, we
remove the random oracle by employing binary tree encryption system. The security of both proposed
schemes strictly reduce to the hardness of learning with errors (LWE) problem, in which the scheme
under random oracle model satisfies the adaptive security while the scheme under standard model
satisfies selective security. Comparative analysis shows that, under the same security level, the
overhead of trapdoor delegation in our scheme under random oracle model is reduced significantly
compared with the relevant schemes, while the overhead of our scheme under standard model is
reduced nearly 6 times compared with the relevant optimal schemes. Furthermore, the parameters
such as lattice dimension, trapdoor size and ciphertext expansion rate etc. , all decrease in some

degree, and the computational cost is reduced obviously.

Key words lattice; hierarchical identity-based encryption (HIBE) ; trapdoor delegation; learning with
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Rl BRI — AL, TEREERRA L BATERAMAEESA T EHATBITRAER
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E@im B AT HEDWH S B ME RBITRA; BZAFT ;IR TR AR ARR

hEESES  TP309
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generation center, KGO Fl| H & 4t & FA 8 A= Al %
T B 03 i () EAR BT 56 T 1984 4F Hy Shamir™ ¢y ¥k 4
th o H #2001 4R, AT SE PR B IBE J5 % 4 H
Boneh % A" i I 52 T IBE 42 &R, B )5
IBE W58 51 % =7 & 19 )iz R . IR Z IBE 1)
FASC T R ARGR L

T B 1949 9% i %% Chierarchical identity-based
encryption, HIBE) {4l /& IBE {4 i) — e, 1E
HIBE i v, 24> KGC SR i B [ R 1 4544 43
A, HIBE a] LT 4 3 AR KR ASE 199 2% 1) 12 ] 3
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SE VR A TR S A 5 s IBE R,
I A8 HAEA 1 (HD IBE 7 & 1) 3 2R F X Regev
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I 52010 4, Cash 48 AW 3T Gentry 45 A [ i
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e 3 A BB A HIBE J5 8 HFa 1T IR 4 53 1)
TRAEBATTH AR S RS PO TR B 2 2 R KOG
F P S B BRI FR GE 5T S BUAKR 1 4R EL L B
TR 25 2800 KM B0 1R A 19 52 2% B 2o s 1)
7] 85 5 2010 4E, Agrawal 4 A" F EUROCRYPT
2010 [Xt Cash 25 AN B Iy 64T 17 2k ¥ 4% B
FE Oy i) d R 1 LA A E O PR 0 O St R R
SRR E 1 AR B O X DT A% A 4
KOWE A 22 500 PR FE A G A S Mg L (H 4
BRI RAR S S B AR B T TR E S50
i M T B T IR AR 52 2% it R 52010 4F, Agrawal
45 NPT CRYPTO 2010 142 Hy— i[5 5 2 5
LBATTIRA HE A L BIAS 19 4k 2078 B 1] IR A 1T DR 47
AR I HET A 3 ) —Fh s &) HIBE 05 8. A% Y
AEREME HRmM T RN E LSS HEHKE % X
U 8 SO K 3 45 2 808 D AH O, TR A | [T
AERL B TR AR BR 5] kS 25 A 22 G iy )z e T
B2 7 S8 FRBA 1T IR AR B30k 1 4 3 S (RS — Fh Z, ] 3
S B 1) B BB 92 (SampleR) 112 58 16 B0CR WO T
JEARRABESL L H Agrawal 5 A BT R T JRUAR R AE
Bkt iR SCER 12 )b 4 R A i A S
B2 Y S B B2 kb is 5L 30K 5 2 SampleR 55
Y 52 2% Bk v o R T S e B 1T UR A RO
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IR A IE R IE 2 (hermite normal form, HNF) Fl4E
PR 30 4 AR G SCRR (12 ] Y J54% SR AR B 1 . MP12
JAG SR R B TR PR 0, LSRR SR IR AT i 3 Ho
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BT TIR A B B . SR 5 5 X Regev I A LS & 5¢
JBEAL TS AT 5 S A 3 5 3) A ] Cash 45 A
P& H0Y 1Y 3 BRI 4 AR G T R B AL S LA . AL
7 B 2 R AR fE R R 1 HIBE J7 2. R 5 R 2805
ZE AR [R] (0 22 A AR AT ™M 1 2 A VR B L TR W] 45
REW A2 AT BRI IH 2 B
2] (learning with errors, LWE) [a] J5l i%) X fi# P4, H
PEEALE B B9 HIBE J7 220 /& IND-alD-CPA %
2V FRMERE T 59 HIBE J5 &3 £ IND-sID-CPA
BAE. TERCR XS 3 T T O B b AR X L 4
R ATH HIBE B TR A 110 SRR RCR 5
IR A& 1 43 TF BEAT X . X e g SR B . S5 [R] %2 4
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A = {il‘]b,:l‘l 6 Zal == 192,-..,',}1}7
i—1
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EE)Z 2. q ﬁ*% i«ﬁ q»nsmezaAEZZX'"»E_ uc
Zy i€ X

AL (A ={x€Z" :Ax=0 mod ¢},

Ar (A)={x€7Z" ;Ax=u mod ¢},
BUT A 53 A 17 1m B g WA 0 18 m 4E 51 )
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EX 3. B E i SRR 0=>0, 5@ L LA
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a.c(y) Pg,c(y>
Dy,.(y) =L = .
A pJ_C(A) E‘Oml;(y)

yea

HryeA.p.c(p)=exp(—x | y—cl [6").
1.2 #HXE LN E X 5 3

ATy M 3 T R TR MP12 B 1] AR U F
52 XN MP12 JFE R AR 4 B i 51 B 1 fn5]
2 25t s SampleR Bk i 51 B 3 45 1 5 [ 4E 40 Y
BATTIRA S th T30 6 45 s 513 4 J2 513 6 (Yt
AR X Regev B3 (1 H AR 34 1 2 19 SOk
C12]; BEMLI S B R 5 22 09 & A Pk uE W) 58 1 5| 3
TGI8 FE X4 AR fER AT U7 28 09 & A PEIE W]
FET T8 FE X 45 F 2 W IE A PR IE B A T 5 3 2
A5 9.
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FE. B n HIEBEL g AR IEE 0<a<
Ha(y/Ibn) 58 LW, Ry 0 bRl 2202 of V21
L0 1) A IEZS 20 A, X R Z, b 1 B B A
V.. WX RZ, B (Z,n, 0 -LWE [0
T ATE R T E L O M TF AL O 2
My W B P BE ML S ML O, B3 2 B AL AY 715 ML
Os 2 Fh = HLAY S b 43 50 a0

O, iy th B R AL X8 (u s 0) = (u s ufs +
x) €Ly X Z, o s€ Zi R BN 5] HOASZE 1 B 2%
] 5 5

Os KN Zy X Z, LW EBENL B 51 1 R AE.

(Z,sn,x)-LWE [0] 8 5o V8 X5 gk i 05 HL O &
AW AR — DB E A AT LR (Z, 0,
X)-LWE [a] & {5

LWE-adv[ A]= | Pr[ A% =1]—Pr[ A% =1]|
AT Z W), Hop LWE-adv AJRR A U (Z, .
n, Y)-LWE [R]85 i L #.

5|38 1'%, Randbasis B¥E. W n=>1,¢9=>2
MK m=0nlbqg)sm=m—nk,w=nk, k=
(b [ RN B 7 A B ] A 0k it — A
YISIBEMLI AR BE A FIAs A (A 5L T, i A K 6
FT S E o A — A B R AT (A IR T 2
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Pr[ || T, | >0 v/m 1<<negl(n), H Randbasis(T,,
O M EE AR AL (A MIEERXTW
Randbasis(T, o) i ) J& 48 it A 0] X 43 1y, Hof
1T <o/w(v/Tbn).

SIZ8 2. BATTIR 45095 TrapDel. 55] 8 1
ZHCH A A SampleR 53 CHLG1EE 6) il B — 4>
AW RE R. 4 B=AR ' .i15 Ty, ={(Ra, .Ra, .+,
Ra, ) <Z" ,FIF ToBasis & ik (L5 B 9) ) B %%
Ty 5635 KM BE B B 1T A Ty 32 A7 51 38 1 iy
Randbasis (T »0) 535 -4 AEFE B BIFE 1T THERE Ty,

SIEE 3. 5518 1 S H0H ), 3 0T 40 B R
JEH1 SampleR B35 (WL 53 6) 4l I H = i 280 o W
o= || Ty || Xor vVime (16" m) 4 Ty Sy 151 52
2 WG TIR A B TrapDel i B9 %6 B AR 1 [
TR 0 Ty 15345 551 31 1 1) Randbasis(T,0)
R o e AN X o T 2 45 AR AT
BT | T | <olw(vIbn). 35 R i ¢ 4F
JH SampleR 532 il BORE [ 1 AR W00 o 30 2 80 o 1Y 5
B E 6> || T, | X (ox vVmw (b m))'w(Ibm).

5|3 47, SampleRwithTrap % k. 55| ¥ 1
ZHOHE. W T 2Z ¢ "W A A€
Zy " GA e SampleRwithTrap it — A~ Z 7" 4E [
R, EMAIENY D, G it 4530 0 43 A b BEHLI% BUE
MR %) )i, H 8 1k SampleRwithTrap fi i (1)
AR IBATTHLRE Ty W5 12

Pr | Ty || >orlo(/Tbm) 1<negl(n).
5138 520, 55131 2. ¥ e HZm it

Ly <2y 0 | ey | AT A AELO . g— 1] g
BRI ey < | e qao(/Tbm)+ |l el vVim/2.

5|38 6%, SampleR ¥t 5518 1 ZH0H .
W T RAEZ k&S FIL 5 51 38 U g R A
FLBEALIH I m A~ & r,<Sample(Z" . Ty 0z 5 0) ,
Hori=1,2,,m, ¥ r, Y/ERFERE R (5] ) 1. W2
JEFE R ZZ Al GEFE R &Z AT 45 5 FE R mod ¢
ABJRZ " 1 B Rl 38 A0 B4 A, U 4 M R, A5 U 5 8 4
B r,.

S 7. MP12 [ 114 k. 5518 1 248
R A HEZ " AWM . GEZ " R A TF
Y RE B S H— N S BENLIE FE A€ Z) " A%
Z 1 3 B [8] ( probabilistic polynomial time, PPT)
Bk TrapGen (A, H) R H A, = [A | HG—

AT, J€Zy BT 14 Ty =[a) [ a; || -+ [ @] €

27 BT 51 (T, ) <<v/m X (VIbn) , Hrp A,
TEZ) " PRGBS, T, SR 55 A FAT].

SIEE 8. MP12 FURRFEF L. 5513 1 248
AHTR] B w€ Z 7y Ry 45 BEAIL ) it o 78 43 KA e 0 2 4k
6=0C/nlbg).w(/Tbn) Fm Witk T V1bn .
WU A A0 A8 % 22 1t i) (] 35 MP12Sample (A, M,
T, su.0) . Hh . MeZ; ™ filimE ecZ" “, He
53 A 5 Dol k) oucymm Gt A A IX 53, Prie<
DA" (F)ow (/o) 2 lel >0 vm]<negl(n), ¥,
F,=(A|M).

5128 9. ToBasis F k. 553 1 504,
WA R m Yeps AR — i 1k 2 0 Uk
BIAMS A PEE — AL EAE A i — RS
oS, s AR AP — T, R

ITh<Isl.BlITI<ISIVm/2

S:{slasza"

2 HEERBHRARNKE

2.1 HSUHA
R TR X SCPAFS AT UL L N 1 R
Table 1 Notations Description

x1 KSR

Symbol Description
A" A matrix with m rows and n columns.
u Vectors, assumed to be in column form.
u’ Row vectors, a transpose vector of u.
The length of matrix R is the norm of its longest
IR column.
R The Gram-Schmidt orthogonalization of matrix R.

s1(R)  The maximal singular value of matrix R.
I The (ordered) concatenation of vectors or marices.

LIJ The largest integer is not greater than x.

1o A negeligible function is an f(n) such that f(n) <
nestin (n= <) for every fixed constant c.

An unspecified function f (n) = O (n°) for some
poly(n)

constant c.

2.2 4L Ay SampleR &%

AT —F A i SampleR B, B Bk
JEZ, TR R € 2. SampleR ik & 3 T [ &
YRR TTIR A= £ R ) HIBE 5 %8 119 52 22 41 1356 47
HOHE B SR BLAE : SampleR B35 (1 I 8] 52 44 &
AL S BE A B TR A B35 1 2005 i HL S e % 78 b
HER AR 1 HIBE J7 B0 3 b & 48 50 By B



M HSEIET LWE B & 2805 0 2500 O &

2197

(Setup) FI B 119K 2E By Bt (Derive) Y 74 fg. I 5h,
SampleR B0 B K AT 2 D IOr FL I |
SampleRwithTrap 535 (L5 B 4) 1 FEA TR .

A 1E B AL 4L SampleR BRI HE S
Agrawal 5 AN$&HBIBETTIRAEB LA L5 3 6)
AHIE]. 13 SampleR 55032 i i 79 R 2 2 JF 19
B i I ] 52 2 B 32 ok BT v i PR A T Y
JEAZCRAESE B B DL FRATT 28 R B 2 MP12
JFAR A FTE MP12Sample (0L 5 1 8) . HAR Ty 15 &
FIH] MP12 B 1] bR A8 38 2 TF 09 R R 5 B G AN
HANTFBETTHBE T K247 SampleR $ ik o i 544
FAEERAE. BRI R IT .

&% 1. SampleR% (1™).

BB m=0mlbe) FRIERE A (G R
BRI L Oc LB IS ECN o6 s

Hith . Z, W AEREREZ .

D 5513 1 9 SHOH R A 2 BEALIS A 5% B
nXm HilE,G R — A TFAE . G=1,0g" €
Zym H L Ea X AR, g =(1,2,27, -,
2" €2y k= [lbq|, Te MG HIATFRATT:

2) For i=1,2,+,m do:

O WHBEHL Oc:r <Dyt ., F €L HIWT
ro 5 Dge, TG WA I 0 P A 5

@ B u=fi(r)=Ar,€7;

@ & r,<MP12Sample(G, T 06 1) s 7: €EZ" 5

@ & ri=, | rodthl rezZm;

3 B AEHHFE R B i, K R O® AR R
Z Al 2 W R A5 ) R R AT A0 B 2.

ST Oc W% 2 FEALI 28y, il R S IR
7INEE B [B] 75 (inhomogeneous small integer solution
problem, ISIS) W 1 w 24 it 21 1, B 5 #E 8
AN AR R FE B MP12Sample (4 % i ) & r; 2
Gty Kl r M B PFE T R e RS
AW,

ML Agrawal 48 AW 42 H 19 SampleR 57
58 AERCE | MP12Sample 557k (9 5 A 302 /) B
AT S AT Ak 33 BT AN S A T RS R S
IERRAEARE S, B R AR th A G B A
G FERERA T FRR IR AL 3 L i [0) 52 4% B2 A L 1 i
BRI QG 16 ) ATFEZE O 1b n)  Horpr ¢
. R, M Agrawal 4 AR B ZRE R
Qn*1b® nn) 1 SampleR 55k FATHY 5305 52 2% i
OGn® 1b ). H W, 75 iyt BT i U5 B 550 15 1) i

Hh BT A Ry B SR AR ] B VB RO b BEL G IR 5 RECR
FER/INBR i 2 8 B 7 # 56. Agrawal 48 A ) HIBE
J5 %R F 2 SCRC21 ] B 11 A BB VL RSk 12 ]
(R JE AR SR RE S T Bagrawa =450 1g g AR 3L Bou =
2.3nlgq M ELZ FARCH I 19 51 HET.

FEAT I A0 B A7 AE A 2 2 A H Agrawal
N SampleR ik 2 TH 2 £ i) QA %
VER FH e e it 55 0 O X L 5 4 B AR ) 1
A7 1 ¥k Hash 53k,

2.3 BEHNTEHRETH HIBE F%

7 R EARM T AR S AL - 5 BEAL
WA €Zy MBI R, € 20 o n J2 % 4
S8 d RGN R BRI P By id =
Gd, | id, || - | id) € ({0,1} "), Hrpve[d].ie
[1.0]. % id ;= (id, id, - ,id,) , Forf 1<k <<¢. —
MEATFREE G=1,Q0g" € 2", K I, 2
n X n R, g =(1,2,2°, -, 28" € Z! s BEHL TR
SHLH:({0,1} )~ —>Zm"id > H(id)~D,,,.

HIBE-Setup (1", 1) . ¥ A% &S 8 n MR G
R PIESE d iz 75| B 7 BB TrapGen (A,
H) i 3 51 B LA BE A, =[A || HG — AT, ] €
Zy " FA, FETTHERE T, =La) | a || - | a. €
Zm e e B n dE B ST REAL I R w € Ry LB A
MPK = (A, u) MERY] MSK = (T, ).

HIBE-Derive (MPK. SK,, . id): i A % 2% #
MPK; #ii A SKiy 7R RG BRE R ¢ B P2
BIHE R Ao, FITXS RL A B TR B P A = AR €
Zom AP By id ), = CGid, | id, || -+ | id,) L §] 5
WP Ry = H(id ) H(id )+ HGd ) €2 " s i A
TP &G id= Gd, || id, || - [ id, || id,., || -,
| id) I k<d. 18 R=HGd,. ) H(d )
Hid ) € 2" " 34 Auw=Au R HBIEE 2 195
ITIRAESE TrapDel (Aw, R.SKia v00) B Hi B4 1]
HiPE SKiy =S". 5340 S H A, BN A, SKu 3
H T, HIBE-Derive 553% #1 24 7 IBE J5 % w9 ]
PSR A LA s IBE-Extract.

HIBE-Encrypt ( MPK, id, 6): 1 A &£ 2 4
MPK 5y B GEE N & WE007 P B 6y id FRq
WIHE b€ {0, 1), T W AE B Ry = H (id)))
HGd,)HGd ) EZ" " B P A A<~
ARy € Z;7 " FI A Regev R MMEH R b
T B AT BE ML 1] s <R AR 0k BUR B

v, e — v . N N
r<—Z MERE Ry <—Z7; 758 I i 3
CT=(c,=ulstx+blql2]|, eco=ALs+yEZ, XL,
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HIBE Decrypt(MPK ,SK. , CT) : i A £ 441
MPK ;fii ABETTHLFE SKeq - Horh P 5 0y id 1953
PREN [id| =k AL CT. @B o =
oevm Xw(/Tbm), i 8 40 HIBE-Encrypt 1 () 45
Wi Ay €Z0° " 54751 B 8 Y JF AR R A VL e <
MP12Sample(A;; s SKiy sty s 72 ) s 1 JE Ae = u,.
WO =co—ele €Z, K 0" 5 [q)2 [MNZ iy
BOF e |07 — Lal2 ]| < g4 ], Sl 150
ik 0.

2.4 #RAEEETH HIBE A

5 2.3 WTRAMLT S AR R /) HIBE %R Y
S TEARHERL AL TR FRATTR H Cash 48 AV S —
FEHI A %% (binary tree encryption, BTE) & 4t 3k
P % BAR R R G b g — G P Sy
FAER B kB i RN Bk S R AL
T B AN 1Y HIBE Jin i 2% 5 vk e ), Bt Ay J
Y RGeS AR AR T IR AR Sk i A

HIBE-Setup(1", 1) : 5y A& @S % n il BTE
AR R RS REE 4. 81758 7 5 %
TrapGen (A, HD . fi th ¥ 5] B HLIE B A, =[A | HG—
AT, J€Z; "M A, WFATTHRE T, =La, [ a; || - ||
a, €2 B n QESIHENL M i w € Ry 84T
2.2 WAL Y SampleR (1) 5%, iy th 2d A5 FF
R,,.R R, ., R\, Ry R, EZ7 " B £
] MPK = (Ao uy s Ri o R s R s Roi s s Ryo s
R, DA EFAH MSK = (T, ).

HIBE-Derive (MPK . SKi, , »id) : %1 A 3 22
MPEK 4 AN SKiu R RGP SRR ¢ W P2
AR B A, BT X RE B BT AR BEL T A, =
AR ) "Ry (R €L R B
By id, ={0,1}~" s A H P Sy id= Gid, | id, || -
| id, || id,.\ || -+, || id). Hh k<<d. & R=
Ryovia, ) (Rysa ) (Rewa ) €27
A=Ay REZy" WM 2.3 50T IR A H %
HIBE-TrapDel(Au R, SKu s o0+ i H Fa 174 B
SK.,=S'.

3 ZEMIEMR

WH,—A HIBE J5 09 & 41k 75 il 2 5 &
13 Tt A BE 4 BH SC 0 T Y % SO AT X 43P (IND-
ID-CPA) AR g 22 42 58 B2 AN 7] o 43 by 3 17 P 32 46 B 1y
B S T (IND-aID-CPA) 13 £ M 2 £ 5 15 1

W] it (IND-sID-CPA). A 30 7 AWML T 5
RN 2 IND-alD-CPA %4>, 7EFR MERL BT 6 2
IND-sID-CPA % 4.

AR F7 %R A Agrawal £ A" 7 EEUROCRYPT
2010 42 H 4% I HIBE 4 %% INDr-s/alD-CPA
UL R PEAT B A MR UE B 1% % A B RN AL AT HIE B
IND-s/alD-CPA % 4>, 38 0] DR 47 432 0 5 19 B 44
PR H 3250 0 RL 5% PR W] B LR 0 2 SO BT
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Table 2 Parameters Setting of HIBE Scheme Under

Random Oracle Model
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Table 3 Parameters Setting of HIBE Scheme Under Standard

Model
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Table 4 Efficiency Comparison of HIBE Schemes Before Trapdoor Delegation Under Random Oracle Model
k4 BENTSHETH HIBE FERBEITRETNE T

The Size of The Size of
The The Size of ¢ Size 0 € e o

Ciphertext

Computational Cost (multiplications and additions in Z,)

Scheme . . User’s User’s .
(RO-adaptive) DlmensTon Trapdoor Public Key Private Key Expansion Trapdoor Preimage Encryption &
of Lattice IMB /MB /KB Generation Sample Decryption
~15.31X10%mults =50, 17X 10mults  ==49. 94 X 103 mults
CHKP’s 40896 199. 38 66. 48 9.98 1963032
~15.30X10%adds  ~66.90X10%adds =49, 94 X 10%adds
A215. 86 X 10" mults ==34. 84X 108 mults =32, 99X 10 mults
ABBa’s 34080 138. 46 27.69 4.16 817944
219.82X10%adds =<46.46xX10%adds  =~32. 98X 10'%adds
239, 07 X 10" mults =296, 87 X 10mults ==52. 78 X 10’ mults
Ours 13632 5.54 11.08 1. 66 327192

239. 07X 10" adds  =~96. 87X 10%adds =52, 77X 10" adds

Table 5 Efficiency Comparison of HIBE Schemes After Trapdoor Delegation Under Random Oracle Model
x5 MBI SHE TH HIBE A RIREFHEITLL

The The Size of The Size of The Size of
Scheme . . User’s User's
Dimension Trapdoor

Ciphertext

Expansion

Computational Cost (multiplications and additions in Z,)

(RO-adaptive) . Public Key Private Key Trapdoor Preimage Encryption &
of Lattice IMB /MB /KB Generation Sample Decryption
216, 42X 10" mults 220. 07 X 10 mults =66, 78 X 10% mults
CHKP’s 81792 797.50 99. 69 14.98 2944536
~221.89X10Madds ==26.76X10%adds ~ ==66. 78 X 10% adds
~~11.87X10% mults =34, 84 X10°mults =39. 91 X102 mults
ABBa’s 34080 138. 46 27.69 4.16 817944
~15.83X10%adds =246, 46X10%adds  ==39. 90 X 10'?adds
213.21X 10" mults 296. 87 X 105mults ==25. 86X 10" mults
Ours 13632 5.54 11.08 1. 66 327192

~13.21X10"adds ==96.87X10%adds =~

Do
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Table 6 Efficiency Comparison of HIBE Schemes Before Trapdoor Delegation Under Standard Model

K6 IREMETH HIBE FRIRENKEXT L

The Size of The Size of

Computational Cost (multiplications and additions in Z,)

The The Size of , , Ciphertext
Scheme . . User's User’s .
(SM-selective) Dlmensfon Trapdoor Public Key Private Key Expansion Trapdoor Preimage Encryption &.
of Lattice IMB /MB /KB Rate Generation Sample Decryption
~12.75X10% mults =34, 84 X 10mults  ==39. 30 X 10° mults
ABBb’s 34080 138. 46 55.44 8.32 1635864
212.74X10"%adds  ~=46. 46 X 10%adds 39, 30 X 10%adds
212.75X10% mults =34, 84X 108 mults =23, 75X 10" mults
ABBa’s 34 080 138. 46 27.69 4.16 817944
~12.74X10%adds =46, 46X 10%adds  =23. 74 X 10" adds
~15. 31 X10"%mults =50.17X10%mults =41. 04 X 10" mults
WWL’s 40 896 199. 38 33.23 4.99 981528
2215.30X10"%adds  =66.90X10%adds =41, 03X 10" adds
213, 74X 10mults  =96. 87 X 10°mults =~15. 20X 10" mults
Ours 13632 5.54 11.08 1. 66 327192

~13. 73X 10%adds

296, 87 X 10%adds

~15. 19X 10" adds
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Table 7 Efficiency Comparison of HIBE Schemes After Trapdoor Delegation Under Standard Model
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Computational Cost (multiplications and additions in Z,)
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243,78 X10M"adds  ~66.90X 10%adds =82, 07 X 10" adds
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