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Abstract In recent years, advanced persistent threats (APT) jeopardize the safety of enterprises,
organizations and even countries, leading to heavy economic losses. An important feature of APT is
that it can persist in attacking and can lurk in the target network for a long time. Unfortunately, we
cannot detect APT effectively by current security measures. Recent researches have found that
analyzing DNS request of the target network will help detect APT attacks. We add a time feature in
the DNS traffic which is combined with change vector analysis (CVA) and reputation score to detect
covert and suspicious DNS behavior. In this paper, we propose a new framework called APDD to
detect covert and suspicious DNS behavior in long-term APT by analyzing a mass of DNS request
data. We execute the data reduction algorithm on DNS request data and then extract their features. By
using the CVA and the sliding time window method, we analyze the similarity between the access
records of the domains to be detected and those of the related domains of current APT. We build a
reputation scoring system to grade the domain access records of high similarity. The APDD
framework will output a list of suspicious domain access records so that security experts are able to
analyze the top-k records in the list, which will surely improve the detection efficiency of APT
attacks. Finally, we use 1584 225274 pieces of DNS request records which come from a large campus
network and then simulate the attack data to verify the effectiveness and correctness of APDD.
Experiments show that the APDD framework can effectively detect covert and suspicious DNS
behavior in APT.
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[ 5% T 5 RN 44 U5 R) 0 5%

W B8 0 PN FE AL D 8] B 1] R0 D5 8] 4844 S B
fEA Redis Bodl 2 v S = ALVE S i, (8] 7 4 44
— B AENE. Redis & —> i & A7 508 P8 . B AT
PERE SR Sy, M ELik B AT 52 ) 45 P LA K S fige e [ 23t iy
A B —JC R LAY BAE R — PR BRI 3
R T IR] 2D 1) B A A7 6 2R G2, 3 4R b 2 AT L B %5
FH: 1) 43 A7 R A R ACR.

BE L B4

BN R UG DNS 3R 10 3% raw_records;

B 45085 1) DNS i 3R 18 3% test_records.

| * whitelist & Alexa W 5 HE4 BT 100 77 144
HAEL Jhost_set N EWLES */

[ % BRI

@D raw_records TEAEAE Redis B8

@ foreach record € raw_records do

©  if record A4 X N A4 TR 2R 48 44 A

whitelist § then

@ W% record ;

®  endif

©® end for

[ N 2 |

(@ foreach host € host_set do
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®  if host fE— R P ijila) domain IR B0 1L

a X then
©) MR 24 K host Vilal domain BIE 5% ;
@® end if
@ end for

[ B3

@ foreach host €& host_set do

B il host BEGITIEREEA T 8 then
) MR host B Fir A U5 )10 5% 5

® endif

@ end for

@ F 400 SRAFAELE test_records;

(® return test_records.

4 CAA Hi%

HRAE A2 Ak 18] 07 5 4Rt — AR R L T CVA /Y
CAA BYE A 2 FoR 2B B0 AN sl i ] 6 H
T3k A R R RO CAA Bk R k3 S
Prife APT H DNS A7 b MTRLRG 38043 V5[] 3 5 . J&
AR Ak 1] 5 X34 30 7% R SRy AR ARLRE LU 5 v 1.
ik 2. CAA Hik.
BN« 283 B0 WAL LS 1 DNS 1 3K 10 5% zest_
records;
By 3 - R AR X IE 5% unchange_f.
| % host_set i FHLES senddate H O A EIE
I Ji— K H W, visitdate J3i2 3¢ 5995 A H
LW SR o«

[ % f_records fEA# 3544 Vi [A) 30 5% LA B 6T o B4
18] &, unchange _ f 77 fiff J& T AR 728 AL $5 Ak
Ie] i FY 35844 D7 )i 5%+« /

[ %8 k)48 A 1a) 64 A, Ao AR ] < |

(D do while W_end<<enddate

@  foreach host € host_set do

) foreach host 1/ [0) 33 3§44 domain and

visitdate &€ W do

@ f = ComFeaVector (domain) ;| * i}
I V5 AT SR AR 7] d < /

® ¥i host sdomain, f FEAEAE f_records T

©® end for

@  end for

®  foreach host,domain, f& f records do

©) Av=f—F;

(D) if Av B2 AL 55 B < 6 then

@ ¥ B TR A8 Ak X B0 i SR A ik 7E
unchange f "W

@ end if

@ end for

® W+=1;

©® end while

@® return unchange_f.

CAA Bk DIEE BAL FE 2 J5 19 DNS kg 5%
HERA stest_records B £t N R B AN Z
JE SR sunchange_f Sy &8 T A A2 Al 1] i X
B 1R 44 U5 [B) 30 i« 1255 2k [A) I 3 ) ) T 9 3 I ]
T 5k L E L APT B A J 15 W2k 1 3l i
[B) 7 11, R FH M shist (Rl 0 53k R R W % 02 N
(1) DNS 3 5K £ FEAR T 808 AR, i b T — IR
BB AL S T BN ROR. B RS R
3 kY

D EM A E 0 W

2) X W R B BT A B4 U R g sk E i
ComFeaVector WA AR RZIC K W RFE 7] & f 5

3) A1 B4 BT A f 1R R TR AR AR
fi1] 25 0 4 Y Bk 4% 17 R) 30 . CAA B0 i i s 45 01
TR T REE T RS

CAA BYLIE T 2 AT RIS I8 1TR0% : D E
FEHRAE Redis 3040 2 b 7% (19 DNS %040 . Redis &
— D PERE Y key-value BUHl [ . H 4B 17 1 N AF
L RRER R T BRI B ITROR s ) BIE IR I A Bl
B 7 ik, R R im0 W B 5 .
I/ TR — R A3 BT B B AR B T AT R R A
S I ER 43 v, S5 % B AR BT 0 B[] JE AR Y R 4k
P B CAA BB B I RO

5 % i

U 2.1 719 52 20 B0 508 X $2 Hh BORE 28 A K7 vk
PEAT I3 A I AE 22 09 H A i S APT MG
A BEIR A VT IR0 S HE 44 B L T LAE % 4 N B S
Sy M X e E SR AR B X APT Xk (RS  LA K2 B 7.

PEATSEH A H A UER] 3 D7 T -

D) LR ) (9 AE 42T LATE S Y B4 R LR
B i

2) WFHE SRS I 5 APT AH G AT 58380 4% 17 )i
KHIRETT 5

3) B UEME SR Al 4 Ak LA K R .
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5.1 SREIRBMHEBR
AT 48 S i B BRI AR A T B0 B B
PRAE L.

1B IS AR N 2GB /2T 1Y
CentOS F G IR 55 4% L &8 % 42 it 9 HE 22, OF H 18 %
RG24 T Redis T A7 80 . vl LI 32
P HE SIS T 5 A7 2 9 14 25RO LA ).

Ji e B 5 2 a R A B B R A X LA
LN 1 7R, i 1 T DU . 20 ad B dis 4 0 53 12
Ab PR S DNS 52K 0 53 R R > L 52 i 1 80E 20 B Al
Ab FRAK R,
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Table 1 Scale of Data
x1 BEHNE
Data Devices Records
raw data 215946 1584225274
data pre-processing 146 234 45122416

5.2 BHITEMITRER

T 3 B 32 0 A T AR R KIS APT 4 gttt
maE APT (9 4 BB T1~ T4 [t a] B BE L
PRAERI AR o] F 3 2 Fis .

Table 2 Parameter Setting

x2 BSHEE
Experiment T1/d T2/d T3/d T4/d w/d F
Experiment 1 5 5 5 10 25 0,3,0,0,0,2,12)
Experiment 2 5 5 10 10 30 (0,3,0,0,0,2,17)
Experiment 3 5 5 20 10 40 (0,3.0,0,0,2,27)
Experiment 4 5 5 30 10 50 0,3,0,0,0,2,37)

P2 By Be (T BE 5 ds 3 — B Boxh 7752
A KRB sEm , Bk e 4 B BEAS 2 77 A4 5 Wil
A DNS Ji i, Uil By B (T2) & # o8 5 dy iz e
B R ULBRA EHLECE DB E N Bt B
b i 7RG Z ENLRY DT I HIAL B bR £ —E
S5 ) SR Mk 5 A 5 EMLX ™ A4 T DNS i i
— HARAG U5 )45 6 AL, S 1 ek A0 S A 4 Ji &2
(4 B ) 2R A7 0 4 ) B i 2 AL 4 0 N — 2 B[]
RV AR DT & B TR 1 22 9l 2 FE T AR W B (T'3) » BT LA AE
SR E BRI T 4 AN R A B R H R AR T3
B Be (4ol 5d.10d,20d, 30 d). X — B Be e #
HUTE N3 I 4 T A 208 9 T 30 OF S 2377 4 DNS i
i I n R BE EAE R B (T4 iz B Be ik B ok 10d,
FEAN 2 R A B8 ] 4% B B B i) 325 s A T 2 5 AR
SIS ) 35 P2 AN 2 — P LUK SR 1y T4 By Bt ik
EOREE RT3 Y JF & N T3 B B i i ] &
KNERG 50T APT S i 4 AN B B, B4 s
¥efkm & F. T1 _count, T3 _count, T12 _interval,
T23_interval ¥ 5 J& 0, MR 95 it 15 LA K 5C B 1 0 15
B T2 count i 3 R, T4 count N 2 X, T24 _
interval ) T2 Br Bt 5 T4 B B 3% 305 & 1> B BT
() 7 11 HF s 35 [ 50 5% B 17 ] B ) 2% CR B0, T24
interval ARG T3 B AR A0 AR Ak X 508 4 ook 53 7%
LR CAA B S E & R - o TR SR I,
BAE A AP «=20,CAA Bk d g=4.

S 6 245 SR A B0 2 AT BE R I A4 T IR SR A1 K
S AR P 7 LG BRI B AR 3 BT
Table 3 Experiment Result
x3 THHER

Experiment Rank of Emulation Attack

Experiment 1 S1:50,S54:65
Experiment 2 S4.36,56.:49
Experiment 3 S2:11
Experiment 4 S3:15

S 25 AL - B A AE SR AT DU A0k R T )
1 B B4 51 ELHE 44 A X S T, R AE AT 100 HEA.
AHE R B A BT FEAS S5 WA BRI ke L #ph
SyAT S5 REA UG, K BZ Yoo AR R B 4
T BSOS W, fE YRS T3
F40d J5, SLE A5 T LIk 2 S5 HEA 1E 5.

it B AT APT 4 DA KA 4 415050
AR T1, T2 Rl T4 By Be i S 800 Kohix & L
BTy SR 25 RS B R 0 T3 B B iy i
K/NBEE . AN E AR T o e TR TR Y T3 A AE .
SHRRCE A AR 7S g A AN A [ S g
o ) (9 B BEAS AN R] L SE e 3 HURE A T B S2 K
A LSLH 4 BB I F] S3 REA; S 1 FISL Y 2 HE
Rl 2] T S4 FEAS (H R BT A SEES 2 LRSS 1 RS
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PSS TIVE S i eraini s AL NNV S TR
B 1 0 ™A% 42 1 2 OB L Al 22 3k ) e AR Y S 50
45
5.3 LWHERLBLE

3 2o S 58 I Y B A R S R A A e 1 R R A
Ky gtk ke b R8T 4 H SR SRR E X S
B 45 R B R b AR LA ) APT MG 4R
FERE A5 2 B L I R AT IR g 52 B 1 0 S
SR B B NE SR S TR . — EUR BB
(4R AIE 52 42 AT LR AL 2 5 in A BIAE 28 v 38 21 4 o A
ORI RS V&SI e

AR I A 1) 552 6 45 2R L 4 00 HE 2 At A )
B0 I AR R R TR R RS SR T APT
Z By B e DL & DNS Bl A B 19 55 5 B LA B
HAAE it B T B 844 1 TR) A 7 44 X TR A N B R
M APT T A — 5 5 Bh .

6 TWHiETMBRLE

AR T —F B I APT (WHEZE APDD,
FHF i DNS %4 vt 5 APT I 8 56 09 3058 15
5ol BT APT B9 4 4 B BE Al DNS £ A
B RRAE L 25 G A8 Ak 1] £ 43 B FAE B0 RGN T
I B 2t T BRI AL U Rl S I HEA B 3R LK e N
BT DA 56 40 BT d5c v] BE 0 SRR B R APT (1 46

APDD J& — /> K W 7] % DNS 17k (1) HE 42,
APT i & — B Er X PEAR 3 19 2 45 50k 76 & sh I
iy B R B A w3 AR D ) 32 AL R, AR AT B T BE
1) 5045 Ui A0 s I 22 4 N DL Rl LA 44—
A3 AT Ok H v A DU A3 HE 8 A A 5K ) R T P LA
KA ek, vl LLIE R kAR R OR R i 2 F0 APT 1%
A,

AR S H R RE SRRy ik A AT — S 0 R BR L
SR A T R R 2 0197 ) A C&C IR 55 7
D) E 82 Gy 10 ) ARE 6 25 ARG AL X R 188 KT ik R
7 A0 2R 0 4G I 380 ) M R I SR A R TR R Y
Bt ATl B SRR I 2R, APDD A — MR K
sz [ RO S BB, &4 N B ] DUAR 35 45
APT oty b B 46 s 47 Sk 14 728 b 345 AT
WUAR 2 B Ok A B3 N 4 Rl APT X A =X i

16 LG 0 AR s Rl DA B At 75 32 o 4] el st
AIRLAS 27 2] VOO i TR Bk S R R I APT Ik, B

T HIH] DNS % dls b o] DUSCAE 2 Fh H S8 217 ¢
B H &M 528 APT Hadv i 72 0934 i
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