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Abstract In recent years, with the further improvement of mobile devices’ performance and the rapid
development of mobile Internet, more and more mobile terminals participate in cloud data storage and
data sharing. In order to support mobile devices with constrained resource effectively in terms of
sharing data safely and efficiently in the cloud., a secure and efficient attribute-based encryption
scheme with keyword search (ABKS) is proposed in this paper. The proposed scheme is based on the
AND gate access structure with wildcards, which is proven to be IND-CKA (indistinguishable against
chosen keyword attack) secure and achieves keyword security under the standard model. The scheme
adopts the Viete's formulas to make each attribute only be represented by one element, and the length
of index is constant, the length of trapdoor and secret key and the computation complexity of trapdoor
algorithm and search algorithm grow linearly with the maximum number of wildcards that can be used
in the access structure, in addition, the scheme removes the secure channel, which reduces the
communication overhead further during the transmission process of index and trapdoor. Efficiency
analysis shows that compared with other schemes, the proposed scheme has less computation overhead

and communication overhead, which is more suitable for mobile cloud storage environment,

Key words mobile cloud storage; searchable encryption; attribute-based encryption (ABE); secure-

channel free; Viete's formulas

W OE LSRR MAEBDREREORERAPBHEIEMGRELR BEAB SO BHILBLAE =
IMBELMEEFT. AT EFRBRETRZRABDEIELS ZRBELETO LA PXERA LT L
FRBEFAESNFTNERNRET —FSAOEATEREGLE AR EESTE. FERNT L EREER
TiHRAEFLEEARAILLEIRTE S Z 4 'Tiﬁﬂaé%%ﬂécifi B ERR PR ETAELENBEBR
ER—AMAEEAT . FEFRINKERRZ . BRINFEANKERG N A kRN AALES

LEM P T AR R 6938 B Y K E L FROR E L, B BT, ﬁyF’f‘T”?’3]ﬁﬂl‘al]ﬁ‘%ukﬁi“}’é’?#/\ﬂ'ax\,l&*‘*f‘é
ﬁ?%ﬁ:ﬁi\%ﬁ% 5ty A, Z oy RO A Fe a8 A A B, BomiE R T A 3 = Bk
78

*ER HBAHEHM; TR ERE BREANE ; Hrersfzl; F AR
FEZESES TP390

WA EE2017-06-12; 1M HHI:2017-07-27
E&WA  HRE AL ITHITH (2016 YFB0501900)
This work was supported by the National Key Research and Development Program of China (2016 YFB0501900).



2370

ARV S KR 2017, 54(10)

16 B 1) 7% 3 2 3 2 B AATTAE 36 vh A AT Bk Y
—HB 4y B Bl P Rl SE i A% 2 ik A% 3 A SRS Bl
AR B Z R IR 55 . th T 7% 2h & i 7E 47t =5 (8] Gl A
58 e L 7 A 22 T T AF A R A L B g i 4 it
R 1 55 5 o Mk LA 3R AT S 2 4 Ty BE A S H AR
A ® s v I8 PR =it B 5] A E
B sh Bt B 8h = SR S — Rt A% 2h & b
S22 R CHIE A R A PR A T s g ) R P AR S
AT i i 2 7% 2 2% i ¢ 5 52 R 114 )

8 ZAFAEE o — R R 8 = RO
HA R A O G T 58— B 2
PeF, 32 B Ok B 2 J P 19 9 BE. Gl it 88 3h = 74
JH P AT v 058 4 b 7 2 i A it A S s L A A
N B R A5 A I SRR G 7 7 25 A7 3 = o, fHL
Bdli bAL mui e S PR B RIS S = =
iz 55 S LR . S B 1k = o A Ak ) OB B = i 55
P b R B CHC A R o W BRSO e
A SRR T R R AT % A B A% G2 0 % T
AT ORI BN 1Y 22 4 e (H 2 T vk 0 BidE 52t R
(A5 1) 2 ). Sahai 1 Waters'?! 2 H (1) J& 1 5 i 2%
(attribute-based encryption, ABE) J5 % 1] % {F #f
[F) e R 5CHRE 22 4 P AR D ) 455 i 3] @, 72 ABE
T3 G0 58 SO B 3 0 5 — AR PR AR DGR N %
BT WO 1 T M R A ] E AR B Y U7 1) SR 24 H
AN 20 fifk 25 2 1) Ja Pk 4R 5 W R 7 ) SR W I T S A
% ABE J7 2 Al A 8 S B — X £ 0 3 5 Ak
() Al 32 .5 ) 42 il

R LU SO A e = 0 ) = R 55 1 4t
T AN BB AT A0 A FH P A O A R IR 55 R e
KT 2 i B0 09 BUR #40%. Dan 28 W42 H T A4
St 1a] 8 R I 8% (public key encryption with key-
word search, PEKS) Jy & 7] 52 B %5 SCE ¥ K & . (.
I FASC R — X — B 5 5 R & T = 66 38
Bi. AT 2 vt B St AR B A6 7 ) 45 o O 2 43t
15 R 2 SO R S5, Sun AN Zheng MY
Qiu % N7 i & ABE Jr %R PEKS & 4t T £
Fb I T 4 B OC B 37) $8 & (attribute-based encryp-
tion with keyword search, ABKS) J7%.

BA ) ABKS J7 8RR B 0 1153 RE ) A
{5717 SE A7 BR 1) #% 3h 15 4 10 52w JC g B L AN RE AL GF
& TR o fF i b, FERIMAE 2 A ).
DAE ABE Jr %&b B & Jm Ve ECRE 1 2 ik %
TS 2% B 2 SO R B 2 e P L X 3 AR
ABKS J5 g oI MBa 1 HE T 2 4 8 LA e R 5]

FIBEA T Bt i 1k i i MRS K 2) 7 ABKS 7 %
o O RAIE DT R e R IR 55 AR AU 2 JR)
T R A F AL R AT R R Rl
B2 A 18 R = RS 3 P s 1) B R A A

X ABE J7 2885038 32 Ja MR Hi 3G 0 52 e 11 (1)
B,2007 4F: Cheung % A J T % 55 i 245 10 51
Vi la) 25 1 42 I8 A A b ME B BT AT IR B 2 4 1)
ABE 75 % .27 # A A BARM TR E 22 . Emura
N Zhang S AN B E AR TS
IR 2581 ABE 7%, FR TR iy s XK ES
fiff 225 SR v AL M X i R A L E S (EOR SRR AT
VTR AR B AR BN K, HESR AR
P 5 5 0] 5 W% 5% 4 DT C , 7 58 2% 7 1 ¢ 25, Nishide
SN Lai 8 ANV 07 SRR ECAT AR 5 B2 vh
BB METE A T A T R RoR BRI, Phuong
SN T G SRl BT %07 2R H S i s AR
A% m A R A TR R, WA ik BA %
SCE A il 7 B v Bk P X i B T E 0 D0
Phuong %5 A" RIE R PEL 0, MR ER
Stk Jin AU X SCBR14 D i Oy SR EAT Rk L
TR — Mg 2L 20 ABE .

Baek 45 AN 27 48 H 28 4 38 1) L b 7] 48
HHAE PEKS J5 2, B 1) AN R 45 51 5y i 32 G 8
i WORIEF A 75 AR R 55 4% FH P 22 ()
SLEAARIE . AR BR R AFIE AT T — R E
R #E M PEKS J7 % (PEKS with a designated tester,
dPEKS) , i o ff JH] 45 5 48 2 Ik 55 a4 (19 23 83 0 % B
FIRZ 5N B B T % 4 {7 8. Rhee % AN %K
Bk B B SS AF RO B B R T
Baek 45 A1 0y 1 2 A B RL, I 48 H — b 7E Bl AL
T AL R W] HIE B % 4 ) dPEKS 77 %€. Fang 4§
NS M e 8 SO T e 4 Lk B S i R o e 4
JF H AT HEHT O B 1A Yoy (1 & A AL, BT L AR AR A
P AEAR TR B R n] IR W] 22 42 ) dPEKS J5 %8, Ak
WG 2 N4 — o o S 4 AR 55 e D RS B
GAAFIE N ABKS Jr .

AR T —FpiE T8 = SR ABKS
T %8 HF B HARIAE 4 A T5 1 -

1) J5 58 R H SCFRp B AT 19 5 11 07 0] 454 32 3
Phuong % A" 05 2 J8 & o I AS [R) )@ o B
“RLE VG EC T R SR e 5 P e vk OF T A e A
S B fifp o o A v AT B RS R A G2 07 B8O SRR
AT 2 Z e R Bom — D@k A R —1
JE M R — e R RN AR .



g R OGS B o A B R TR P A DB R O R

2371

2) TH S HI K. AE Sun™ g Qiu 1y Ty
BRI B L — A ik RO 1 2
M RGO T I RCE P A R X
3, BN EESR BRI A S FEZ. AR SCR AR 1Y &
Gl A7 2 TR S H P AR

3) BBk A fE 8. SO Sy FH P 8 5 A0 X AT
R AR R 55 2 48 2o v 0l A &R IR 55 25 1Y
AP R G BB ] R P R R 5 e ]
WICTE P RBOCHEIA R B B BR TR 5 a4 5
AR P T 2 AR L IR T B 3E £ T 8.

O WHESEEIHER T BRI R A
(A S 2% AN B BE o B 1) B
WA 1 P e A8 R i v i 53 T B A £ T 4

1 &R

1.1 MEMHEBGFRERMERIE

EX L. AER PR M. 2 G .G, .Gr RN
W R B p RRETE IR A e: G X G, —>Gr A
R UL A W ST ) R J e

D Mkt Ve€G h€G, a,bEZ, e(g" b)) =
e(g’ h)=e(g,h)*.

2) BB Vg€ G . hEG, e(g,h)F1.

3) WHEME. Ve EG  hE G, FE1EZ W
B FIETHAE e(g, ).

A1 G1 A£Gy WIS Ry A E X B AL M e 53

E X 2. DLIN (decisional linear) 8 i%. & G, .
G, R AR p WAIENGHBE e: G XG,—>Gr
HA B AN WG g0y g0 3 ARE GGy BE
BIC. EILH youn = (gi- gl g0 gt gl g0r 89
ghags gl D)V E abic d€EZ, ZEG, TEL T
B R E Z= g8 @ S 15 W r S ARIME Y.

E X 3. DDDH (divisible decision Diffie-Hellman)
R, 2 G RRH A RE p HFETESRRE . ¢ WG
A oG, 5 I yooou = (g.8%0 8" 2) » Hip a,
bEZ, . Z€ G A LTI A P H G Z= " 7 WL
S PRE 1Y
1.2 FiE 454

EX 4, CHEBECAT 0 51U S5, Rac)E
EENU={At, ,Atty, -, At ) P B A, 19
BYER A RETH P WEEESG N S=1{(S1,
Sy s St S AR 2 B RIS+ F1 =7, 5]
Gt W={W, W, W} W, BHIEA“+",
SRR3R b R R T AT Y s PR EUE R

%7 I 7R U7 ) 45 K 0T IH TR RN AR SR . SE W ROR
JRIERES S WL T 454 W
1.3 FHikEE"

Ml A= (v, 0y, ,21) A
AL A AE AT . B P AL E AT i A P
BEAT B RN n S T =G0 sgo e o f ) RN B BCAT
1E A i B

Vi€ [1, L] o =2 Vo=, KKK

L L
Soli—n=D=]]G—pHn.

i=1,i¢ ] jeJ i=1 i€l

BIF [ G—j) s

i€l

vY)[,)aB:(Z] 9 X9ttt

n

T G—» = Daims (2)

jel m=0

Hodroa, R GHEA T OGN R B P S ik e H
3 A A, = (— 1D D by i s 0<
1<

m<n.
B OMRAK D A1,

L L

Do [ G—i = Z/\Zzz (3)

i=li¢ ] jel m=0 i=1

SIABEHLEE TR H, B () h s 3. Al f .

L o [ G= " L .
I =B =]1](]]HS ). @

i=1.i¢] m=0 i=1
2 BEENRZREEER

2.1 RipHER

ARG AL 4 KK, BN ALY Cauthorized
authority, AA) . & Ik 55 #8 (search server, SS),
AR A % (data owner, DO) FlE 42 f# FH & (data
user, DU RGELEHAIE 1 iR -

,/ﬁ: gy
. Or H ]

Public : ]

Parameters i &

ta User:

Data & ')
Owner ‘X %e,c}e'& D s
R @
e[elzy

Authorized
Authority

Fig. 1 System model
Bl 1 RGEER



2372

ARV S KR 2017, 54(10)

D) AL

FAUHLA 2 R G ME— W n 550 =07, 3 &R
4 S RV A R TR

2) HWRIRSE &

R M55 A0 WU AH B A G0 S
P 5C B i) 48 R R 55

3) Bl A

MAZALHLAG 4b BRI TS50 BRI = R
AR JRO I 0B B i 1) o X 32 56 B 3R i AR R 5 IF
IR

4) K dE Al

IAAZ BUHLAL 3R B i - 38 1 A A8 R ] 5
Tt (5 FH 25 1T DA R Bl 55 4 A AR OO B 1) 48 2R IR 55
2.2 HEEX

X 5. A SCHE 7 B ALHE 6 ANEIE L ol

Setup(1*)—>(PP,MSK) Z 4 ## v/ & 1 i #Z 4L
B E1T. WM AN LS RN RE RN TS
PP LK &% 3% MSK.

SSKeyGen(PP)—(SKs. PKs) 8 & IR 55 2% %
A U BB 1T, B AN R E AT
Z40 PP i th i Rk 55 28 A FAAXT (SKs . PK).

KeyGen(PP,MSK,S)—>SK %44 8 h
RN IETT. B AN RE AN TFSH PP AR5+
#H MSK LUK P @S Sy 4 th o P %47 SK.

Enclndex(PP,KW,W,PKs)—IX &5| & 1
U Tl #1817, AR AN RE RTS8 PP,
B IAT & 0 B 2 B G IR KWL R 51
ViR g5k W DL K8 R IR 55 2% A 80 PK s, 53
RG] IX.

GenTrapdoor(PP,SK,SKW)—TR [3]H %
B B 1T, BB A I REANTF S5 PP,
HHE A # 1 % 4 SK R R SC B iR SKW L, Bk
i oM BaT] TR.

Search(IX, TR, SKs)—>SR &5 i th 8 &
MR%5 #8177, Bk AN RG] IX M1 TR i %
IR 55 25 FABH SK s F 14 th 8 R 45 L SR.

2.3 HEEH

TE X 6. BEPEICHE B 2 Uk R RIER
525 ik U B0 40 R 2 it A7 fidh B8 2 ) O g
A B, 58 T A B 3 R OC B i) BH SC T 1 R ]
X 431k 22 4= (IND-CKA) . T i 3% Fi Bk % % = 18] 76 1k
PERIAL R (Y S i d o LA -

W5 AL Tk BORE Bk R D [ 454 W

ARG E RIREBITRER AL RGN
S48 PP 32 45T

BB 1 BT R 22 T 2 OB B A ). T
m Pk AR B EES S S AR W,
PRl & B A7 B A U %R M B B X N 1Y
B SK 22 45 8T 5 45 D) o k3 AN el iz L UK A 1A

P A% - BT o] Bk K 4R 5 G B ] KW, KWL
PRI FEBEPLIEI rand € (0,1}, iB1TR5I B L KR
91 IXkw,,, K& T

BB 2: 0B 2 SBrBc 1 AR, BCF S 6 AR ik
VTS5 W By @A G S X R ) % 4.

K& - B F-5 X rand B9 rand .

A X BT 22 350 R T A A R 8

AdoP KN (R) = | Pr[rand’ = rand] *% | & n] Z 0%

F ) 5 e O R o 2 4 .

BN 7. bR A P Ok R SR (5
T I BT DR 2 U A R B S B R £ L 7 R
L B ] T S B 022 4 . T ot Rk
2 I 4 ¥ B R AT A ST

RGP T RS B RS
TFEH PP S HT

BB 1 BT R RS OB TR 125 i)

Oson BT MR 3 HL 2T LI R HESE 2 S
Bl KR 2 17 51/ TR T V4 X R B 7
41 SK ST

Oty T 1 PR LSS A QR A2 42 S
VR 160 5 7] 3 13 7 0 B9 5 W )
R AR IR T] TR 5844 5

B KR« T 1) 45 T D A T B 4 S
FH KW, KW BB 1 s R S %
REE BB B ). P BB BLEC rand € (0,1},
WE 1T B R TR T R T R T
TR AT BT T

BB 2. BB 2 W EE 1 AR TR R A A LR
Pt S %034 BB 1.

A T Tt rand BRI rand.

P AT 2 TR )T A 2 U R T 9 0

AdoYPRA (k) = | Pr[rand’ = rand ] *% | 2 7] Z W%

(4 ) 7 W6 L 6 e 1) 22 4
3 ARIEIT

3.1 ABKS /%

AR R o R 2 T M 1 S B A
WA, BB E

Setup(1')—>(PP,MSK).



g R OGS B o A B R TR P A DB R O R

2373

RGBYEE S R U, s L5718 254 vh i B AT 19
KRB NG AE R PR R RBE N N, B PER
RRBEN Ny A% 2SS 85 R & BT
G BRAT RGN T

D B AR p MFEIEIRE GG, Gy
AR WSS e: G X G, —~Gr  lE T g0 € Gy
g:€G,.

2) FEHLEH « By EZ, B y=gi.v =g ¢,
fi=gl fo=gl . f1=gl.f.=gl.

3) RBPEEES B FTAT B 1 BEALIE IR V cva, €
Z, GE A =gl A =gy

) ﬁﬁ%ﬁ%%ﬁﬁﬁﬂ&%&:H;{O,l}x9Zp_

5) FEAUHLIA 15 RS ATF B HH PP= (G,
Gz,Glaeagl’é”’fl’f?’{ i.Z}?:]aH}s#iﬂ‘%ﬁﬁ

RGEEHH MSK="{y,y". f1f2 (A} ).

SSKeyGen(PP)—(SKs,PKs).

RS MH/ER b€ Z, . HFA N SKs =0,
W5 PKs. = g1+ PKs., = g4 » 9] PKs = {PKs.1»
PKs.. ) B RAT ALY I TF A 4.

KeyGen(PP,MSK,S)—SK.

FAHA R 2w ES S, it
AL BRALHLG +2 BT 38 A0 BRI T %85 B A 0 12

B A S LS nL IR Bl A TR

Fe o H P I TR P I BB R B V= (0] ) e )
FURPEH BRI R Z = (2] o),y ). ML
W EEZ, M,

K, = {K, ), =

yCa JTATD
eV

K, = (K., )0, = (/A [TATD N,
ieZ

K, = PK§,.

g A A ] SK= (K, K., K, | K 3%
HHP.

Enclndex(PP, KW ,W,PKs)—I1X.

B PIAT 2 BB 1 2 1 OGS ] KW, O
ROl E DT ZEH 8 W W R4 &y A8l BLAT
ny A TEJEVERT g A G708 M, Horb 3l A LR B 00 2
Bl = [ SR o R VA
Ve oy s eeeso,, ) GURHE H LAY (8 Z— (=,
Zypretaz, b AR AL E T =

Wit HAEETE L3R @ P A=
= > .

t
1
— H(KW)ty,
IX, = PKTF%

Wi s Wy s °*% s Wy,

Wi s Wy s %% s Wy } s

AosArsees

BEDLZEI ¢, €Z, 57

iy

IXZ _ gélu\'wnw ,

H :l:

IX, = (f] <HA PDRRE

11 e

IX, = (AC]JAL T nne
ez

EGIb)
IX={].,IX,,IX,.1X,,IX,}.
GenTrapdoor(PP,SK,SKW)—TR.

B 8 % A 55 8] SK I A 1 2 06 Bt il
SKW f@ﬂlﬁﬁ*}lﬁ( SEZ,),ﬂ'%: Tl :Ki . Tz :Ké .
T,=K™ %110 TR={T,,T,. T, ).

Search(I1X,TR,SKs)—SR.

MRS B AR T m AT B T —

Bl HkE#iTE 1.3 a2
M 7%,,1 } 9i+%::

ny n

L =e(IX,, ]'[ T De(IX, . HTSK“

1.m
=0 =0

e(IX, ,Hﬁ Ye(IX, . HTEKH*A

= e(IX;, T)e(IX, . T3,
M L=R %E\ﬁij,%ﬁij,SRzl,?éﬂlﬂ SR=0.
3.2 IEWmMES

A3 vt A A A A L P A

{wlvu'Zs"'awu] 71_,

':PE/‘J A:{/\o sA1s e

L = e(IX, ,]'[ T De(IX, . H T

1.,m
=0

e(IX, . H Ty De(IX, . [ T =

m=0 m=0

lI(KW)[

e(PK H(!\W)/u HK

HKIA

m=0

elg,

B!
e(PKg.(zKW” HK )e<gH(KW>/u | | K’ Ay
[ +ty \12
e(g f fZ H(I\W)e(g2 s I | | | A H(I\WN ,

m=0i€V'.,7

R =e(IX;,Ty)e(IX,,T;) =

1 sy
(FCJTAL ™
eV

)’1 tt, ,K?(SKW)) ><

=1 e
e((f;( | |AI_'2 lay ))’17’2 ,KgusI\'W)) —

H( u) l/q 1ty
H(S[\W)e( | | A, ’g H(SKW)ty, .

ieV.z

e(f1frag1)



2374

ARV S KR 2017, 54(10)

T P R O B R R T b S B 5 ) 4
Hay o ROV 5 [ 235 48 v AT 07 8 ) T 3R PA SR ] BV
TTER S VP RE i Z it £ 5 2 P i

SEZMRA L L st o [0 7 =

eV.,zZ

RIS EX e e IGoydn

m=0i€V' .7

— A K] B H(SKW) =H(KW). Hilt L=R,
AT R ) i

4 TESH

4.1 ZE=MWIEH
B 1. KA 2 AT A LU 200
L e W% T 2 (0 IND-CKA Z 2k M Pk i ¢

REAL & 1 Hodw B uﬁt%%ﬁir’y% DLIN i) .

. PR Cl A 1 T By B OREAUA AT
X3 %K. BEEE CFF DLIN B youw = (g g1
8181 8l g2 8885085 g0 DS PT EAY B.

W A5 ES B Z AT

WAL BT A SR PR U R a5k W,
W & ny NEBEST o DNIEB R 0y B
PEH P EHE AT WA E RN = {w s w sy
W, VLB E N V="_0v,0v 2ttt ) il
BRI E N Z= {22, 22, )

AR AT B T = {wiswsy s oo
BA={R0 A1 54 )

RGN ES Bis TR & ik, kE
Vil 5 sl AT St i 28 Ny =n A 3 HL B,
YELZ, MAGTHEERER a. €Z,, A, =g) . &

s Wy, } i+

"
a; I Gmwp

=1
t.

/ b %
fl — (gz’ )/?g‘(rulE‘le LEV y
2

-2
[ = (g)Tgenevi er

LSRRG AP PKs, =gt PKs, = g5.
B RGEANFSE PP LB TTF A.

Brie 180T A Wi B A4 B & 58 £ 1 1Y 8
BE S SAWERE W i EAY B IIE7UE 2
BAIDLE K SRR V= {0l 0,0y ) 2T =
-,zf,:;},iiﬂx kEZ,  iTHE .

{Z/l ’Zé [

K, = (K., = (G [JALD L, =
icv’

ap [] G

i=1

Y L fw M NEUN
{y((gl)'g‘l'/’fgwf EV | |A1.1)\}ml:o’
v

K, = (Ko, ), = (s [TADO), =
icZ

"

a; I Gwp

=y
Loy

{y((gt >é,w2 EA;’,”I DL M
K, = PK%, — <g6>

K4 SK=1{K, . K, K, | REG 45 S
W L ESS B AN R LR A ). fF A T2
T 3 U R A A i)

PR BT A R B AR R KW, ,
KW, i &4 B R EE R rand € {0, 1}, 4= il 5%
B KW,0 XTI 2R 5L 5 HAs B AR 4 i B4 1 20

o
BEEA= (oo Aiswsd 102 Lo = DAu D =0,
m=0
tL=d, 5.
IX, = (g5) ™,
IX, = (g™,

ﬁm w;)
IX; = (fiC[JA = e =
eV

7,\

n

a; I G 1
=1

i— 1T Gwp
—1
27
)2

) :
((gh)Pgunew iev C(JTA, = e =2z,
eV

2
7]"1[<,—auj>
IX, = (LA = e =
ez

"
(i—w;)
7 Il =

CodlALE oy =2
i€z
A X, RATET A,

MrEE 2. BB 2 5B 1 MHIE L& T A AEAE A
TR ZER W B S S X 1 4.

T PRt CARYE O FL A% B i Y 25 2R [l 2%
DLIN [ #. B8 F A X rand BI5EM &5 KRR N
rand’ ,#r rand =rand’ s B i 11} Z:gg<<+d> LA, B
Hith 240

D #& rand Frand , ) ;

i

J
1

) -2
((gz’ )Vgau}ewf ez
2

Pr[rand #rand| Z=g§]=%;

2) # rand’ =rand s F W H &, W .



g R OGS B o A B R TR P A DB R O R

2375

Pr[rand/:rand\Z:gg(‘v‘”]:%+e.
HeHk R C 7 DLIN i Xk o f OL 35y
Adv:Pr[rand/:rand:I*%:
%(Pr[rand/7ﬁrand|Z:g§]+
Prlrand =rand | ZZgZ("+‘[)])*%=%.
i %
E 2. Nty ZuiCEEF A DOR] 288
Dot e Tomizx 7 58 09 S Bl i) 22 2 1k, M Bk ik & C fE

W%%E%BM%%%%&MEHM@.

IE. PR C A 1 A FLAR B ORI H]
DX o3 i X, Bk d 5 C KoK #E G, i DDDH %4l
Yooon = (818 8" D LT A% B.

WF A 5058 B Z A .

RGN i E AR Bis AT R G Bk
BYEZ, s y=g % =g =g ki a0, €Z,,

Ai=gi IO €Z, SRS B AN PKs=
("' HMRGEATFBH PP ZHTT A.

BB 18T A K& Z B % S RFE T
2511

Okeyien : WL A T 417 B4 B 48 28 15 45 100 1) )&
5 S AhHEAR BRI R ME B E S
By vi={ IR Z =22, 2 )
W R EZ, A k=0bk 5.

K, = (K.t = (g (g [] (g,
eV’

g [ e
Kszszgzzgfﬁ*,
BEH SK={K\, K, . Ky} Rk . 5T A it
FEZIE:N/S GIERIN
Otrapaor BT A 1015 H A B 2 5215 45 ) 1) )&
PEEG S FIEE R SKW , ) B 4% B iz 17 % 814 i
BE SR AR A YL s€ Z,
T, = Ki = {(g) ((g"H* H(g DREED R R

/ /
UpsVzs***H» U

K, = (K.}, =

P SMI

T, = K; = {(g“)(gH" H(g) IDRENI
i€z

T, = (g")mHm,
P MRLAIRET] TR 47T A.
POt BT A w7 B A B4R SRk R R
& ST M OCHE SKW, , SKW, . jir & 1 i F A K
A S XN B T). U B Bk HOBE AL AL

rand €{0,1},18
TEHBENLEL s € Z

ﬁi;é;{f 5 Fa T A U
’T[‘%:

:—‘—»
= ]
pr R s=

T, =Ki = (2" [[g™" i,
eV’

T, =K = {Z (g []e™ ik
ieZ

T:% = g#‘;ﬁ””{) ’

BB TRekw, , XHBHF A.

M BE 2. BB 2 5B 1 A& F A A e A
JEHEEE A S %R I BB B BT

FEI0 - BRERE CARYE [ AR B b B 45 R 1 &
DDDH [a] @i, $8F A XF rand BRI 25 R LR N
rand’ «# rand=rand’  BI& Z =g ; H 0|, B 112
ZH-gh.

1) 2 rand’ #rand . N

Pr[rand/irand\Z:g"]:%;
2) # rand’ = rand FET-WEH K e N
Pr[mnd/:rand\Z:g%]:%+e.
ek ik # ¢4 DDDH ik H 1 I8 # ok

Adv=Pr[rand’ =rand] *%Z
%(Pr[rand’irand | Z=g" ]+

Pr[rand/:rand\Z:g%])—%:i. I B

HESW
T5 SRR T B IR A2 IR #% B ik #5 B B 25
Wi o ¢ 1 DTS TT 4 A8 A5 0T B9 2 4> 07 18 8 A 305
ESSPIRCEP AT T SR I TPV e
#1HELE 2R FRPIT— KM G.Gr L8
WOz A FE] PR oR $AAT — OB X i 53 9
[ i T b3 as 5 A T 5 02 % B e v Tk P Y
HoAb iz 5, 53 2 A XS 1 5% 8 Bk
N FRR RGP RS RRZE S T4
B M A J M RCR . MR R U5 1R 45 0 b B9
WAL ECR FBR L, Hh M <N |Gl RRHE Gt &R
MR |Gr [ 3R HE Gr hIT R K.
THRIFRI e 1 sl 2~4 fros. h TR
S5 B TRk P e sh & BT R
A ENRR SRS 2 PP TR E X 3 AR
Eibha RS R PO DAR LN iR AULE > NN ISH A=t -90)
X 3 ANFE MR R 2. Wk 1 PR AR SO &
TRLIAEIT R R LS R SR Ve A G,

4.2



2376

ARV S KR 2017, 54(10)

BSCHRLT, 19 I 9 77 R A — s i 3, I 1193 2k
AN 2R 0k 55 7 T) 5 ) v m] i P Al A e 1 BR
JCIE L+ i T 17 235 A i nT {38 I A R0 A A
/T ARG TR kR D Bt T A SO
SR B 1D 5300 A Rk A T 58 B A B Y
THRERE.

WAFITEIAT LR 1R s 4 SRR, 7R
SOR LRy 2riE SV VARCE e R IR NN N & o L

Table 1

it EALRE Y] VR TS S R X LS RO K R Sl
5 % BRI A% Bl B A ok — E /9 B 4H 0 £ T B 1 2
X ATFSHEYT VRGBT B AT L. A
I REPRGIREER EAREME T RE ST
[ 25 4 v R 08 Y 8 T AT R b BR BE [ i T
M <N AR SCT5 58 8 91K BE R 1)K 2 8 A D7
S HA BRI B, A ARG SCER 19 IR B T
LA 2 — 2D AR T A T 8.

Efficiency Comparisons of Different ABKS

&1 A[FE ABKS FRIENT L

Schemes Enclndex Time GenTrapdoor Time Search Time

PP Size SK Size IX Size TR Size

Ref[5] (N+DE, +E; (2N+DE,; (N+DP+E,

GBN+D |G|+ |Gr|

QN+D|G] (N+D|G|+|Gr] 2N+D|G]

Ref[7] (2N+DE,+E, @2N+DE +2E, (2N+DP+E, (271, +)IGI+I1Gr| CN+DIGI CN+D |G|+ |Gl 2N+D |G|
i=1

Ref[19] (2N+DHE, (2N+5E, (2N+3)P+E,

Ours (N—M+1DE, (2M+3) E; 3P+ (C2M+2)E,

3G @CN+D |G| (2N+3) |G| N+ G|

(N+D |G| M+3) |G| 1G] 2M+3) |G|

AR S A 5 S 0 N B 3 AT PP A S50 1 £
{3435 K Intel Core i5.2. 4 GHz Ab B %%, #a/E R 45
JpFREE K 64 {7 Windows10 $#:E & %, L 3 T
Charm™" 844y, % Fl JPBC w1 D 2 [ iy £8. 16 B
R JEM R R N=50, 2 AAF S M M 1~10 4%
fb. SEE L RN 2 Fn 3R 5 Sk Bl 3 AT AR
T R U A A T B T RN R A B S
MK BEH.

0.4
—+— Enclndex
—e— GenTrapdoor
0.3t —+— Search
©n Nﬁ\’_
S~
Qo [ e
E
o 0.2}
g
g
g
%
0.1
0.0

1 2 3 4 5 6 7 8 9 10
Number of Wildcards
The influence of wildcards number on

running time

PRl 2 S C AT B X T SR8 AT IR T A 5

Xt A ABKS J5 583158 I 89 A A5 T 8 52
R AN RE B Ml S A5 4% 2l i 4 B0 R, AR SCHR HH — A

& TR 8 = AR 85 19 ABKS 7 %% 07 E1E b
HERIAL R 3l /2 IND-CKA 28 4 M il 56 i 1) 22 4 1.
54 M A B BRI T Y AN
{5 TFAY. AR SCH IND-CKA 22 4> P 3iF B J2 75 1k £ 45
RN HEAT I S 76 AR A 58 ol X 7 28 19 % A PRk AT
HE— 2R T MR BRERL LR S8 2R AT T E.

2 % X #

[1] Cui Yong, Song Jian, Miao Congcong, et al. Mobile cloud
computing research progress and trends [J]. Chinese Journal
of Computers, 2017, 40(2): 273-295 (in Chinese)

CRETE, R, BAA, % BIoitRFdt RSB0
A HLEER . 2017, 40(2): 273-295)

[2] Sahai A, Waters B. Fuzzy identity-based encryption [G] [/
LNCS 3494 Proc of the 24th Int Conf on the Theory and
Applications of Cryptographic Techniques. Berlin: Springer,
2005 457-473

[3] Li Hui, Sun Wenhai, Li Fenghua, et al. Secure and privacy-
preserving data storage service in public cloud [J]. Journal of
Computer Research and Development, 2014, 51(7): 1397—
1409 (in Chinese)

(ZEHE, PN, A RAR, 45, AN IR AR IR 55 8008 % 4 KB
AR RR R T]. THHALF 5 5 R . 2014, 51(7):
1397-1409)

[4] Dan B, Crescenzo G D, Ostrovsky R, et al. Public key
encryption with keyword search [G] //LNCS 3027: Proc of
the 23rd Int Conf on the Theory and Applications of

Cryptographic Techniques. Berlin: Springer, 2004 506-522



g R OGS B o A B R TR P A DB R O R

2377

[5]

[6]

[7]

[8]

[9]

(10]

[11]

[12]

[13]

[14]

Sun Wenhai, Yu Shucheng. Lou Wenjing, et al. Protecting
your right: Verifiable attribute-based keyword search with
fine-grained owner-enforced search authorization in the cloud
[J]. 1IEEE Trans on Parallel & Distributed Systems, 2016,
27(4) . 1187-1198
Zheng Qingji, Xu Shouhuai, Ateniese G. VABKS:
Verifiable attribute-based keyword search over outsourced
encrypted data [C] //Proc of the 33rd IEEE Int Conf on
Computer Communications. Piscataway., NJ:. IEEE, 2014.
522-530

Qiu Shuo, Liu Jigiang, Shi Yanfeng, et al. Hidden policy
ciphertext-policy attribute-based encryption with keyword
search against keyword guessing attack [J]. Science China
Information Sciences, 2017, 60(5): 052105

Cheung L, Newport C.
ABE [C] //Proc of the 14th ACM Conf on Computer and

Communications Security. New York: ACM, 2007 456-465

Provably secure ciphertext policy

Emura K, Miyaji A, Omote K, et al. A ciphertext-policy
attribute-based encryption scheme with constant ciphertext
length [J]. International Journal of Applied Cryptography,
2010, 2(1) . 46-59

Chen Xiaofeng, et al.

Zhang Yinghui, Dong Zheng,

Computationally efficient ciphertext-policy attribute-based
encryption with constant-size ciphertexts [G]//LNCS 8782
Proc of the 8th Int Conf on Provable Security. Berlin:
Springer, 2014, 259-273

Xiao Siyu, Ge Aijun, Ma Chuangui. Decentralized attribute-
based encryption scheme with constant-size ciphertexts [J].
Journal of Computer Research and Development, 2016, 53
(10): 2207-2215 (in Chinese)

CH B, BZE, D5, Lo b BB E % SCR BT
JmyEn Iy & L. R AL S 5 & R, 2016, 53 (10):
2207-2215)
Nishide T, Yoneyama K, Ohta K. Attribute-based
encryption with partially hidden encryptor-specified access
structures [ G]//Proc of the 5th Int Conf on Applied
Cryptography and Network Security. Berlin: Springer,
2008 111-129

Lai Junzuo, Deng R H, Li Yingjun. Fully secure cipertext-
policy hiding CP-ABE [G]//LLNCS 6672: Proc of the 7th Int
Conf on Information Security Practice and Experience.
Berlin: Springer, 2011; 24-39

Phuong T V X, Yang Guomin, Susilo W. Hidden ciphertext
policy attribute-based encryption under standard assumptions
[J]. IEEE Trans on Information Forensics &. Security,

2015, 11(1): 35-45

[15]

[16]

(171

(18]

(191

[20]

Jin Cancan, Feng Xinyu., Shen Qingni. Fully secure hidden

ciphertext attribute-based encryption with short

16th Int

policy
ciphertext size [C] [/Proc of the Conf on
Communication and Network Security, New York: ACM,
2016 91-98

Baek J, Safavinaini R, Susilo W. Public key encryption with
keyword search revisited [ G] //LLNCS 5072 Proc of the 6th
Int Conf on Computational Science and Its Applications.
Berlin: Springer, 2008 1249-1259

Rhee H S, Susilo W, Kim H. Secure searchable public key
encryption scheme against keyword guessing attacks [J].
IEICE Electronics Express, 2009, 6(5). 237-243
Fang Liming, Susilo W, Ge Chunpeng. et al. Public key
encryption with keyword search secure against keyword
guessing attacks without random oracle [J]. Information
Sciences, 2013, 238(7): 221-241

Lin Peng, Jiang Jie, Chen Tieming. Application of keyword
cloud [J].
Communications, 2015, 36(S1): 259-265 (in Chinese)
CRMG . T, BRER BT, = BRE T 5C Bl i) 48 2% 2% 55 12 BF 5%
()], {5244, 2015, 36(S1): 259-265)
Akinyele ] A, Garman C, Miers I,

searchable  encryption in Journal  on

et al. Charm:. A

framework for rapidly prototyping cryptosystems [J].

Journal of Cryptographic Engineering, 2013, 3(2). 111-128

Su Hang, born in 1994. Master candidate.
Her main research interests include public

key encryption.

Zhu Zhiqgiang, born in 1961. PhD,

professor. His main research interests
include cloud computing and information

security (zhigiang_zhu_zz(@163. com).

Sun Lei, born in 1973. PhD, professor.
His main research interests include cloud
security

computing and  information

(510221 @ sina. com).

~N




