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Abstract The typical lightweight cipher LED, proposed in CHES 2011, is applied in the Internet of

things (IoT) to provide security for RFID tags and smart cards etc. Fault analysis has become an

important method of cryptanalysis to evaluate the security of lightweight ciphers, depending on its

fast speed, simple implementation, complex defense, etc. On the basis of the half byte-oriented fault

model,

we propose new statistical fault analysis on the LED cipher by inducing faults. Simulating

experiment shows that our attack can recover its 64-bit and 128-bit secret keys with 99% probability

using an SEI distinguisher, a GF distinguisher and a GF-SEI distinguisher, respectively. The attack

can be implemented in the ciphertext-only attacking environment to improve the attacking efficiency

and decrease the number of faults. It provides vital reference for security analysis of other lightweight

ciphers in the Internet of things.
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Fig. 2 Fault diffusion path in the penultimate round
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Table 3 The Overview of a Nibble After Fault Injections
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3 o1 2 301 2 3 01 2 3 01 2 3
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Table 4 The Distribution of a Nibble After Fault Injections
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Fig. 3 The probability of recovering a partial subkey

using different faults
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Table A1 Probability of Breaking LED Using Different

Distinguishers

F Al FERX4SEME LED B3k 0HEE

Breaking Probability/ %

Faults
SEI GF GF-SEI
0 0. 00 0. 00 0. 00
1 0. 00 0. 00 0. 00
2 0. 00 0. 00 0. 00
3 0. 00 0. 00 0. 00
4 1. 00 4. 50 4. 00
5 0.50 1. 00 1. 50
6 1. 00 0. 00 3.00
7 0. 50 3.50 2.00
8 2.50 4. 00 3.50
9 1. 50 3.50 8.50
10 1. 00 4. 00 7.50
11 3.00 4.50 4.50
12 2.00 6.50 10. 00
13 7.00 4. 50 10. 00
14 2.50 5.50 17.50
15 6.50 11.50 21.00
16 9.00 7.50 25.50
17 10. 50 10. 00 21.50
18 13.00 17.00 34. 00
19 13.00 16. 00 30. 50
20 19. 00 15.50 42.00
21 17.50 20. 50 39. 50
22 17.50 27.50 51.00
23 19. 00 26.00 50. 00
24 20. 00 31.00 60. 00
25 28.50 28.00 66. 50
26 25.50 31.00 60. 00
27 33.50 38.50 71.50
28 34.50 35.50 71.00
29 37.00 42.50 71.50

Shi Xiujin, born in 1975. PhD, associate

professor.

His main

research

interests

include security analysis of the Internet of

things.

Continued (Table Al)

Breaking Probability/ %

Faults

SEI GF GF-SEI
30 40. 50 51.50 76.00
31 41. 00 47.00 79.50
33 52.50 60. 50 82.50
34 52.00 59. 00 86. 00
35 50. 50 61.50 89. 50
36 57.50 64. 00 84. 50
37 57.00 64. 00 91. 00
38 60. 00 67.00 92. 00
39 69. 50 75.50 94.00
40 71.00 72.00 96. 00
41 74.50 82.00 95. 00
42 69. 00 81.00 94. 50
43 67.50 75.50 97.50
44 76.50 80. 00 97.50
45 82.50 82.50 97.50
46 78.50 88. 00 99. 00
47 79.00 84.50 98. 00
48 87.50 92.00 98. 50
49 86. 00 93.50 98. 00
50 87.00 93. 00 96. 00
51 88. 50 95. 50 98. 00
52 91.50 94. 50 98. 00
53 91. 00 92.00 99. 00
54 95.00 95.50 99. 50
55 95. 00 95. 00 98. 50
56 92.50 97.00 97. 00
57 94. 50 95. 50 97.00
58 94. 50 96. 50 99. 00
59 96. 00 95. 00 99. 50
60 98. 00 98.50 99. 50
61 96. 00 97.50 100. 00
62 97.00 100. 00 99. 50
63 97.50 99. 00 99. 50
64 97.50 100. 00 100. 00
65 97.00 99. 00 100. 00
66 98. 00 99. 00 100. 00
67 98. 00 99. 00 99. 00
68 99. 50 99. 50 99. 50
69 98.50 99. 50 100. 00
70 99. 00 99. 00 100. 00
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Table A2 Time of Breaking LED Using Different Continued (Table A2)
Distinguishers Latency Time/s
=] X 32 sk E BRI Faults
R A2 FERXSBHIE LED &k 5 %t E SE] GF GF-SEI
Fault Latency Time/s 35 1.28 1. 30 1.29
aults
SEI GF GF-SEI 36 1.31 1.34 1.33
0 0 0 0 37 1.35 1.37 1.36
1 0. 04 0.04 0.05 38 1.39 1.42 1.41
2 0. 07 0.07 0.08 39 1. 42 1.45 1.44
3 0.10 0. 11 0. 11 40 1.46 1.49 1.48
4 0.13 0. 14 0.15 41 1. 50 1.53 1.52
5 0.17 0.17 0.18 42 1. 54 1.58 1.57
6 0.20 0.21 0.21 43 1.57 1. 60 1.59
7 0.24 0.25 0.25 44 1.62 1.65 1. 64
8 0.27 0.28 0. 29 i L 66 L 6o -
9 0.30 0.31 0.32 46 1.69 1.72 1.71
10 0.35 0.35 0.36 . L3 L 76 Ls
11 0. 38 0. 39 0. 40 18 L 77 — L 70
12 0.42 0.42 0.43 19 1.79 1.83 1.82
13 0.45 0.45 0.46 50 1.85 1. 89 1. 88
14 0. 49 0.49 0. 50 51 1.88 1.92 1.91
15 0.53 0.53 0.54 52 1.93 1.97 1.95
16 0.56 0.57 0.58 53 1.96 2.01 1.99
17 0. 60 0.61 0. 62 - 5 00 ) 05 ) 03
18 0.63 0.64 0.65 55 2.05 2.09 2.08
19 0. 67 0. 68 0.68 56 2.07 2.11 2.10
20 0.71 0.72 0.73 57 - o 17 -
.
21 0.75 0.76 0.76 58 2 15 2 91 218
22 0.78 0. 80 0. 80 i
59 2. 20 2.25 2,23
23 0.82 0. 84 0. 84
60 2.24 2.29 2.26
24 0. 86 0.87 0.87
61 2.28 2.33 2.31
25 0. 90 0.91 0.91
62 2.29 2. 34 2. 33
26 0.93 0.95 0.95
63 2.34 2. 40 2. 38
27 0.97 0. 99 0. 99
28 Lo o3 o3 64 2.37 2.43 2.41
29 1.04 1. 06 1.06 65 2. 40 2. 45 2. 45
20 L os L 10 Lo 66 2. 45 2. 50 2. 49
31 1.12 1.14 1. 14 67 2.49 2.53 2.53
32 1.16 1.18 1.18 68 2.52 2.58 2.57
33 1. 20 1.22 1.22 69 2.57 2.61 2.61




