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Abstract As a mission-critical network component in software defined networking (SDN), SDN
control plane is suffering from the vulnerabilities exploited to launch malicious attacks, such as
malicious applications attack, modifying flow rule attack., and so on. In this paper, we design and
implement mimic network operating system (MNOS), an active defense architecture based on mimic
security defense to deal with it. In addition to the SDN data plane and control plane, a mimic plane is
introduced between them to manage and dynamically schedule heterogeneous SDN controllers. First,
MNOS dynamically selects m controllers to be active to provide network service in parallel according
to a certain scheduling strategy., and then judges whether controllers are in benign conditions via
comparing the m responses from the controllers, and decides a most trusted response to send to
switches so that the minority of malicious controllers will be tolerated. Theoretical analysis and
experimental results demonstrate that MNOS can reduce the successful attack probability and
significantly improve network security, and these benefits come at only modest cost: the latency is
only about 9. 47% lower. And simulation results prove that the scheduling strategy and decision
fusion method proposed can increase system diversity and the accuracy of decisions respectively, which

will enhance the security performance further.

Key words software defined networking (SDN); active defense; mimic security defense; dynamic

heterogeneous redundancy; network operating system (NOS)
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2017-07-18 21:42:11,135 | INFO | GMQ Receive Loop BackendManager
adds to running request 1 (OpenflowMessage [Header=MessageHeader

| 159-core.connectivity - 1.1.0.SNAPSHOT | Message

[Version=VERSION_1_4,Type=OPENFLOW,ModuleId=419,Role=1,Length=80,TransactionId=25],Type=FLOW_MOD,OFMessage=OFFlowAddVer10(xid=63,

match=OFMatchVer16(in_port=2,eth_dst=ee:09:b4:2e:89:42) ,cookie=0x0010000000000006, idle

imeout=15,hardTimeout=0,priority=32768,

]
bufferId=4094167435,0utPort=65535,flags=[SEND_FLOW_REM],actions=[OFACTIONOutVer1g naxlen=65535)])]).

2017-07-18 21:42:11,135 | INFO | OMQ Receive Loop BackendManager
adds to running request 1 (OpenflowMessage [Header=MessageHeader

| 159-core-commectivity - 1.1.0.SNAPSHOT | Message

[Version=VERSION_1_4,Type=OPENFLOW,ModuleId=432,Role=1,Length=80, TransactionId=25],Type=FLOW_MOD,0FMessage=OFFlowAddVer10(xid=63,
match=OFMatchVer1e(in_port=2,eth_dst=ee:09:b4:2e:89:42),cookie=0x0010000000000000 jdlelimeout=15,hardTineout=6,priority=32768,
bufferId=4694167435,0utPort=65535,flags=[ SEND_FLOW_REM] ,actions=[OFACTIONOutVer1@ maxlen=65535)]1)1).

2017-07-18 21:42:11,135 | INFO | O6MQ Receive Loop BackendManager
adds to running request 1 (OpenflowMessage [Header=MessageHeader

| 159-coréTCOMELtivity - 1.1.0.SNAPSHOT | Message

[Version=VERSION_1_4,Type=OPENFLOW,ModuleId=242,Role=1,Length=80, TransactionId=25], Type=FLOW_MOD,OFMessage=OFFlowAddVer10(xid=63,
match=OFMatchVer10(in_port=2,eth_dst=ee:09:b4:2e:89:42),cookie=0x0010000000000000 gulaime

i _ out=15,hardTimeout=0,priority=32768,
bufferId=4694167435,0utPort=65535,flags=[ SEND_FLOW_REM] ,actions=[OFACTIONOutVer1e axlen=65535)1)1).

Fig. 9 Log file on decider
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Fig. 11 Throughput test
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